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Foreword

Thanks to All The Hackers

This is a work of fiction, so let’s keep that in mind, but it wouldn’t

have been possible to write this book without the welcoming, friendly,
helpful, and sometimes intimidating assistance of numerous real live
non-fictional hackers from all over the United States and Germany.

1 spent the better part of a year traveling to hacker cons, interviewing
participants, attending talks, and taking copious notes. Almost without
exception the organizers, speakers, and attendees I talked to welcomed
me into the fold and helped me to, I think, really understand the world
of hacking. It’s a community I've come to love and now consider myself
a part of. So some of you out there might recognize yourselves in this
book, some of you are even mentioned by real name. In the latter case,
real names are used entirely fictitiously and shouldn’t be taken as real-
world reportage. Many other incidents herein might seem familiar to
those knowing few who were there for the real world events that inspired
them, and I hope you’ll get a smile or a thrill from my fictitious versions.

For everyone else, welcome to the world of hacker conventions. If
you've never heard of such a thing before (I certainly hadn’t until a
couple months before I attended my first), I encourage you to get online
and find out more. Watch some videos of some talks, check out some
websites, and if it looks interesting to you, try it out. What's the worst
that could happen? Well, I guess this book is one version of the worst
that can happen, but really, you wouldn’t be this crazy, would you?






Chapter |

Paul

€C T was going to, but even at this one I never log on using the wireless

at a hacker con, it’s like suicide, except your porn collection gets
stolen too.” Paul Reynolds smiled at the overheard bit of conversation
as he balanced three pizza boxes and two six-packs of Coke in front
of him and wove his way through the cluster of shivering smokers
huddled outside the hotel entrance. It was a relief to take the awk-
ward twirl through the revolving door and come in from the cold. No
one seemed to pay him or his pizzas any attention. This crowd had
seen a lot of pizza delivered in its collective lifetime. He picked up
more snatches of overheard data as he moved through the mostly male
conversation clusters that milled about the spacious and surprisingly
elegant hotel lobby with no purpose other than to meet, greet, and
discuss the topics of the day. “They have Jason Scott speaking oppo-
site Dan Kaminsky again... How many Shmoo balls are you going
to buy?... I actually kind of hate room parties... You have to try the
Ethiopian place this year... I'm thinking of not sleeping at all and
seeing if I actually start hallucinating in code.”

It was certainly the nicest hotel Paul had ever attended a hacker con-
vention in—usually they inhabited rundown economy chains out by
the local interstate—but the newly remodeled Wardman Park Marriott
in Washington D.C. catered to businessmen, politicians, and lobbyists
more often than hackers, and Paul imagined the con’s organizers prob-
ably sold it to the hotel staff as a “computer security conference” instead
of a “hacker con.” But looking around the crowd, he recognized the
quintessential types well enough after a year of moving among them.
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They were hackers: mostly male, casually dressed, lots of black t-shirts,
interesting hairstyle choices. Fewer had laptops than he’d first antici-
pated, but there were still more of them per capita than even a hotel
lobby catering to traveling business execs was used to. And a lot more
of those machines had stickers advocating various flavors of Linux or
BSD or proclaiming the owner’s allegiance in the great pirates vs. ninjas
debate. Paul came down firmly on the side of the pirates of course.

The con hadn’t even started yet, and Paul knew that there would be
hundreds more hackers arriving over the course of the evening, and
tomorrow morning the large ballrooms up the escalators would fill with
over a thousand people interested in hacking, hackers, or hacker cul-
ture. There would be parties, and arguments, and debates, and games,
and wildly entertaining rants mixed with droning, mind-sappingly dull
presentations. And unlike the previous cons he’d been to, this time he
would miss almost all of it. He wasn’t even registered to attend. In his
polo shirt, cardigan sweater and khakis he looked more like a vacation-
ing yuppie father of two toddlers than your typical con attendee, but
that was just his cover. Just like the con itself was providing cover for
why he was really in DC and what he and the Crew were planning.

Paul bypassed the throng waiting in front of the bank of elevators
and cut down the wide, carpeted hall past the Starbucks and the bar,
headed towards an unmarked door tucked into one corner. He balanced
one of the pizzas against his hip long enough to open the door to the
fire stairs and slipped inside with a last glance around to see if anyone
noticed him. No one he could see did. Inside and up five flights and
out again, an exertion that would have left him breathless a year or
two earlier. Down the hall to the right, and three quiet knocks on the
door. He saw someone’s head block the thin trickle of light through the
peephole and he shook his head slowly to the left and then the right.
Latches unlocked on the other side and the door opened. Chloe smiled
and ushered him and the pizzas inside.

He scanned the suite for some empty, pizza-box sized surface, but
found no likely candidates, so he placed them on top of the stacked
luggage in the corner to his right. The others didn’t look up from their
various pressing tasks, and Paul didn’t want to distract them. The food
would be there for them when they remembered they needed to eat.

“What'd I miss?” he asked Chloe, who apparently needed to eat right
now judging by the way she scooted past him and flipped open a box.
She was wearing a smartly tailored gray skirt-suit combo that showed
a little more thigh than might be considered strictly professional. Then
again, the bright pink, short cropped hair clashed with the jacket’s
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stylish cut in an even less business-like manner. But Paul knew there
was a brown wig in a conservative cut lying on their bed that completed
the disguise.

“Which one’s mushroom?” Chloe asked.

“On the bottom I think.”

“Not much. Things are finally up and running downstairs so we've
got clsman back with us. Their network’s up. Ours is up. The outside
connection is, and I quote, ‘mostly up, whatever that means.”

“And the hotel connection?”

“Waiting for the hotel IT guy to get slightly less paranoid or a lot
more tired. Are these mushrooms from a can?”

“Probably.”

“That sucks.”

Chloe took two slices anyway, and Paul turned to the rest of the room
just to make sure they realized food was here. “Pizza,” he said in a loud
clear voice. At the desk across the room a slightly pudgy, Asian woman
sporting a practical ponytail and jeans bent over a soldering iron and
cheap digital camera that she’d taken apart. Bee didn’t look up. Sandee,
a lithe, athletic man with soft, strong features, a silk kimono, and just
enough make-up on his nut brown skin to make him beautiful, reclined
in the chair in the corner behind her, He smiled up from behind his
laptop at Paul and nodded, but he never ate pizza. Spread out on the
couch in front of three flat panel displays on the coffee table and the
rack of computers on the floor beside him was a pear shaped man with
a scraggly light brown beard and a black t-shirt. His eyes flicked up to
Paul, back to the screen, up to Paul, back to the screen, towards the
pizza, and then rested on the screen. “Um, thanks,” he said. “Cool.”
He typed. “Thanks.”

Paul could see how nervous he was. This was all new to him. Well
not @/l new. The hacking was old hat. Hacking as part of an elaborate
scheme to ruin someone’s life was the new part. He glanced at Chloe
and she twisted her mouth into unspoken agreement with his analysis.
Paul went over and took a seat on the couch. “Alright, clsman, walk
me through this. Where are we at?”

“We’re in the weeds, buddy,” clsman said. He had a mild southern
accent to his deep voice, and Paul thought he sensed a slight quavering.
He was tired of course. He probably hadn’t slept for two, maybe three
very busy days.

“It’s not the weeds,” Paul assured him. “It’s the tall grass. We're in
the tall grass and they don’t see us coming. So walk me through it.
Where we at?”
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Clsman dragged his top teeth across his bottom lip, pulling on some
stray beard hairs and then turned back to the screen. “Well, it took
longer to get the con’s wireless up and running and the other volunteers
and me got into a little bit of a tussle over some setup issues but then we
figured it out. It was like you said, they were so busy dealing with all the
real problems of setting up a massive open network in a couple days that
they didn’t notice my little additions. And really we were almost totally
screwed because for, like, two or three hours, even I wasn’t sure we’'d
get it up running. And then I thought it was my stuff—our stuff, the
thing for our thing, I mean, that was screwing things up, but it wasn’t.
It was something that should’ve been just obvious because we're all
tired, right? So anyway, it wasn’t me. Us. And I've just checked on it and
we’re up and running piggybacked on the con’s connection and running
through the new TOR clusters that we—the con staff I mean—set up
for the demo tomorrow.”

“So we’re set,” said Paul, wanting to be sure that The Onion Router
(TOR) set-up was working right since it was crucial to their plans.
An onion router is a cluster of computers that users can connect to
the internet through, routing the signal around various machines in a
way that makes it almost impossible to trace them back to their origin.
Almost impossible, and clsman had come up with some innovations for
making it even closer to impossible, even if someone was monitoring
the traffic as it came in and out of the the TOR.

“We're set on the anonymizer front, yeah. And we’ve got about half
the bandwidth I'd want to really spread things out a little more than
that. My little beasties are all in place and as of my last check... well,
let’s see here...” clsman—pronounced sis-man, as in system admin—
typed on one of the console windows open on the middle screen in front
of him. A table of numbers and letters streamed past and Paul saw what
he recognized as a long list of IP addresses flowing by. These were the
addresses of the computers in the botnet that clsman had built up over
the last month, computers all around the world with software hidden
in their root directories that allowed the Crew to control them remotely
and use them without the owners’ knowledge. Coupled with the new
version of The Onion Router anonymizer network being shown off in
the hotel that weekend and the other precautions Clsman had taken,
their actions should be more than adequately hidden from anyone try-
ing to track them down. Of course with a little luck, no one would
ever realize there was anything that needed to be tracked down until
it was too late.
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“6,328 and counting,” clsman said, nodding his head slowly up and
down. “More than enough to do the job.”

“Well then,” Paul said, “Let’s get started doing the job, shall we?”

Paul knew exactly what clsman was going through right now, or
at least he suspected he did. He’d felt it himself often enough: that
stomach sloshing, rising tide of doubt and panic that came when you
were about to do something incredibly illegal for the first time. Or the
second. Or the fifth. Paul had lost count at this point, and for him the
fear now came as less of a tidal shift and more of an intestinal simmer-
ing. Most of the time. Right now he was so much more worried about
all the complicated pieces he’d set in motion coming together in sync
that he had little anxiety left for the potential legal consequences. But
he knew clsman felt he’d not broken the law in any serious way before.
The RIAA and MPAA would no doubt differ if they could somehow
look at his bit-torrent history, as would the people whose machines he
now owned through what he called his “beasties.” But they were face-
less corporations or clueless losers who weren’t out anything more than
a little CPU processing time or profits they never would have earned
from him in the first place. This time the target was a real person and
the damage would, if all went according to plan, be quite devastating
indeed.

So Paul looked for ways to distract the Crew’s new recruit, keeping
him focused on the area he was most comfortable with in the whole
wide world: hacking. Ever since he’d agreed to come on board as a full
member six months ago, clsman had been working on this one project
for them. He was a meticulous planner and very careful in his approach
to any problem. Not that Paul found his style conservative. Clsman was
quite inventive and innovative, but he always wanted to make sure that
every little detail was just right before proceeding. So far that cautious
approach had served the Crew’s needs just fine, but now that D-Day
had arrived, Paul doubted that circumstances would allow for such
consistent circumspection.

When Paul and Chloe had revealed the target’s true identity and
crimes to clsman the previous Fall, he’d been as outraged as they’d
hoped and expected. Then they just turned him loose with the time and
resources he needed. When they checked back in with him a few weeks
later, he’d reported that it was by no means going to be as easy as he’d
hoped it would be. He wondered if there might be an alternate target,
someone less well protected, but that part of the plan wasn’t fungible.
It had to be this target, and it had to happen by February. Clsman
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had grumbled a bit, but only a bit, and got back down to work on his
reconnaissance. Paul decided to “help” him as best he could and took a
couple weeks to leave the Crew’s home base in Key West and drove up
to Athens, Georgia to sit at clsman’s right hand and watch the master
at work. Paul ended up having more fun than he would have imagined,
and Chloe would have been appalled at the amount of gaming they
indulged in if he’d told her the truth, but mostly he learned a hell of a
lot about how hacking a system works.

Those weeks in Georgia, in the long hours crammed into his tiny
second bedroom they spent between games, clsman had begun with
what he called Recon on the target Paul had given him. “Before we
even start to actually try and break into a system, we need to find out
as much as we possibly can about our target,” clsman had explained
to Paul. “Most people make the mistake of thinking only about their
files and how they’re going to keep them out of some hacker’s stealthy
grip. This is not thinking like a hacker. Hackers don’t start with their
focus on the data they’re after, they focus on the applications they can
break. Software is so complicated that the more you have, the more
potential vulnerabilities there are. Kickin butt as a hacker really means
finding out how these applications break and then exploiting them, and
reconnaissance can tell you a butt-load about what software the target
network is running.

“We've gotta be as thorough in our Recon as possible. In most cases
reconnaissance should comprise something on the order of 70% of a
hacker’s effort, because the fact is, the more we know about our target,
the less time we’ll have to spend actually hacking their system and
therefore the less likely we are to get nailed. We want to answer as many
questions about the target as we can before we start.” Paul always found
it intriguing to watch clsman slip in and out of teaching mode. One on
one, most of the time, he was just your average gamer dude. In groups
he quieted down a lot, although still threw in the occasional funny
zinger or useful insight. When he was stressed and working he sounded
scattered and often repeated himself. But when he was in his element,
explaining the facts about something he knew backwards and forwards,
he was as clear-spoken and talented a teacher as Paul had ever seen. OK,
maybe a little pedantic sometimes, but still, he exuded the quiet con-
fidence not of someone boastful of their abilities, but rather someone
who takes their own expert knowledge as a given fact, no more notable
or less true than the sky being blue or the laws of thermodynamics.
When it came to network security hacking, clsman’s knowledge was
unassailable. Or so Paul hoped.
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The goal of their Recon Mission was to answer as many questions
about the target as they could, starting with such simple things as
figuring out what operating system its servers were running, which
patch level they’re at and so forth. Clsman pointed out that the biggest
source of security holes is human errors, especially not keeping software
updated with the latest security patches from the manufacturers. If they
could find information about which version of the software the target’s
using without having to directly probe the target network, then they’d
know where to start looking for likely vulnerabilities.

Paul had been surprised to see that clsman’s starting tool of choice
was Google. As far as clsman was concerned, the best place to start
looking is Google, which he referred to half-jokingly as an “uber leet
hacking tool.” But clsman was talking about the skillful use of Google
to its fullest capabilities, not just typing the target company’s name
into the main search page and seeing what comes up (although that’s
in fact what he did to start). As he explained it to Paul, there’s a vast
potential reservoir of useful data waiting in places like Google Groups,
where there are various tech support and software discussion groups.
Company employees often post requests for help solving technical prob-
lems they’re having with their networks and applications. Such posts
sometimes include info about what version of software they’re running,
what problems they’re having and even things like user IDs and pass-
words. Google is also a source for locating branch offices, information
about the company’s officers and executives, and other hints that might
lead you to a weak spot in the company’s security. The security at the
corporate HQ might be top notch, but if the CEO is logging into
the network from his unsecured home wireless network, an informed
hacker can take easy advantage of the situation.

Clsman didn’t find any obvious, easy to exploit holes in the target’s
security through Google, but he hadn’t expected to. He got some of
the information he needed about what software the target network ran
and some especially juicy info about what patches they had installed in
a few cases. He cross-referenced those with several databases of known
exploits, but didn’t come up with anything he could use right away.
Clsman also used perfectly legal and passive (and therefore undetect-
able) tools to map out the Domain Name System (DNS) of the target’s
various websites. Searching through corporate records, openly available
DNS registration info and using tools like samespade.org, they were
able to uncover the full extent of the various sub-pages and hidden sec-
tions of the target’s site that they otherwise wouldn’t have found just
by browsing the company website. These records provided clsman with
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several dozen new possible points of entry when it came time to finally
try and hack into the target network.

The searching took days, mostly because clsman liked to leave no
stone unturned and wanted to give his own mind time to refresh and
come up with new search strategies after he’d had some time to go
over the results he’d already gathered. Paul missed Chloe and Key
West, and would have liked to go out and at least see some of the sites
of Athens, Georgia, but clsman was more of a stay at home and drink
beer kind of fellow. So Paul improved his Halo and Call of Duty skills
and in turn introduced clsman to the online game he’d helped create,
Metropolis 2.0. Paul still played the game, despite the painful asso-
ciations he felt, because it was a good game. Which is not to say that
when clsman suggested a few possible hacks that might allow them
to exploit the game, Paul’s interest wasn’t piqued. But that was for
later—right now he wanted all clsmans skills focused on the primary
target.

In the second week, they started breaking laws. Everything so far had
been both passive and legal—there was no way the target could know
that they’d been investigating it because they hadn’t done anything
intrusive or possibly illegal. But now it was time to cross the Rubicon
and start actively probing the target’s network, and that was why Paul
had spent all this time with clsman. Although he’d done this exact
thing before, most of the time it had either been out of curiosity with
no other malevolent intent or, more rarely, on behalf of someone who'd
given him permission to test their network’s security. Paul had feared
his new recruit might back out, but no, he was too excited to follow up
the leads he’d found during Recon and more than ready to start doing
some real hacking.

With all that build up, Paul was a little let down when he realized
how small and simple and, well, boring, that initial shift into criminal
territory was. Clsman’s first step had been a single “ping,” a super short
message sent from one computer to another to see if a particular port
on that network is active. He assured Paul that the ping was “totally
one of the most underestimated tools in the hacking arsenal.” A series
of pings would tell them about what servers were live and working
on the network as intended, but it could also reveal data about the
operating system type, the existence of firewalls, and other vital data.
A Traceroute command (which traces the route the ping takes through
the internet) gave them an idea as to where in the US the target net-
work was physically located by calculating how long the packets took
to travel. Alcthough there were many tools that he liked for this task,
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clsman described himself as “old school” and liked to use the classic
hacker tool nMap for his personal pinging needs.

“The thing about port scanning,” clsman explained to Paul, “Is that,
since the whole point is to send out packets and see how the target net-
work responds, the target obviously knows it’s getting pinged. A sudden
series of rapid pings across the network is a sure sign that something
fishy is going down, and a good sys admin will know something’s up.
Lots of firewalls and other security software packages are triggered
based on the timing of events and will automatically respond to such
scans.” In order to avoid this fate, they did what amounted to stealth
port scanning. Clsman set nMap to run a very slow scan, allowing their
probing pings to get lost in the general background noise of regular
Internet activity. They also coordinated their scan from several differ-
ent computers using different scanning techniques so that there was no
discernible pattern for the target’s security programs to pick up on.

All this pinging took a patience-trying long time. Paul burned
through four different disposable phones keeping in touch with Chloe
while she and Sandee were still following up on their own recruiting
efforts. Well, that and a couple sessions of text-sex. Meanwhile, clsman’s
set-up pinged away, enumerating the target network. This enumeration
process revealed the target network’s layout, confirming what kinds of
software the servers were using, how they were set up, and most impor-
tantly what their firewall was like. The firewall was the main bastion
between the target network and the big bad world of the Internet, and
the more they knew about it, the easier their job became. Clsman’s
meticulous port scan managed to find the sweet spot between efficiency
and speed (or so he claimed, Paul had to take his word for it), eventually
producing a network map that not only enumerated the firewall but also
mapped all the individual computers (or “boxes” as clsman referred
to them) in the network. They also knew the most important piece of
information—which ports accepted connections from the outside and
what those ports were used for. Their particular target, while generally
well defended and maintained, was not breaking any new ground when
it came to usage or security. Like most, it used Port 80 for Web servers
and Port 3306 for MySQL connections to its databases, along with a
few other ports, some of which clsman felt sure were going to provide
them access through which they could launch an attack.

Launching the final attack was going to have to wait, though. It
needed to be timed with everything else, and everything else wouldn’t
be ready until they’d all got set up in Washington D.C. But there was
one stage left before D-Day, and Paul wanted to make sure clsman saw
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it through while he was watching. A lot of the basics of network secu-
rity hacking were freely available online, and Paul had done his best to
bone up on them in preparation for his “quality time” in Georgia. But
even with clsman explaining things as he went along, Paul still only
had a vague idea that things were going as planned. He had hoped to
know enough to double check clsman’s work, but that turned out to
have been some crazy pipe dream. He’d have to trust clsman’s word
that things were going to go the way they were supposed to, so Paul
had quickly shifted gears from looking over the hacker’s shoulder to
patting him on it. He'd heaped praise and support on the man, along
with a healthy dose of friendship and camaraderie. Plus he’d paid all the
bills and cleared some of clsman’s more pressing debt (particularly the
back child support that the unemployed hacker had fallen behind on).
It helped that he actually did like the guy, even if he was pretty dull at
times. Hopefully all that together was enough to ensure that the new
recruit really was being on the up and up with him and Chloe and the
rest of the Crew.

“Most good attacks are designed to get control in some way, but the
real skill comes in taking control without being noticed by the net-
work’s system administrators or intrusion detection software,” clsman
had explained when they began their ping session. “Finding the exploit
is just the beginning. Retrieving something of value from the system
we've penetrated is the whole point. And, yeah, in some cases it’s pos-
sible to just smash and grab, just break into the system and steal what-
ever data you can get your hands on. But there’s no art to that kinda
attack and, really just as important, they're less efficient. Ideally, we
want to leave no trace that we were ever there. A loud, frontal attack
will alert the network administrator, who will then do everything in
his or her power to boot us off the network. But if we never trip any
alarms, we’ll be able to take our time and find what we want. Plus, you
know, if the target doesn’t know their data’s been compromised, then
they won’t take any measures to minimize damage. Once the network’s
owners realize they’ve lost data they’ll start changing passwords, rewrit-
ing code, and generally covering their losses and all our work won’t
mean crap.”

Clsman had written his own arsenal of exploits that used shellcode
to take advantage of specific vulnerabilities that he’d identified in the
various software and hardware configurations of the target network. He
could have downloaded “off the shelf” code from places like metasploit.
com or shellcode.org, but he preferred to use his own versions since the
target system was less likely to have a defense against them. Clsman had
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identified a few different approaches that he thought might work, but he
decided to go with a traditional buffer overflow attack since he’d found
a few points in the target network where these might work. “I love me
some buffer overflows,” he’d said once he realized he could use them
in this instance. “They’re my ultimate power-up—I can do anything
with them.”

Understanding exactly how a buffer overflow works required several
explanations from clsman, even though Paul had read all about them
on his own. It was one of those things that was surprisingly difficult
for a non-programmer to understand. Clsman’s simplest explanation
was, “Every program sets aside a certain block of memory to receive the
input of data, right? Like, for example, a database entry might have a
certain amount of memory set aside to receive social security numbers.
As long as the amount of data entered is equal to the amount of data
the program is expecting (enough for nine digits of an SSN) then every-
thing is fine. But in some programs, if you enter more than nine digits
worth of data, the program starts overwriting memory space normally
reserved for other data. This can cause some serious problems in normal
circumstances. But when someone like me finds something like that, it’s
like handing me the house keys and the security code. I can insert my
shellcode right into the space, and BAM! My shellcode overwrites good
data and then gets executed as if it were part of the normal program!
The shell runs, it opens a door for me from the outside and wham, bam,
thank you ma’am, I own the box.”

When Paul had asked him how common it was to find such buf-
fer overflow vulnerabilities, clsman had shook his head in disgust. “It
shouldn’t happen at all, except people are lazy. It’s entirely possible to
write software that has no buffer overflow vulnerabilities in it. It just
requires the programmers to be very security conscious as they code.
But all the crap today’s so huge and bloated and manager driven, with
the work of multiple software engineers all trying to make their code
work together, it just gets sloppy and messy. Besides, most programmers
aren’t security people and don’t write code that’s good for security—it’s
hard enough to get these things working in the first place without wor-
rying about leaving buffer overflow holes.”

Clsman writing his custom shellcode seemed to Paul like more work
than was necessary. He’d started to suspect that the hacker was delay-
ing, either because he was afraid of breaking the law or didn’t want Paul
to leave. As delays mounted and days passed, Paul grew restless. Chloe
needed his help with other parts of the plan and he was getting sick of
Athens and clsman. They needed to move. The original plan had been
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for them to insert the shellcode, own the system’s key boxes, and then
sit and wait until it was time to grab the data they needed. Clsman
would chill in Athens while Paul went back to Key West to help make
final preparations before they all went to DC. Except at this rate he’d
have to go straight to DC from here and Lord only knows what would
be missed if he wasn’t on hand to direct things. But clsman insisted
he wasn’t stalling—that it was hard work and he wanted to make sure
everything worked right. For all Paul knew, he was telling the truth.
What Paul did know was that clsman needed some extra motivation.

So during the down time, Paul started talking up Key West. The par-
ties, the women, the relaxing atmosphere, the women. While he wasn’t
quite ready to let clsman stay at the Crew house, he could easily find
someplace for him to stay down there. A little bungalow with a private
pool that was strip club adjacent maybe? And some spending money?
Clsman eschewed the strippers, at least out loud, but Paul’s tempta-
tions were getting to him. Or maybe he just really did happen to pull
his code together the night after Paul promised to take him down to
Key West as soon as they’d cracked the target network and owned the
boxes they’d need to on D-Day. From Paul’s point of view, watching
clsman work, he couldn’t see the difference from one moment to the
next. Numbers and letters changed on a screen and the hacker hooted
with real, unreserved joy. Paul didn’t think he had it in him to fake that
kind of enthusiasm. They had root. They would be ready to go whenever
Paul said the word.

Now, four weeks later, they were in a mini-suite in the Marriott and it
was time. “All right cls, you ready?” He dug his hand into the hacker’s
shoulder, massaging some tiny fraction of the tension out of him.

“Yeah. I think I am. Yeah. We're ready... .” he drifted off as he typed
a few more commands into one of his machines. “OK. Now we're
ready... Ready now.”

“Your time to shine, buddy,” Paul said. He looked around the room.
Chloe was watching from the corner, wiping some pizza sauce from her
lips. Sandee had looked up from his laptop. Bee kept doing whatever it
was she was doing with her soldering iron, oblivious to the rest of them
in her focus fugue. Chloe smiled and nodded and Paul patted clsman’s
shoulder three times. “Let’s get started.”



Chapter Z

clsman e before

hris had a love/hate relationship with hacker cons, but at this point

in his life, any relationship with at least some love in it was worth
clinging to as hard as he could. OK, things weren’t that bad really. He’d
wanted the divorce as much as Jessica had, if not more, and they’d been
separated for almost two years now. What he hadn’t expected was that
she’d take Shawn and move to Arizona to live at her mom’s, or that
Athens without her and their child would be so, so empty. Whereas
before he’d yearned constantly for a little more time for his projects, a
little more privacy and silence so he could just think a problem through,
now that was all he had. His college friends were long graduated and
only slightly less long gone. His family was in Tennessee and, to be
honest, bored him stiff anyway. Then his job had evaporated as well,
leaving him home alone with no one to have a beer or catch a movie
with. Of course his primary social circle on IRC remained as close as
ever, and he was pretty sure that without them he’d have gone insane
in some particularly depressing way. As it was, he could stay in touch
with his friends, trade gossip and exploits, and always find some inter-
esting project to throw a little bit of his coding expertise at. And just as
important, those friends spread out all over the world could throw him
freelance work from time to time, enough to keep him above water and
in burritos and beer at least. Also enough, as a disappointed Jessica had
pointed out, to make him think he didn’t have to go out and find a real
job. But he had a plan—his one-off contracts were starting to blossom
into repeat clients and at this rate he’d have his own little computer
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security consulting company up and running within a year. Two at the
most. He might even be able to hire on some help.

Until then though, the only quality time Chris was likely to get with
any of his intellectual or social peers (i.e., hackers) was at conventions.
But with his reduced available funds, he couldn’t afford to attend any-
thing he couldn’t get to on a tank of gas, and where he had at least three
people to split the hotel room with. That pretty much left CarolinaCon,
one of his new favorites, and then the old warhorse, SECZone, which
he’d been going to since it started. SECZone 5 was over in Atlanta, a
venerable little hacker con that Chris had volunteered at for the past
two years. This year he and a couple other guys were in charge of setting
up the NOC and the con’s wireless network. So right there he’d already
broken his own rules on expenses because that had meant driving over
to Atlanta every weekend for the month leading up to the con in order
to get everything set up in the hotel. In exchange for helping the hotel
upgrade its own network, the owners were allowing this extra access,
and Lor3n, the guy who founded and ran SECZone, was paying Chris
a small fee and comping his hotel room, which allowed Chris to write
the whole thing off as a business expense. He’d have to remember to
actually do that when tax time came. Despite all the perks, all this
preliminary work was part of what he hated about hacker cons. It really
was too much like real work, but he knew it had to be done and there
was something to be said for the pleasures of working with other people
face to face, like Lor3n and his old friend David, or “dmap” as his IRC
handle read. He only knew the two men through hacker conferences
and IRC, but that was more than enough for them to have formed a
friendly bond that was what really made coming to these cons worth-
while for him. Besides, working on the NOC was a great way to get
into the con for free. There was no way he was going to get up and give
a talk, which was the other free-badge option.

All the major problems setting up the network were, if not sur-
mounted, then at least identified. It was Thursday evening before the
con started and he was confident that he and dmap would have things
sorted out by Friday morning, maybe afternoon at the latest. Certainly
they’d have it by the time the keynote speaker from BountySploit took
the podium at 7:00 PM. Probably. Although he didn’t think it would
be the worst thing in the world if the BountySploit’s talk didn’t go well.
He left Dave in the converted storage room they’d taken over as their
network operations center and went up to the front desk to see if the
fixes he’d just made had sorted out their latest set of network issues.
The Cypress Estate hotel had been a Radisson until a few months ago,
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but the shift to a fancier name and private owners hadn’t done much
to spruce up the dull, cookie-cutter decor. Not that Chris cared much.
It was mostly clean, there weren’t any weird smells, and the air condi-
tioner in his room didn’t rattle, so he was happy. The quiet hotel sat near
the highway and not much else—a strip mall with a Best Buy across
the street, some banks and office buildings on their side of the 6 lane
divided road. Sure they were technically in Atlanta, but the place could
have been in any suburban ring highway sprawl in the country and
Chris doubted he could tell the difference. He’d been to hacker cons
in cities all over the country and seen nothing much more interesting
than Cypress Estate (except for Def Con in Las Vegas of course). All
the exciting stuff happened in the talks and presentations and inside
people’s heads anyway.

Most of the attendees would arrive tomorrow, but a few would come
trickling in tonight. He wondered if Al was going to make it over from
North Carolina, or Skydog down from Nashville. At the front desk he
saw someone checking in who generally fit the profile: in his thirties,
wearing jeans and a black t-shirt. In this case it had the Green Lantern
logo on it and looked faded and well worn. He had shaggy brown hair,
was unshaven and wore steel rimmed glasses. He looked up at Chris as
he rounded the corner and gave him a quizzical look. Chris turned away,
not liking the attention, and asked the manager if everything was OK
with the hotel’s network. It was. Good, one less problem to worry about.
He turned to leave, but the Green Lantern dude called out to him.

“Hey, excuse me. Are you here for the hacker con?” he asked Chris.
“I'm just guessing from your shirt.”

Chris looked down at his stomach, which bulged under the too tight
shirt. It had “AAAAAAAGH” in wild, red letters across the top of a
grainy picture of a pony tailed man screaming into a microphone with
the words “Bow To My Firewall” across it in bold, horror movie-style
font. The man was Bruce Potter, who’d said the memorable phrase dur-
ing a talk at Def Con several years earlier. His wife and friends, who
helped him run Shmoocon in DC, had made the shirts and sold them at
the first Shmoocon, much to his lasting annoyance. Chris’s was a little
too small since he’d put on weight, but he’d been in the audience at that
talk and at Shmoocon when they distributed them, and it was one of his
favorite hacker con mementos ever. He looked back up at the stranger,
standing beside his purple suitcase. “Guilty as charged,” he said.

“I thought so,” the man replied, holding his hand out. “My name’s
Alan Denkins. 'm here to write a book about hackers and, well, this is
my first con. So I'm just sort of feeling my way through.”
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Chris shook his hand. “A book about hackers? What kind of book?”
There were lots of books about hackers. The ones for hackers by hackers
were pretty good. The ones by outsiders were mixed. The ones by people
looking for ridiculously sensational stories about high school kids sup-
posedly cracking into the Pentagon were pretty much total bullshit. He
wasn’t sure which category this guy fit into.

“I don’t really know yet. 'm still learning. I've been watching videos
and reading stuff online about various other hacker cons and the scene
in general and I just think it’s so fascinating, you know? I guess like
most folks I just thought hackers were criminals who attacked people’s
computers. But the more I learn about the scene, about what real hack-
ers are really doing, the more interesting it all becomes. So I suppose
what I want to do is dispel some of those media myths, you know? But
I still have a lot to learn.”

Chris at least appreciated the guy’s perspective on things. He was
tired of answering questions like, “Hackers have conventions? Isn’t that
illegal?” from friends and family all the time. Well, he had been tired of
it when it was happening anyway. “OK,” Chris said to the writer, “That
all sounds interesting. Good luck. I think you’ll learn a lot here.”

He’d started to turn to go when the writer stopped him with another
question. “Is there anything I can help out with? I came early to just
kind of get the lay of the land, you know? Maybe I can buy you a drink
later or something?”

Chris didn’t know what to say. Normally help from attendees at
hacker cons was welcome—they tended to run on shoestring budgets
and volunteer energy—but this guy was basically a reporter and Chris
didn’t know anything about him. “You’ll have to talk to Lor3n when
he gets back from the airport. He’s the guy in charge.”

“Great, thanks, man. I'm Alan by the way. What's your name?” He
held out his hand, smiling

“Oh, sorry, yeah” Chris said, shaking the offered hand. “I'm clsman.
Nice to meet you.”

“You're the Sys Admin?”

“Spelled c-1-s-m-a-n.”

“Got it, well, I'll see you around, yeah?”

Chris did see him around, that night and then a lot the next day. He'd
apparently hit it off with Lor3n right away, and by that evening was
helping set up chairs and tables and joined the group of a dozen or so
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volunteers and speakers when they went out to Dave & Busters for din-
ner that night. Clsman didn’t get to talk to him much, but he listened
in a lot. The writer listened a lot too, but he always had another question
ready to fill any hint of a lull in the conversation, and he was more than
happy to buy the table several rounds of drinks. He seemed to know
a fair bit about the scene, and clsman liked the kinds of questions he
was asking and the things he was saying. When the book came out he
might even buy a copy.

The next day the convention began in earnest, and Chris found him-
self spending more time than he’d planned in the NOC, because of
course nothing was really working like it was supposed to, and people
were already complaining. Ensconced in his converted storage room, he
didn’t notice when the mysterious fliers started appearing around the
hotel. By 4:30, there were close to 200 attendees checked in, and the
first three speaker sessions had come off without too many technical
glitches. Chris turned the last few problems over to dmap and went
out to get a Coke and see who was there and what was going on. First
things first though, he needed to take a dump and didn’t like using
public bathrooms, so he decided to go up to the room he was sharing
with dmap. As the elevator doors opened, he saw a bright pink flier
taped to the wall opposite him.

Tired of Corporate Sell Outs Giving Hackers a Bad Name?
Disgusted with cons that are all about the money and the
pay-day and not sharing the knowledge?

Why pay more just to support the exploit exploiters?
Why not try UnSECZone?!?!

Room 346
Free to attend. Free to learn.

Free from Corporate Corruption.

Chris later learned that people had been leaving these fliers and similar
cards all over the hotel and that Lor3n and the other SECZone volun-
teers had been tearing them down and throwing them away as fast as
they could find them. It didn’t occur to Chris at the moment to tear
the flier down. He was just curious. He guessed that the flier was rooted
in some sort of protest against the fact that BountySploit was the con’s
main sponsor. Not particularly happy with that turn of events himself,
he pressed the button for floor three instead of two.

He heard them down the hall before he saw them. Room 346 was just
like any other room in the hotel—two queen beds, a TV, a dresser, two
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night tables, and what looked like thirty hackers crammed into every
available space. Chris heard the heated arguing from ten doors away,
and as he looked in the door he was surprised to see that the speaker was
H# (pronounced h-sharp, short for Henry Sharpe). He’d been a popular
speaker at least year’s SECZone, and Chris had really enjoyed his talk
on cross site scripting vulnerabilities. It was weird to see someone of his
caliber speaking in this hot, stuffed little room.

“What’s going on?” he whispered to the man standing in the doorway
while he tried to figure out what they were arguing about. Something
to do with the NSA it seemed.

“As far as I can tell, they’re hacking the hacker con,” the man said. It
was the writer, what’s his name. Alan something.

“What?” Chris asked.

“They’re pissed at Lor3n for, as they say, ‘turning the con over to
BountySploit’ and so they’re staging a counter-convention.” The report-
er’s breath smelled like Altoids. “They’ve got speakers and badges and
even t-shirts. They’re trying to undermine SECZone with this whole
UnSECZone thing. Pretty wild, eh?”

Chris just nodded. He’d never heard of such a thing, and yeah, it
was pretty wild. Although it also made a whole lot of sense, at least it
did if you were working from a hacker’s mindset. Don’t like the way
something works? Find a way to change it so it does work the way you
want it to.

“Can you explain to me what they’re so mad about?” the writer asked.
“What's the big deal about this BountySploit company?”

Several people in the room had noticed them talking and one woman
(in fact the one, single woman) shot them a dirty look. Chris wondered
if it was because of the talking, or his SECZone Staff t-shirt. Either
way he felt embarrassed and stepped back from the doorway and out of
line of sight. The writer followed him a few paces down the hall. “It’s a
touchy issue. It all has to do with ethical disclosure stuff.”

“You mean like, when and how a hacker discloses to the world that
he’s found some kind of security hole?” He was pulling a small black
moleskin notebook from his front pocket.

The writer did know some basics at least. “Yeah, so that’s been an
issue forever. Do you release the exploit to everyone so they can take the
right precautions or do you just tell the people with the crappy software
and give them time to fix it. I think you do something in between. But
the way it’s always been, releasing exploits is something hackers just
do because, well, that’s what we do. We find vulnerabilities and tell
each other about them. That way software companies should, in theory
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anyway, make more secure software. If you don’t publicize the exploits,
then you gotta assume some other black hat clown has found it too but
just isn’t telling anyone. Instead he’s taking advantage of it to do dirt
on people, but the software maker doesn’t know or doesn’t care and so
they don’t fix the problem.”

“And BountySploit,” the writer said, jotting something in his note-
book, “it’s a company that does this disclosure stuff for a profit some-
how, right? And somehow that helps them sell their security services to
other companies. At least that’s what I got from their website.”

“Yeah, that’s part of it, but here’s what kinda sucks.” Chris was warm-
ing to the subject—it was an issue that divided his friends and so wasn’t
something he could usually talk about without running the risk of
igniting a flame war of some sort—and he liked the idea of having his
views on the record with the reporter. It was nice to be able to cut loose
with this guy who hadn’t already made up his mind. That was the thing
he really hated about the hacker scene sometimes—the little disputes
that boiled over into insane feuds. “BountySploit and companies like
them have kind of come along and screwed up the system. They pay
hackers good money for their exploits, but they keep that information
to themselves. Then they turn around and say to their corporate cus-
tomers, ‘Hey, we have leet hackers working for us finding the newest
vulnerabilities so we can protect you from them better than anyone else
can.” Now the exploits usually do get released, but maybe it’s a month or
two later than it would have been. Or maybe it never gets released until
some hacker not working for a company like BountySploit discloses it.
Or hell, for all I know maybe some of them never get released at all.”

“So what’s the problem exactly?” the writer asked. “It seems like by
paying hackers to find these exploits you're both encouraging them to
find these vulnerabilities more than they otherwise might have, and
you’re channeling their energies into legal ways of taking advantage of
their hacking.”

“That’s the company line, sure,” Chris said his lips curling up in what
he thought of as a world-wise smirk. “It’s probably even true, I guess. As
far as it goes anyway. But it’s totally against the hacker spirit and a lot of
people—especially those people,” Chris pointed down the hall towards
the open doorway where the sounds of heated debate continued, “think
that companies like BountySploit are destroying the scene. The whole
point is that we share knowledge. It used to be that the reason we’d find
exploits was as much so we could brag about being the ones that found
them as anything else. To show how smart we were. That was one part.
The other was to tweak the annoying, arrogant software makers who
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have the gall to both charge a bunch of money for their crapware and
release it full of security holes.”

“And now it’s all getting closed up,” the writer said, glancing back at
the open door to the counter-con. “There’s less information being shared
and so it’s eroding the hacker scene’s influence as a whole. Dividing you
up and sort of neutering you.”

“Yeah, that’s one way of looking at it anyway.”

“And that seems to really piss you off,” the writer said, looking back
at Chris with what he took to be sympathy in his eyes.

“Yeah, I guess it does.” And it did piss Chris off. He didn’t like to
think it or say it out loud much though, because then he might be
forced to address some other questions he preferred to avoid.

“So why aren’t you in that room with them instead of downstairs?” the
writer said, asking exactly the question Chris didn’t want to answer.

He didn’t answer. He needed to take a dump. He needed to get back
downstairs. He really didn’t want Lor3n or anyone else from the con
seeing him hanging out here. “Sorry, I gotta go,” he said, turning his
back on the writer.

“OK, well, I'll see you later then?” the writer asked him as he beat his
retreat towards his room.

“Uh-uh,” Chris replied, trying to be as noncommittal as possible.

The keynote went as predicted. Well not quite as predicted. There were
fewer people there than Chris would have expected—maybe only a
quarter of the registered attendees at most. The speech seemed pretty
boiler-plate, a combination of BountySploit crowing about its successes
and the good it was doing and pitching the assembled hackers about
how much money they could make working for them. There were defi-
nitely some people in the audience, including friends of his, who were
eating it all up. Chris tried to let it all just flow over him. He wasn’t
going to start selling exploits, even if he needed the money (which he
kind of really did). There just wasn’t any way he could see that as being
a good idea. And normally he wouldn’t have wanted to tell other people
what they should or shouldn’t do. Hacking was about freedom as much
as anything else, and Chris always preferred things that maximized
individual freedom. But the whole thing left him feeling a little sick to
his stomach, and he couldn’t for sure say why.

He went out to dinner with dmap and some of the other volunteers,
going for pizza and beer at the Mellow Mushroom across the street, as
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was their tradition. No one talked much about the BountySploit key-
note, since their crowd was evenly divided on the issue and everyone was
too tired for a big in-person debate. There was however a lot of drink-
ing and a lot of bitching about those guys who’d started UnSECZone.
Even if they had a point about BountySploit and whatever personal shit
they had with Lor3n, most of his friends agreed that having a counter
convention was a cheap-ass, bullshit move. Chris wasn’t sure he agreed
anymore, but he kept his mouth shut and kept pouring more beer into
his glass.

By the time they got back to the hotel, he hoped that the rest of them
weren’t as drunk as he was. Someone on con-staff needed to have their
shit together when the inevitable idiocy broke out in the middle of the
night and some attendee tried to do something stupid in the hotel. As
he slowly levered himself out of dmap’s back seat, he heard the sound
of yelling from across the parking lot. Maybe the stupid wouldn’t wait
for the middle of the night. The commotion seemed to be centered
around the rear entrance to the hotel, an area that had been a haven for
smokers all day long as well as offering the easiest access to most of the
parking spaces. As he approached the knot of people by the doorway,
he saw that a few of them were standing around and smoking, but that
most were clustered around a pair of large, angry, shouting men. Chris
knew them both. Tall, lanky Lor3n and large, barrel-chested Intr00d.
Since Intr00d was one of the guys behind UnSECZone (even though
he hadn’t been in the room when Chris was there), he knew what the
shouting had to be about.

“It’s got nothing to do with you, man,” Intr00d boomed. “We’re
doing our own thing, our own way.”

“Nothing to do with me?” Lor3n’s face was bright red. “You may
think I'm an idiot, but even you can’t believe I'm that much of an idiot.
Nothing to do with me? Bullshit!”

“Believe what you want. We're just doing our own thing.”

“There’s doing your own thing, and there’s screwing up SECZone
just because you're pissed at me.”

“We're not the ones screwing up SECZone, man. You did that all
on your own.”

“That’s your opinion.”

“That’s a fact!”

“Fuck you, Intr00d. You're such an asshole...”

“No, fuck you!”

Chris had reached the circle of people around the two screaming-
mad hackers. They continued on in the same vein, exchanging slurs
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and curses without really saying anything. Everyone else just watched
and, Chris assumed, enjoyed the nasty show. He on the other hand
was sick of it. Another petty argument turned into real live douche-
baggery. “They’ve been going at it for almost half an hour,” said a voice
from behind Chris. He turned to see the writer standing there, looking
concerned. “Isn’t anyone going to try and calm them down?”

“Probably not,” Chris said, turning back towards the
ridiculousness.

“They’re about to boil over,” the writer said. “Someone’s going to hit
someone.”

“Nah.” But Chris wasn’t so sure. Hell, he wanted to hit both of them
for being so stupid and not just letting everybody do their own thing.
And it wasn’t like either Lor3n or Intr00d were known for their calm,
reasonable personalities. Intr00d was inching closer and closer to Lor3n
with each spittle-laced epithet. It was getting as ugly as anything he’d
ever seen.

“Should we call hotel security or something?” the writer asked. Boy,
he sure was worried about shit for a writer. But security would be a bad
idea, because there was no hotel security—just whoever was on duty at
the front desk. So they’d call the cops. Cops would be jerks. Something
might go real wrong and it could make the papers or whatever. That was
another black eye the hacker image didn’t need. Oh hell...

Lor3n was inching forward now, too. There weren’t more than five
inches between the screaming mouths, and some jerks in the crowd
start egging them on, yelling “Fight!” and “Get him!” Idiots. Chris
looked around. No one seemed about to jump in. The writer motioned
with his chin and eyebrow in such a way as to suggest Chris should be
the one to go in. Fine. Whatever. He was tired of this shit anyway.

He pushed his way through the crowd and inserted himself right
between the two men, saying “Hey now, c’mon guys, let’s just cool it off,
OK?” But no one heard him over the yelling. Instead of calming them
down, his intercession seemed to ignite their respective fuses. Lor3n
started pushing his chest against Chris from one side and Intr00d
grabbed his upper arm from the other to try and pull him out of the
way. Jesus, what the fuck? They were both bigger than him, but they’d
been screaming for a while and he had a fresh, beer infused set of lungs
at his disposal.

“SHUT UP!” he shouted. No one did. In fact, some other people
started yelling as well, although he wasn’t sure if they were support-
ing him or shouting back. “SHUT UP! SHUT UP! SHUT UP!” he
repeated, loud enough and long enough that, try as they might, no one



Rick Dakan 23

seemed able to ignore him anymore. Things grew quiet, aside from the
low murmurs he ignored. “Come on guys! Cut it out. Chill out.”

“Did you hear what they’re saying about me, clsman?” Lor3n said to
him. “They’re calling me all kinda of...”

“Nothing that’s not true!” Intr00d interjected. “You're a
goddamned...”

“SHUT UP! OK? Just shut the hell up. I'm stopping this. You hate
each other OK. Let’s all agree on that. And so you're never gonna con-
vince the other of anything and you should just walk away.”

“We’re not stopping our con just because you tell us to,” Intr00d
said.

“What con?” Lor3n sneered. “You people are a fucking joke.”

Chris gave up. He thought about shouting them down again. No,
they wouldn’t listen. They didn’t care. Why should he? They weren’t
even fighting about the issues that were actually worth fighting about.
No one was talking about whether or not BountySploit was good for
the hacker community or how to best handle ethical disclosure. They
were just calling each other “faggot.”

“Faggot!” Intr00d hurled.

“Poser!” Lore3n retorted.

“Me a poser? That’s rich coming from you, you fucking faggot ass
poser.”

“When was the last time you wrote any code at all you bloated, cock-
sucking over-hyped tech support lackey?”

“You're both such fucking IDIOTS!” Chris screamed, much to his
surprise. “You know what? You're both posers. You're both fucking
lame-ass script kiddie scene whores. You couldn’t hack your way into
your own pants. You know people and you talk big on IRC and you
make a lot of goddamned noise but I've never seen either of you do
anything worth talking about. So screw it all. Screw you both. I hope
this goddamned fucking hotel falls down on both of you.”

Now they both started yelling at him. The crowd started yelling
too. “You fat little fuck... right on clsman!... you've got some fucking
nerve... who is that guy?... turn in your badge... you have no idea
who the fuck I am!... this is lame... hit him!... what’s going on?...”
Chris just passed through it, forcing his way out of the circle and back
towards the parking lot. Except his car keys were in his hotel room.
Along with his stuff. Rather than go back through the crowd, which
had now turned back in on itself, he decided to circle around the out-
side of the hotel to the front entrance. He couldn’t believe these idiots
could get so caught up in their own idiotic idiocy that they’d screw up
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everything so badly. All the work he’d done, and now... now... now he
was going to throw up.

He vomited into an empty parking space next to a dumpster. Then
a few steps later he threw up again, this time into an occupied parking
space. He had had a lot of beer, but now a lot of it was in the back of
someone’s pickup truck. He leaned over, hands on his knees, breathing
deep and trying not to think about throwing up again.

“Are you OK? Do you need some coffee or water or something?”
someone asked. He looked up. It was the writer.

“No, I'm OK. I just need a second.”

“Come on,” the writer said, putting an arm around his shoulder and
helping him as he tried to stand up. “Let’s get you some water, all
right?”

Water sounded good. “OK, fine. Thanks.”

“And then maybe we can talk some. I've got something I want to
run by you.”

Surprisingly, talking sounded good too. The only intelligent conver-
sation he’d had lately had been with this writer dude. “OK,” he said.
“Sure. But I don’t want to talk about those two jerks.”

“Neither do I. T want to talk about hacking.”

“Oh thank God, finally,” Chris said with a sigh, and leaned into the

writer’s shoulder as he led him away.



Chapter 3

Chloe

hloe was having mixed feelings about Washington D.C. On the

one hand it was so alive with ripe possibilities that she couldn’
turn her head without seeing delicious new targets. On the other hand,
it was ground zero for those nasty law enforcement agencies like the FBI
and NSA that she’d spent the majority of her adult life avoiding at all
costs. On the third hand, she was about to con a fucking Congressman,
which was at once thrilling and terrifying as hell. Of course the strang-
est thing was that it wasn’t even her first time conning a Congressman,
although this time around he’d be much more personally involved in
the chaos they were going to be bringing down.

She was glad to be out of the hotel room and on the streets, even
though the February weather was, to say the very least, brisk. She’d
never lived somewhere with real winters—mostly California and now
Florida, and she’d been worried about the cold. But Paul had bought her
some fur lined leather gloves that went well with her tailored, dark wool
business suit and Bee had sewn some extra lining into her wig to provide
added warmth. The thick, brown curls even kinda sorta worked like ear-
muffs. Except when the wind blew, which it did a lot. But she decided to
let the cold invigorate rather than refrigerate her, and she marched down
the busy street from the metro stop towards Capital Hill with a bounce
in her step. She had to remind herself to calm down as she rounded the
corner and saw the target Starbucks come into view. She was a bearer
of bad news, a serious business woman with serious business to do.
She took off her gloves for the last block, wanting her handshake to be
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chilled and maybe even off-putting when she met him.

Chloe slipped into the warm coffee shop, a nice older gentlemen
holding the door for her. Inside, it was crowded with a line of seven
impatient looking customers waiting to order and another half-dozen
clustered around the pass-through, waiting for their lattes or whatever
it was they’d ordered. Most of the tables and seats were taken, some
with laptoppers, others with people peering at the tiny screens on their
smart phones. One quaint woman was even reading the paper, bless her
heart. She recognized two people in the room, although she pretended
not to see either of them as she joined the line for hot caffeine. Only
five minutes later, when she had her black coffee, did she start scanning
the room in an obvious way, as if looking for someone.

He finally noticed her. Good, he wasn’t that observant. Even better,
he wasn’t very observant because he’d been locked onto his Blackberry.
As he stood up and smiled at her, he was still thumbing some e-mail
or message into his phone. She smiled back and walked over to him,
extending a hand. The long wait and the hot coffee had warmed it some,
but her firm grip still got his attention, judging by the slight bulge of
surprise in his eyes.

“Danny?” she said. “Nice to finally meet you in person.” He looked
like a high school kid, although she knew he was in his late twenties.
Pudgy faced, and less than expertly shaven, he had short brown hair
and dark bags under his eyes. His suit was about a size too small and
fraying at the cuffs. She was pretty sure it was one of the two his credit
cards showed he’d bought at Sears last year. The small smears of red
paint on his shoes and the few droplets splattered on his cuffs were
only hours old.

“Yeah, great to put a face to those e-mails and phone calls finally,” he
said. They sat down and he picked up his half-empty cup and sipped at
it. “When did you get into town?”

“Early this morning,” Chloe said. “I took the red eye in from LAX.
I really need this coffee, I've been mainlining it all day as I run around
the Hill.”

“Lots of meetings, huh?”

“I'm afraid I've got a lot of bad news, and I prefer to give that in
person. I don’t know if I mentioned this, but I've dropped all my other
clients at this point. There’s just so much going on with my entertain-
ment industry clients that I had to let my partners pick up my other
consulting work. The industry is in freefall here and we’re looking for
some solutions from Congress.” Chloe sighed and shook her head a
couple inches left and right.
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“Congressman Wolverton has always supported the film and music
industries, I can assure you of that.” Danny narrowed his eyes and nod-
ded in rhythm with Chloe’s shaking.

“We know he has, and that’s why I wanted to make sure I got a
chance to talk to you in person while I was in town.”

“So, then, what’s got your clients so worried? The DMCA revisions
are in committee and are going to sail through with everything they
asked for, including that college music service requirement we talked
about.”

“It’s not that, it’s something else that we’re even more worried about.
Something our investigators came up with recently that’s really got
everyone worried.”

“Well if you're worried, I'm sure my boss will be worried too.” Danny
leaned back in his chair and held his palms up. “Hit me with what
you've got.”

“First of all we’ve got internal numbers—and these are very secret,
very internal numbers that we can’t let our clients’ stockholders hear—
that music sales are down by an additional 32% just in the last quarter.
That’s 32% on TOP of the steady decline we've seen in the past few
years. It’s a huge spike. Not a spike—the opposite of a spike. It’s a
plummet. And I'm talking all sales, CDs and downloads both. For the
first time download sales are down as well. The bottom is falling out
from under the industry. More and more artists are leaving their labels
to sell direct to customers, which is bad enough, but there’s something
new at work here.”

“That is bad,” the aide told Chloe, moving his head slowly up and
down and biting his lower lip in what she took for false empathy. She
doubted he really cared at all about her fictional lost revenue beyond
how it affected his ability to raise money and leverage influence on
behalf of his boss. “But 'm not sure what else we can do to help from
the Congressional end. We've raised fines and even jail time for piracy.
The ipod tax is moving through the Senate right now, but it’s got enough
votes, so you guys will have that revenue coming in from every music
player purchased. What more do you need?”

Chloe was well aware of just how much the Congress was already
doing for the music industry, which was part of why they’d chosen this
Congressman as the focus for their attack. The fact that the RIAA had
managed to get so much ridiculous, anti-customer legislation through
already made them the perfect cover for the Crew’s plan. Why not one
more ridiculous request? She felt her phone buzz in her coat pocket and
pulled it out.
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“Excuse me one second,” she said, looking down at the text message
on her screen from Sacco. “I need to take care of this quickly.”

“No problem,” he said. As she hoped, he took the opportunity to
pick up his own Blackberry from the table and start doing some work
of his own. Chloe keyed in some benign messages and waited for one of
two pre-arranged replies from Sacco. She couldn’t help but think of the
time that Paul had e-mailed her while they were lying in bed together
and how much shit she’d given him at the time for it. Sacco was only
five feet away, sitting behind the target, eyes locked on his laptop. She
knew he was trying to access the target’s phone through its Bluetooth
connection. Most people didn’t bother to activate the Blackberry’s built
in security features, and even those might not be enough to stop Sacco
from owning the guy’s phone. If it went that easy, there was almost no
point in her being here in person. It wasn’t like they couldn’t count on
the guy using his phone.

It wasn’t that easy. This was after all a Congressionally issued phone,
and Sacco sent her a message letting her know that the target’s shields
were at full. Time for plan A. Chloe put her phone away and fixed her
sights back on the target.

“Sorry about that,” she said.

“No problem. I understand completely. So, what can I do for you
today, Ms. Kross?”

“I mentioned that our investigators had uncovered something.
When we saw the sudden drop, we went digging around for causes,
and turned our investigative unit loose on the subject. Our agents in
the field...”

“Agents in the field?” he asked, sounding surprised. Chloe had no
reason to believe the RIAA had actual investigators or agents on staff,
but she had no reason to believe that they didn’t. Either way it sounded
scary and impressive, and those were the impressions she wanted to
leave in his mind.

“We've got investigators working online, trolling the message boards
looking for places where people download music. We've got others out
there in the streets checking up on bootlegs and so forth. We’re in a
battle to the death here, Danny, and it’s win or die.”

“Wow, OK. Well, what did they dig up?”

Chloe leaned in close towards him, lowering her voice. “There’s a
new piece of piracy software out there. It’s called Mobbitt, and it’s
the new Napster. Maybe even worse than Napster in the long run,
because it’s impossible to trace. It’s made for mobile phones—works
on Iphones, Android phones, Blackberries, any kind of data enabled
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phone which, these days, is pretty much every phone. You put it on
there and it broadcasts out your music and video library, stripping away
any DRM in the process. Any DRM. And in return it downloads stuff
from other people’s phones near you. It’s a mobile peer to peer network
that’s impossible for the phone companies to trace or stop. It’s been
spreading through Asia for the last six months and is hitting us here
in the US and in Europe now. It’s all over LA. I tell you, I installed it
on my phone and it filled up with pirated music in just a few hours of
normal driving around.”

“That’s amazing,” Danny said. “And it just strips away the DRM
without any problems?”

“It does. So anyone can copy the files freely. You need to see it in
action to really understand it.” She looked down at his phone on the
table and acted as if an idea had just occurred to her. “Here, let me send
it to you so you can see.”

Danny picked up his phone and smiled. “Wouldn’t that be violating
the DMCA? We could go to jail,” he joked. “Go ahead, are you going
to send it via e-mail or Bluetooth it to me.”

“On Blackberries it'll install right from the e-mail.”

“Better not send it to my Congressional account. Send it to my RNC
e-mail address instead. Those tend to have ‘server problems’ when
needed.”

Chloe had both addresses and the attachment already queued up
and ready to go. Sacco had made the program small—smaller than
something that did everything Chloe had described could probably
be, but then again the scenario she’d described was pure fiction. Paul
had come up with the cover story after reading some Cory Doctorow
novel. It sounded plausible enough to her, and she was certainly more
tech savvy than this guy was. She sent the e-mail and watched him as
he opened it.

“OK, TI've opened the attachment.”

“Itll install itself on your phone. It might take a few minutes. In the
meantime, let me tell you what we’d like to see happen here. First of all,
even though this Mobbitt thing already violates the DMCA and a host
of other laws, we would like some targeted enforcement. For starters
we were thinking about a bill mandating that cell phone manufactur-
ers install measures that prevent this software from working on their
phones. Second we want them to monitor the data traffic between their
phones, looking for any sign that this thing is running and then can-
cel the service if detected. Finally we want to make it a felony to even
install the software on your phone in the first place.” Chloe knew the
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requests were ridiculous, although not all that more ridiculous than
some of the laws already in place.

“There will be resistance from the telecoms,” Danny said, his gaze
floating towards the ceiling as he seemed to mull over the implications
of her requests. “They hate being told what to do.”

“We considered that. We think you could sell it as an anti-terror-
ism measure as much as an anti-piracy one. We've already seen some
traction on our campaign saying that piracy helps fund terrorism. In
this case, we could argue that this kind of software enables terror-
ist cells to communicate and send files in secret without any way for
law enforcement to effectively monitor them. But even so we know it’s
going to be an uphill fight. That's why I'm talking to you in particular,
Danny. There’s something you can do for us that no one else we work
with can.”

“What's that?” He smiled. This was a guy who liked to be needed.

“We know that the Congressman has worked closely with Ken Clover
over at Clover and Associates, and right now he’s not taking on any
new clients.”

“Clover, sure. He plays it very close. 've met him a few times. I didn’t
know he wasn’t taking new clients though.”

“Apparently he’s very picky for a lobbyist. But my research shows that
he can pull a lot of strings that would be helpful. Plus his pull with the
Commerce Committee chairman might be crucial. Do you think the
Congressman might be willing to extend a hand on our behalf in this
matter? We'll certainly step up to the plate with regards to billables and
backing of course.”

“That might work. Clover and the Congressman are tight. I'll take it
to the Congressman certainly.”

“I appreciate it, Danny. Obviously he’s not the only person we're
talking with, and I have meetings with Senate staff later today, so there
should be some added cover for you there as well. This is a top priority
for us, and we're willing to throw all our support and resources behind
the effort. But it’s important for now that we keep it as quiet as possible.
‘This Mobbitt thing is still mostly in the hands of nerds and techies right
now—it hasn’t gone mainstream. We don’t want any publicity at all
that might drive more users to it before we find a way to shut it down.
I'm thinking maybe we can attach it to another bill or get it added in
during conference. Something like that. So keep it on the QT, just your
staff and your trusted allies. I know there are people on the other side of
the aisle who would leak this whole thing just to fuck with my clients.
We’re counting on our old friends like the Congressman.”
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“Of course,” said Danny. “I agree completely. We'll keep it off the
floor, no problem.” He looked at his phone. “So how does this thing
work now?”

“There should be a start icon in your expanded menu now. See that?
Activate it and it’ll bring up the interface and start matching with other
phones in the area. Hopefully mine is the only one.” Of course hers was
the only one—the program was designed to do three things—connect
with her phone and download three songs to his phone, return the
favor by downloading anything in his music folder to her phone, and of
course own the phone completely so that Sacco sitting behind her could
take over his Blackberry, access his passwords and files, and clone the
phone so they could use it without his knowledge. Five minutes later
it had done all three, impressing the target with the two functions he
was aware of, and driving home her point that Mobbitt was the greatest
threat to western civilization since Al Quaeda.

As they stood up and shook hands to part ways, Chloe looked down
at the target’s shoes. “Did you step in some paint, Danny?”

“Damn protesters,” he said, leaning over and picking at the dried
paint with his fingernail. “I don’t even know what the hell they were
upset about this time, but they were outside my apartment building and
were yelling at all the staffers who live there as we came out.”

“Cretins,” Chloe said. “You’d think they would’ve learned by now
that none of that nonsense makes a difference.”

“Ohhbh, they never learn. How smart can they be, standing outside
all morning in this cold?”

They both laughed and went their separate ways. Chloe promised to
check in with him that evening. Sacco had already slipped out ahead of
them, his work here complete. She put her gloves back on and headed
back towards the Metro a few blocks away. Everything seemed to have
gone as planned and thus she was nervous. No battle plan survives
contact with the enemy. At least his Blackberry had been secure—
that would have been so easy she might have really been freaked out.
As it was, the months of e-mail correspondence, campaign donations,
and background work establishing her false identity as Lisa Kross, Los
Angeles based lobbyist for shadowy recording industry interests had
paid off. She didn’t claim to work for the RIAA or the MPAA, but
she had actually done some real lobbying in their interests. That fact
alone had made some in the Crew, including Paul, feel dirty, but Chloe
didn’t mind. To be honest it wasn’t a big issue to her—people would
pirate music and there was no stopping them. If the RIAA wanted to
waste money fighting it, that was their problem. She figured the whole
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industry would be dead in a decade anyway. In the meantime their bull
in a china shop tactics provided cover for their real agenda. The target
hadn’t seemed to doubt she was who she said she was for even a moment
and once he got in touch with Clover directly, they’d be in business.
Assuming clsman delivered of course, but Paul was on top of that.

She ducked into a drug store and found Sacco in the cold remedies
aisle, where they could quickly debrief. He was almost too good looking
for this kind of covert stuff. Sandee had literally dressed him down in
ill-fitting cheap chinos and a baggy sweater and baseball cap to hide his
better features. Standing there he looked like a handsome, dashing guy
who was hung over and grungy, but could bounce back to ladykiller
looks with just 15 minutes in the bathroom and a change of clothes. She
sidled up next to him and started reading cough medicine labels.

“Got it,” he said. “We own his phone.”

“You just like saying that cuz it thymes,” she said.

“It thymes and it’s true. Double bonus.”

“And your kids are in place and ready? I saw they got some paint on
him this morning.”

“They’re good like that. Yeah, they’re ready to go.”

“And you’re wishing you could be out there with them. But you can’t.
They’re a distraction, we need to keep you behind the scenes.”

“I always prefer to be where the action is.”

“I know, that’s why it was so easy for me to find you.” She picked a
bottle and turned towards the front of the store. “Besides, you should
know by now, 'm where the action is.”

“Well then, I'll stick close to you.”

She smiled. “Of course you will.”



Chapter 4

Sacco o before

Sacco loved HOPE. He wished it came every year instead of every
other. As much as he hated midtown Manhattan and all its bour-
geois nonsense, he loved the creative, anarchic energy of the con, the
weird juxtaposition of the chipped and faded majesty of the Hotel
Pennsylvania mixed with the bodged together wiring and haphazard
organization of the volunteer staff running things, all combining to
provide a social petri-dish for hacker memes with a purpose, cutting
edge technology that could actually cut, and a wildness of mind that he
adored. Not that there weren’t lots of things to hate. The smell would be
ripe by Saturday night, with the shower-phobic hackers’ odors boosted
by the sticky, clinging July heat outside. There would be idiots doing
stupid shit, as always, and ill-prepared talks that went nowhere and
had no point. And the lack of organization would drive him crazy
sometimes—Tlike now, where somehow he’d ended up as the only person
responsible for unloading a half-ton of t-shirts and old issues of 2600
Magazine and transporting them up 18 floors through two different sets
of loading elevators. Or the fact that, even at this late hour, the NOC
still didn’t have the network up and running. But that was all surface
bullshit and didn’t speak ill of the soul of the event—rebellion, freedom,
and technology wrapped into one adorable anarchic ball. Hackers On
Planet Earth might not be the most poetic name out there, but HOPE
couldn’t be beat as an idea.

He didn’t even bother going to any other hacker cons in the US any-
more. Germany was another story—those guys in the Chaos Computer
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Club had their shit together and their priorities in line. But over here in
the States, a big chunk of the so-called hacker scene totally eschewed
anything to do with politics, which was, quite obviously, total bullshit.
Hacking was, as much as anything, a political action, and anyone who
ignored that fact was either living with their head buried in the sand
or was part of the freaking problem. Def Con used to be cool, but now
it'd become it’s own for-profit company and not only welcomed the
Feds, but actually had them as invited fucking speakers. That'd been
it as far as Sacco and a lot of his friends were concerned. And most of
the smaller cons were the same—corporate security professional types
mostly, holding out the lure of big blood money to young kids who
didn’t know any better. Where was the rebellion in any of that? How
the hell was that making the world any better?

Some of his friends tried to straddle the fence and keep a foot in both
worlds, and it was something they argued about a lot. It might work for
old timers like Simple Nomad, but he was his own thing for the most
part, and none of the guys in Sacco’s group, Hacks of Rebellion, had his
cred or rep or, aside from maybe Sacco himself and one or two others,
the skills. That left Sacco in the odd but exciting position of being the
most radical member of a self-described radical group. Well, someone
had to be the conscience of the team, and no one else was willing to
step up to the plate, so he was it. It had taken him he didn’t know how
many hours on encrypted IRC channels arguing that they should in
fact release their newest creation to the public in this most public of
hacker venues. They were scared, they’d argued against him, but he’d
taken the moral high ground and defended it tooth and claw. Saturday
night they’d all see that he’d been right all along.

As he heaved another dolly-load of boxes out of the service elevator
and onto the eighteenth floor, Sacco grunted in exasperation. He wasn’t
even halfway done. He’d just seen another dolly in one of the service
halls on his way up here, so he decided that he needed to press some
other volunteer into service right away, if he was going to get this shit
done in time to grab a shower before opening ceremonies. He wondered
what the hell the organizers had planned on doing about this truckload
of crap if he hadn’t shown up. No doubt some other eager volunteer
would’ve done it. That right there was what he loved about hacker con-
ventions, especially this one. People just pitched in and got shit done,
maybe not in the most efficient way possible, but it got done.

He took the public elevators down to the ground floor and wheeled
his dolly through the marble hotel lobby full of black t-shirt clad

throngs waiting in the painfully slow check-in line. At some point the
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hotel had bought out the department store next door and turned it
into a rather dingy but serviceable convention center. Here attendees
picked up their badges, registered to be volunteers, and bought junk
food and energy drinks. Sacco didn’t see any idle hands he could press
into service, so he wrestled the dolly onto the escalator and took it up
to the main “convention” level. The bare concrete floors, broken up at
regular intervals by heavy, concrete pillars were in full chaos mode. To
his left people were setting up tables and chairs for the open network
area. To his right they were adjusting a large screen and laying out
rented individual hammocks for the movie and vendors area. Beyond
he saw someone zipping around the floor on a Segway at what looked
like almost maximum speed. He’d definitely have to try that, maybe
even before he found someone to help with the unloading.

He passed through the empty stretch of what would eventually be
Lockpick Village, towards the vendor area. A few booksellers and one
hardware vendor had already set up. And there she was, browsing the
books. Not just browsing the books, but picking one up and actually
asking questions about it. He moved closer to see if he could get an
angle on what she was looking at. Ooooh, Kropotkins 7he Conguest
of Bread. Nice. She gave off the vibe of a certain rare type of hacker
chick that he always sought but seldom found. She was hot as hell for
one thing, with a great body. The pink hair was certainly punk, but the
jeans and black t-shirt were understated enough to make him think
the hair wasn’t purely a poseur punk attitude thing, but maybe a real
aesthetic choice. Plus she looked like she showered and, as he came up
behind her she smelled good, too. He reached over and tapped the back
of the Kropotkin book as she read it. “That’s a classic.”

She shifted away from him as she turned to see who was talking, but
not in a panicked way. Plus as soon as she saw him, she smiled, which
was usually a good sign. “Oh yeah? I don’t know how much time I have
for classics these days.”

“I should have said timeless classic,” Sacco said, smiling back and
keeping his eyes focused on hers. “A great, great book.”

“I wouldn’t think 19th century Russian anarchists would have much
to offer hackers.” She fanned herself with the book, her tone challenging
but light. “Their economic models are all based on industrial and pre-
industrial systems and we’re moving into a post-industrial world.”

“And you and I are probably the only two people at this convention
who'll realize or care about that, but I think that book will surprise you.
There are some great lessons in there we can still apply—especially if
you're a free software kind of girl.”
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“As it happens I am. I like my software free as in freedom and my
beer free as in someone else is buying.”

He laughed. Hot and she could riff on Richard Stallman quotes. Very
nice. “Well, I'll have to buy you that beer later.”

“Maybe you will.” She looked at his dolly. “Are you on staff here?”

“No, I'm just helping out. I don’t suppose you want to help me unload
a truck full of t-shirts and truck them up to the 18th floor.”

“I really don’t,” she said, smiling. “But thanks for the offer.”

“Well then, you’ll have to come to the Hacks of Rebellion talk on
Saturday night then.” He gestured towards the ceiling and, 18 stories
up, the speakers’ halls.

“Twill?”

“It’s only fair. Either help with the boxes or come to the talk. That’s
my final offer. Plus it’s going to be awesome. We've got a major new
release the whole con will be talking about.”

“That does sound better than schlepping boxes. You've got yourself
a deal. And T'll do you one better hotshot. If your release really is as
awesome as you say, I'll let you buy me that beer.” She winked at him.
That was always a good sign.

“Then keep your calendar free, because it’s a done deal.”

“I hope so,” she said, putting the book back down on the table and
picking up another one as she turned away from him. “T’ll let you get
back to work.”

Damn he loved HOPE.

“You're fucking kidding me!” Sacco shouted. He hated shouting, found
it almost always counterproductive, and generally liked to be the cool,
calm, collected cat in the room. “You. Are. FUCKING. KIDDING.
MEN?”

“Sacco, calm down, man. Calm down.”

“And you guys just decided this without even talking to me.”

“You were busy and...”

“I was unloading boxes of goddamned ¢-shirts. I had my cell phone.
You could have called. I would’ve stopped.”

“We were pretty sure how you'd vote.”

“So you thought, ‘Hey, we know Sacco will hate this idea, so let’s just
not hear his arguments on it Nice.”

“We're listening now.”
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Sacco looked around the hotel room. The wheezing air conditioner
was just paying lip service to the idea of cooling. The other main mem-
bers of Hacks of Rebellion were there, Bryan, fawks, ck, and Dex. But it
was Dex who was trying to calm him down. The other three just looked
like they wanted to be anywhere else but here. Right now Sacco felt the
same way—he wanted the rest of these cowardly fucks to be anywhere
but here. The five of them had started Hacks of Rebellion four years
ago. Inspired by famous and influential hacktivist groups like The Cult
of the Dead Cow, they’d wanted to find a way to put their hacking
abilities to a good cause while still maintaining the mischievous edge
that had drawn them all into hacking in the first place. Sacco, Dex, and
fawks had been over in Germany for a Chaos Computer Camp when
they came up with the idea. And yes, the mushrooms they’d eaten
probably helped, but in the sober light of morning it still seemed like a
good idea. When they got back home they roped in Bryan and ck and
started doing their thing. From the beginning most of the ideological
basis for their actions came from Sacco. The others were political in a
sort of nebulous, vaguely lefty, fight the man kind of way. They were
coders and hackers and tinkerers first, who cared about politics only
up until the moment when it came to do any serious reading or study-
ing about the issues. A devoted anarchist since high school, Sacco had
read his Bakunin and Kropotkin and Proudhon and Goldman cover to
cover. He eschewed the Sex Pistols- inspired anarchy equals punk equals
chaos aesthetic that most people associated with the word “anarchist.”
Instead he focused on the core, ultra-democratic foundations of anar-
chist theory along with its deep anti-capitalist, anti-plutocratic tenets.
He also knew better than to lay all that heavy poli-sci shit on the other
four, instead feeding them spoonfuls as needed.

For the others, it was enough that they felt they were acting with
some sort of moral justification to their actions. If they were going to
cut a few corners and break a few laws along the way, at least they could
do so in good conscience. They all worked for money and hacked for
good. Originally Sacco had argued against any kind of name or public
presence to the group—those kinds of things just attract attention. But
the others wanted to be able to brag a little about some of the things
they did (the legal ones of course), and earn some kudos from the com-
munity. So they’d settled on the name Hacks of Rebellion, and from the
beginning more than half of their time was spent on decidedly “white
hat” endeavors. Or at the very worst gray hat. They cracked some DRM
schemes; they revealed some exploits. They created some open source
crypto apps that people could use to communicate securely with one
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another. That was the public side of Hacks of Rebellion, the one that
went to cons and gave presentations and played (sometimes successfully,
sometimes not at all) at being rock stars. In truth they weren’t nearly
as rebellious or rowdy as their reputations suggested, but that was fine
with Sacco. Reputations were in and of themselves a kind of social
engineering—hacking the hacking community.

All the while though, Sacco had pushed his political agenda from the
inside, slipping in bits of ideology and education when he could, while
working on his own, non-public projects. Not that the others didn’t
help with the secret stuff—they totally did, and without their expertise
he probably wouldn’t have gotten much finished. One of his favorites
was a set of Quickbooks hacks that would allow employees to take a
peek into their employers’ books and see what everyone was getting
paid. Sacco considered the American stigma against employees know-
ing each others’ salaries to be one of the great scams perpetrated on
the workers by the ownership class—keeping information like income
inequality secret directly deflected one of the principal impetuses to
organizing and revolt. Most of his early stuff had been in this vein—
tools and attacks to help workers strike back against their oppressors.
The problem was, no one in his target audience was getting his hacks—
most of them never learned about them, and few of those who did had
the technical skills to use them properly.

So Sacco had turned his energy towards easier and easier ways to use
apps—stuff that any schmo could run on his home computer or even
cell phone without needing to be a hard core hacker. And more and
more, cell phones had become his target of choice. Saturday’s release
was the culmination of a year’s worth of testing and work by Hacks of
Rebellion—Listnin, an easy to run Bluetooth hack that would allow
anyone out there to eavesdrop in on Bluetooth cell phone conversations.
The hacking elements were well known and developed by others, and
Sacco wasn’t breaking any new ground there. His innovation was mak-
ing it so easy to use and deploy that every worker in the world would
be able to eavesdrop on their douche-bag bosses with their earpieces
attached to the sides of their head. They had two thousand CDs burned
with Listnin loaded on them, including versions for every major phone
OS, and they’d set up a dozen servers in seven different countries for
people to torrent the file from. By the time they’d finished their talk,
Listnin would be all over the goddamned place and no phone would be
safe if it wasn’t properly secured (and very, very few of them were).

That had been the plan anyway. Now Dex and the rest of them were
backing out. They were scared, afraid they’d gone too far and would
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get arrested. Sacco railed against their cowardice but met a wall of
downcast, ashamed resilience to his pleas. The Hacks of Rebellion had
voted and decided not to release Listnin, at least not at this time and
not in this public way.

“Well, screw you guys. I fucking quit,” Sacco said, and it felt so good.
Scary, weird, but so good. He was tired of these guys, of their whining
and worrying,.

“Come on, man, don’t be like that,” said Dex. “We can still put it
out there, but we’ll do it quietly, like the other things we've done for
you.”

“For me? You mean with me.”

“Yeah, of course. With you. We'll do it like the others. That’s always
worked before.”

“By your inside baseball fucking standards maybe, but not by any
rational metric! It hasn’t worked at fucking all. No one uses them,
because no one but some ‘leet-ass” motherfucking hackers even know
they exist. It’s fucking masturbation and nothing more, man.”

“This will be different.” The pleading tone in Dex’s voice disgusted
Sacco. “We designed it to be easy to use. It'll catch on if it’s as good as
we think it is. But there’s no reason to attach our names to it. That’s
just asking for trouble!”

Sacco swallowed the rejoinder before it escaped his mouth. They’d
decided, and he wasn’t going to change their minds. But he did have
a window of opportunity to change the future if he acted right now.
“Maybe you're right,” he said, voice filled with conciliation he didn’t
feel. “I'm probably just freaking out for no reason. But you know what,
maybe I'm right too. Let’s all just take a breather OK, let’s just calm
down and think this through for a couple hours. Then we’ll take one
final vote—I won’t even try to argue with you anymore. I'll think about
what you've said, you think about what I've said. Meet back here in
two hours?”

Some of them probably suspected something, but they couldn’t deny
he was being reasonable and fair. They hemmed and hawed a few min-
utes, but as soon as they agreed, Sacco excused himself and headed
downstairs. He had to find two people and liberate a case of CDs.

He was glad they’d decided not to spend the time and money to get
custom labels put on the CDs, another argument he’d lost by the way,
and another decision that would come back to bite them in the ass. He
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was even more pleased that he’d copied Dex’s car keys last year and
never gotten around to telling him about it. For the rest of the day and
all of Friday he’d played the good and loyal comrade, going along with
the majority. He sulked and teased and taunted of course—if he hadn’t
they would definitely have suspected something—but not so much that
they became resentful of him. They were all still too relieved that he
hadn’t done anything stupid. Except of course he had.

They followed the Saturday keynote, which was once again former
Dead Kennedy’s front man Jello Biafra. He’d spoken at several HOPEs
in the past, usually on Sundays but he had a scheduling conflict this
year, and he always got the crowd going with his mix of political rants,
humor, and flat out visceral anger. He was even nice enough to give
Hacks of Rebellion a plug before he left the stage. They entered with
their usual fanfare (which was very unusual for HOPE): music blaring
(Won’t Be Fooled Again), and lots of yelling. They’d dressed up of
course. Variations on business suits hacked into almost unrecognizable
forms by the addition of LED screens, keyboards, speakers, and even a
pair of angel wings with old data tape for feathers. It was quite a show,
and for the first time Sacco was fully aware that this was really the only
reason these other guys did this shit anymore—the fame and attention,
the thousand yelling hackers chanting trite phrases in call and response
fashion. They did it for the bullshit.

Sacco’s original role in the presentation had been cut, but they’d
thrown him a bone and asked him to present the info on a stupid little
Microsoft Excel exploit that fawks had found. Fawks was the least adept
public speaker anyway, and so had been (as usual) put in charge of
the A/V stuff. Sacco smiled at him as he took the microphone up on
stage and looked out over the crowd of a thousand or more hackers. If
they’d drawn back the curtains, they’d have all been treated to a rather
impressive view of Midtown Manhattan. Sacco idly wondered for just
a moment how many of them had actually bothered to peak behind
those heavy drapes and enjoy the view. He knew he hadn’t. Without
bothering to look over his shoulder at whatever bullshit image fawks
was projecting onto the screen behind him, Sacco wrenched the mic
from its stand and climbed up on top of the table. People cheered. His
comrades on stage had nervous grins on their faces. They had to suspect
he was up to something.

He looked to his left and saw a heavyset young man holding a card-
board box full of CDs. He looked right and saw another, even more
heavyset kid with another box. They both nodded to him, reaching
into their boxes.
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“Listen!” Sacco shouted into the mic. “Listen! Listen in on what I've
got to say. I want you listenin’ to the words comin’ out of my mouth!
I wand you to listen in on the secrets I'm about to spill.” He lowered
his voice to a whisper, amplified with a hiss through the audio system.
“Lissssssten. Do you hear that? Do you hear what the douche bag with
the Star Trek lookin’ earpiece is hearing? Can you listen in on what
the boss man is whispering about over his lacte? Shhhh. Listen. What’s
that? Can’t quite hear it?” Someone behind him, down on the stage,
was tugging on his pants leg. Probably Dex. “Be real quiet now. Listen
real hard. Can you hear him now?”

The room was quiet, and Sacco had no trouble hearing the angry
whispers coming from his former friends. The next time Dex tugged at
his cuff, he kicked back and then jumped down in front of the speaker’s
table, shouting, “LET ME HELP YOU HEAR!”

His two paid accomplices, New York college kids who’d worshiped
Hacks of Rebellion since they were fifteen-year-old script kiddies, started
tossing handfuls of CDs into the audience. Sacco had snatched the
burned copies of Listnin from Dex’s car and replaced them with blank
CD’s he’d bought up from every drug store within twenty blocks. He’d
written labels on the top dozen or so in each box, just in case someone
checked. If his co-conspirators online were holding up their end too,
there were a dozen different torrents being seeded with the software
right now. He pulled out some disks of his own from inside his jacket
and spun them out in long, floating arcs towards the middle of the audi-
ence. Hackers ducked, jumped, and snatched for the silver disks. Some
rose up and mobbed his paid helpers, but instead of stopping them they
were reaching into the boxes and tossing out even more CDs. Fawks cut
his mic, and the jerks on the stage behind him were screaming bloody
murder. Sacco laughed and laughed and laughed, hopping down from
the stage as he tossed the dead mic over his shoulder.

He made his way through the crowd towards the exit. He wasn’t
going to answer any questions or make any more speeches. The software
would speak for itself (and listen too). Dex came running up behind
him by the time he reached the bank of elevators. He started yelling
all the things Sacco expected him to. They had a deal. There’d been a
vote. He was a fucking asshole. They were kicking him out. How dare
he break into Dex’s car. Sacco stood there and took it for a while, just
letting Dex vent and rage. He figured it would do the guy some good
to get it all out, and there wasn’t a thing he could say that would affect
Sacco in the least. He missed the first elevator to