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Theway into the Homeland Security Bureau sedom runs through mom & pop grocery stores and the
Internet Movie Data Base. Even less often does that route continue onto the Ten M ost Wanted
Fugitiveslist.

Chalk me up as oneto taketheroad (lane, dley, trail, deer path) lesstraveled.

I'm not blogging thisfor your sympathy--but | hope, at the least, to establish credibility and get your
attention. I'm posting this, in fact, for your own good. And, while | am being direct, one more thing....

I'm not the only one being watched.

* * % %

At onelevd, | would like to blog my story under that grand old pseudonym "Publius.” Aspatriatic,
though, as| believe my goasto be, my role modd is someone far removed from Madison or Hamilton or
Jay. Thereis, in any event, nothing to be gained from a pen name: The feds know exactly who | am. The
chalenge lies not in anonymity, but in dusiveness... at least long enough to spread the word. Maybe
persond detailswill makethisdl abit more credible.

So who am 1”? The family name has dways been a point of obscure pride to my parents: Boyer. "Like the
suave actor, my boy," Dad would say, asthough | had any ideawhom he meant. "Y ou could be like
him." Despite my cool attempts at disnterest, | eventually absorbed that said long-gone thespian was
Charles Boyer , with whom | identified about as much aswith BelaLugos or Fred Hintstone,

Oddly omitted from thisbit of cinematic triviawas how the black-and-white era actor pronounced his
name: boy-Y EA. Grandpa had Americanized the name, so that it came out boy-ER--from which it wasa
short step to boy-ARE. Asin: Boy, are you ageek. Thefamily businessbeing asmal grocery, it was
only asmdl step further to the leitmotif of my youth: Geek Boy are dee.

The grocery wasn't al bad. It supported the family, and | had a built-in after-school job--which didn't
help the Boyardee jokes. Dad, fortunately, wanted me out of the store as much asdid I. Owning a
grocery store means hard work and long hours. "I you follow in my foot steps, Zach," he would
volunteer more or lessweekly, "1 will personally break your ankles." Not that there was ever any chance
| would make such a career choice: The geek taunts were reasonably well-founded. I'm good with
computers and better with microd ectronics. | went to college to become an EE and meant never to look
back.

Easer said than done.

It'snot that | ever thought the store did well, but pitching in every day after high schoal | had believed the
place did okay. Going away to college gave me awhole new perspective. Seeing the store only every
few months, on holidays and at breaks, the place |ooked different to me: dated, fewer shoppers each
time, an ever-older clientele, brands that--now that my friends regularly shopped at Wa-Mart and
Costco and Big Bob's--seemed oh so dated.



Throughout high school | had argued with Dad about upgrading to checkout stations with barcode
scanners. (I'm sure you know the advantages. fast, efficient checkout and machine-readable data on what
was sdling.) It wasn't like | was pushing new technology. | had lost the argument, of course. Tech was
never Dad'sthing, so you can imagine how he felt about putting serious money into it.

By thetime I had finished college, | had seen at the big-box stores the technology that was fast replacing
barcodes--and there were Mom and Dad till punching pricesinto old cash regigters, still walking the
aidesto decide what to reorder when. They were doomed ... without my help, anyway.

* k% k %

Through These Portas
Pass the Best-Fed Mortals.

* k k %

Growing up, the carefully hand-lettered sign on the store's entrance seemed clever. It might even have
been true once. But time marched on and "porta" came to mean Y ahoo! and AOL. Asthe sign faded,
the clientele, looking progressively too well-fed, gained paunches and lost hair. And outside of the
undertaking business, an ever-aging clienteleis bad news.

That's how, new-and-fascinating EE day job notwithstanding, | came to spend hours each week in
big-box emporia. On weekends, their cavernous aides echoed with a chittering, droning, buzzing sound
that would make seventeen-year cicadas proud. But it was for agood cause.

The barcode technology Mom and Dad had yet to accept was fast being replaced by radio frequency 1D
tags RFIDs. That's"are-fids," if you prefer to speak your acronyms (and like triffids, if you favor the
classics). While abarcode can be read only when in line of sight--you've seen the red laser beams at
checkouts--the coded microwave pulses to which an RFID tag responds are omni-directional. One
invisble, inaudible, dectromagnetic ping! and the whole jumbled contents of a cartful of books or
CDs--or groceries--declaresitsdlf.

An RFID tag would never be asinexpensive asink lines printed on alabd. Still, atag wassmple
electronics. The couple cents an RFID tag costs were ingignificant compared to the faster, fool proof
checkout it enabled.

"You're s0 good at spotting new products before they become hot," Dad began saying. | understood his
surprise: Did you know just one in ten new food products survives even ayear? After afew
demongtrations (1 called both Y ebeg Wot, an Ethiopian lamb-in-red-pepper-sauce dish, and organic
mushroom burgers before either was featured in Grocers Weekly), he began stocking pre-trendy--and
high-margin--ready-to-go meals on just my "intuition.”

| knew better than to try an explanation. The RFID scanner in my pocket, its sengitivity boosted by afew
tricksI'd mastered in college, invisbly polled the carts of every shopper exiting whatever big-box retailer
| choseto loiter by. Dump the datainto a PC, sort, and voila: market research. But catching fads was
only postponing the inevitable, unless--fat chance--Mom and Dad could match big-box volume and

buying power.

At thispoint | was actudly starting to fed abit like Charles Boyer, whom | had findly gotten around to
scoping out on imdb. Boyer had done aton of moviesand TV I'd never heard of, and afew | had. Ina
world of 500-channd digitd cable, "The Rogues' was aways on some network. Damned if he wasn't
suave, and who doesn't like to see scoundrels get their comeuppance?

So, inaway, Plan B was Dad's faullt.

RFID applications are not limited to checkout. The newest thing in groceriesis smart shelves. Picturea



smart store that with afew microwave pulsesidentifies every jar of picklesand can of cranberry saucein
stock, including those orphaned items abandoned aides away from where they belong. It's now possible
to sgna amerchandise management system--even before the shopper meandersto the front of the
store--that it istime to reorder something.

Plan B required a newer gadget, one that took me inside the storesinstead of staking them out. Wouldn't
it beinteresting, | had decided, if merchandise management sysems were to bdieve that phantom jars of
sauerkraut were sdlling like hotcakes? That quarts of eggnog were being abandoned in freezer cases? It
didn't take much to make my little gadget pulse random UPC, batch, and package numbersas| roamed
theades. My inventory gremlins were ephemera--but, | guessed, troubling enough to reintroduce into
the ordering loop safdly fdlible and inefficient humans. Judging from the recent occurrences of sock boys
and girlswandering the aideswith clipboards, my first severd ventures had been successtul.

On foray number eight, the feds nabbbed me.

* * * %

After 9/11, everyone said everything had changed. After the 2/4 dirty-bomb attack on the Super Bowl,
everything findly did. The new Homeland Security Bureau was the most visble proof. The newest
domestic intelligence agency was not known for its candor: It appeared in mediareports as Homeland
BSfar more often than innocent typos could explain.

| was driven by two taciturn feds to the headquarters of the country's newest intel agency. Growing upin
outer metro DC, | had endured too many school field trips downtown to expect aesthetics from modern
government buildings--but this recent congtruction wasjust sunningly ugly. My impression, asour
nondescript sedan swept past armed guards and a security gate into the underground garage, was of a
concrete castle rendered by MC Escher.

| didn't see how what | had been up to could beillegd ... but oblivious and impervious as | wasthen to
current events, | also knew the government had taken to making rather expansive assertions under the
Patriot Act. It did not help that my perceptions of the FBI, abig chunk of which had become a core
component of the HSB, had been formed by "The X-Files."

By thetimethey laid it out to mein a spartan, windowless room, | was numb with shock. Big Bob's had
no intention of sharing their sales data, so a case could be made for theft. The exceptiond sengitivity of
my Plan A RFID receiver notwithstanding, | had had to stand on Big Bob's property--the parking lot--to
get useful sgnas. That added a possible case for trespass. And, they mused, how confident was| ajury
wouldn't find hacking the most credible explanation for the indoor sgnas my Plan B transmitter had been

emitting?
Trespass? | had bought something on every trip, which made me, in technica terms, a customer . Theft?
Riva retailers had sent secret shoppers into competing stores since forever. More than once Dad, having

spotted afurtive note taker, had offered another store's spy a cup of coffee and achair. Polling RFIDs
just made the data collection more efficient.

But possibly | had started down adippery dope by injecting gremlinsinto Big Bob'sinventory statistics.
How many, in ajury of my supposed peers, would be people whose VCRs endlesdy flashed 12:00 (any
jurorswho gill owned VCRswould be worrisome enough) and whose children dutifully reset their digital
clockstwice ayear? Could those peers be convinced my smulated RFID responses were not a hack
attack? How much was | willing to bet on that?

Asmy peril began to sink in, the specid agent in charge hinted obliquely at the red dedl. What the bureau
truly wanted was my evident smarts on RFID transceivers. Mine had better range than the gear they



were buying.

The best | could hopefor in this Stuation was massive legd bills| would be yearsin paying off. Worst
casewould belegd bills pluswho knew how much jail time?

What would you have done?

It was only much later that | reglized the one thing the feds wanted above dl ese: to avoid atrid.

* * * %

Despite alife-long fascination with the space program, there was never any redistic chance | would
become arocket scientist. Askids, sparklers were the only Fourth of July fireworks my brothersand |
were ever alowed--and the way Mom winced on those rare occasions Dad brought sparklers home
sucked al the fun out of the experience. Then Sojourner rolled itsfirst few yards onto the Martian
surface. Problem solved.

NASA, it turned out, was not the only group that developed robots. By thetime | graduated from
college, DARPA--that's the Defense Advanced Resear ch Proj ects Agency--was putting more funds
into robots than was NASA. I'd never had any interest in defense contracting, but lots of
DARPA-supported research was and is just way cool, cutting-edge stuff. That's how | wound up
working for a Beltway Bandit on aDARPA contract. My bosses no doubt thought about one kind of
"dual use" for the new technology while | wasimagining another ... and while | nursed my dreams, if and
when NASA ever again had money, of someday building robots at JPL.

It did not, amid the never-ending and ever-expanding war on terror, take much to outspend NASA on
robots. My piece of the DARPA project was, not surprisingly, on the electronics side, and the budget
scarcely covered salaries. To keep costsdown, | did my proof-of-concept work using what the govvies
cdl COTS. That's"commercia off the shelf,”" an acronym which, despite the plain semantics of its phrase,
had been nounified. | needed aradio link between alander and itsrover--or, at customer briefings,
between awar fighter's handheld controller and the tiny, semiautonomous scout vehicleit controlled. The
cheapest, most accessible COTS used unlicensed radio spectrum. Y ou know: the frequencies used by
low-powered gadgets like WiFi wirdess LANs and cordless (not cellular) phones.

It was the damnedest thing. My rover would work just fine for days and then, for no apparent reason, it
would glitch. Long story short, there was intermittent interference on the command link. My colleagues
razzed me about my ill-advised choice of frequency (I didn't mention the dearth of cordless phoneson
Mars), and, rather than rebuild, we moved the project into ashielded lab. It didn't help.

Okay, NOW, long story short. Much time and expensive test equipment later, the problem was traced to
severd items of new clothing.

Would you care to guess what inexpensive labeling mechanism aso uses low-power RF at unregulated
frequencies?

* k k %

There's no reason to drag my erstwhile employersinto this, not that much detective work would be
necessary to identify them. For purposes of this history, "the corporation™ will do just fine. Given the
dua-use nature of my work, and who was funding it, | had been asked to apply for a Top Secret
clearance. | had reluctantly gone along, comforted by the two-plus year backlog in clearance
investigations. | was new enough to the real world to still be thinking in college-student time: Nothing
mattersif it can be postponed past the end of asemester.

My bosses at the corporation were beyond ecstatic when | mentioned a friend-of-a-friend introduction to



an HSB project manager interested in synergies between my current work and Bureau needs. The HSB
got afast-tracked research project, the corporation got a sole-sourced contract, and | got a bonus and
an impressive-sounding title. HSB tracked down my long-dormant clearance application.

After my clearance came through, miraculoudly processed within afew weeks, | findly beganto
understand the Bureau'sinterest in me.

Y ou can be excused if you believe an RFID can only be read from inchesto afew feet away. The
reason, when you gpproach the subway turnstile, you must hold your smart card right next to the sensor
isnot that the embedded RFID tag can't be sensed from much greater distances. Precisely because
cards can eadly be read from severd feet away, the same pulse that wakes up and momentarily powers
your smart card is activating the cards of everyone near you. Y our card must be within inches of the
sensor to make itsreply sufficiently and unambiguoudy stronger than al others. The trangit folks want to
know whose account to decrement for the fare.

After uninvited RFIDs made my robots malf enough times, | concluded it was easier to teach *botsto
filter out unexpected return pulses than to strip-search everyone entering the lab. Filtering: 1t sounds
deceptively smple. It's not. Think about coping in red time with arbitrary numbers of RFID tags. Each
tag might emit any possible product code or serid number. Each signdl as detected by the robot varies
unpredictably in strength and direction as | or my coworkers pace. The same filtering technology,
repurposed in my homemade scanner, iswhat made my parking-lot forays productive. Thetrick wasto
capture, not rgject, the streams of RFID reports.

The HSB wanted my signd-processing logic--and they wanted me to keep enhancing it.

* k k %

Bureau folks never refer to their headquarters as headquarters, only (in hushed tones) asthe John
Ashcroft Building. That's generally abbreviated JAB, and the same wags who dubbed the organization
Homeand BS speak as digparagingly of the Junior Achievers Building.

Hushed tones or irreverence? That choice nicely encapsulates my months of ambivaence. No matter
how often | returned, the boxy, mostly windowless JAB never lost its hunkered-down, fortress-like
aspect. But once | went through the curbside row of massive concrete obstacl es unsuccessfully
masguerading as planters, passed threetiers of badge readers and armed guards checking photo IDs,
penetrated the maze-like corridorsinto the heart of the structure, an eerie surreglism dways manifested
itdf.

Hyersthat advertised carpools and retirement parties were taped beside doors secured by cipher locks
and ominouswarning sgns. Armed agentsin well-tailored suits were outnumbered by casudly dressed
electricians, programmers, janitors, and clerks. Stacks of gtill-boxed computers on palletslined the hdls,
but it took weeks--and then, only if you knew whom to sweet-talk--before the Security and
Infrastructure folks would hook one up. Parts of the interior were under congtruction at all times,
providing isolated work space for someinvestigation or other, and dtering pedestrian traffic flow from
month to month. Y et somehow, despite all the security, random artisans were allowed into JAB to sl
ugly handicrafts at tablesin the cafeteria. And somehow, even in the very bowels of JAB, gear would
regularly go missing from labs.

My new career had me conflicted from the start. It was hard not to feel good about helping stop the bad
guys. | didn't know, nor did I think | needed to, who was caught how. It was sufficient to hear vaguely
that terrorist plots were being disrupted. Evidently | also had no need to know exactly how my
ever-longer-range receivers were being applied; in my mind's over-imaginative eye, | envisoned agents
tracking unsuspecting bad guys at adiscreet distance. At somelevd, | recal fedling Roguish--but more



like the crazy-coot uncle than amain character. Than like the dapper Marcel St. Clair played by Charles
Boyer. And at yet another leve, | have to admit, | was akid set freein atoy store. Where homeland
Security is concerned, money was never anissue. It ishardly coincidental that the Beltway Bandit
pronunciation of HS Bureau became Hasbro.

On the other hand ... this smply wasn't aline of work | had ever thought to get into, nor was| getting a
sngle robot an inch closer to Mars or Titan. Nor was | helping Mom and Dad. My new, very humorless,
customers had made it abundantly clear that my RFID trolling expeditions were over.

In short, | was confused.

Then M echanicsville happened.

* k x %

CNN played softly 24/7 on adozen TV s mounted high up on pillars throughout the JAB cafeteria. | was
on an early lunch break, escaping the computer-room chill of my lab, when murmuring broke out.
On-screen, flames engulfed ared barn, surrounded at a safe distance by flasher-equipped unmarked
cars, ambulances, and two firetrucks. A trim HSB helicopter had landed to one sde of the frame, its
rotor gill pinning lazily. The screen crawler gave the then-unfamiliar town namein lowa.

All around me, "Waco" was getting mentioned alot.

The Branch Davidian referenceswere prescient. That is, although | don't think the HSB agents dll
around me knew it at firgt, children were dying in the conflagration: ahigh-school science club.

Many network exposés and blogs later, you know what none of us knew then: It was only agung-ho
young teacher trying during spring break to excite kids about physics through model rocketry. That--and
some hitter irony here--regulatory overkill.

Respect for aparental phobia has kept my knowledge theoretical, but | understand model rockets. The
fud of choiceisammonium perchlorate composite propelant. If APCP happensto sound familiar, it's
probably because APCP fud s the solid rocket boosters of the space shuttle. APCP is arubbery mixture
of salts, powdered metals, and resinsthat ignites at about 500 degrees Fahrenheit.

Thething is, APCP falswithin the purview of the post-9/11 Safe Explosives Act, which means
permits, fingerprinting, and background checks before anyoneis dlowed to buy the stuff. The funny thing
is, APCP doesn't explode; it merely burnslike the dickens. If you do buy it, the feds are alowed onto
your property at any time and without notice to check for its proper storage.

The Cedar Rapids Rocketeers, like smilar clubs, cooked up their APCP from unregulated precursor
chemicals, just asfarmers mix explosivesto blow up tree sumpsor "dig" irrigation ditches. It'sall
perfectly legd, under a personal use exemption. Y ou might ask: How does one prove persond use? s
it not better, in our dangerousworld, to err on the side of caution?

Thefina count was twenty-six dead: eighteen kids, the teacher, and seven parents.

Based on "atip,” HSB had begun what spokespeople called an "unscheduled inspection.” Most people
who see HSB's own video of swooping helicopter and onrushing carsthink: raid. "Tragicaly," thefina
report concluded, "the unexpected arrivals gppear to have caused the unintended indoor ignition of one
or more mode! rockets. A rapidly spreading fire resulted. Thisonly reinforcesthe tragedy of citizens
working with such dangerous, generdly illegd materids™

* k x %



Like most small businesspeople | know, Dad haslittle respect for economists. "If you took al the
economigtsin theworld and laid them end to end,” he likesto say, "they wouldn't reach a conclusion.”
And, "Economigts correctly predicted nine of the past five recessons.” That last one, it turnsout, is
attributable to an economist.

My ambivaence about HSB ended with the cold shower that was Mechanicsville. Therewerered
human consegquences when domestic intelligence foiled nine of the past five terrorist plots.

Mechanicsville and the subsequent investigations raised plenty of questions. One of the most
obvious—-till officialy unanswered--was, "Who tipped off HSB." That is. Who somehow confused a
science club with terrorists? HSB did not reved its sources, of course. | heard just enough hallway
chatter to know that the question worried the hell out of people--and enough to disbeieve the media
speculation that Homeland BS was covering for some naive or competitive or vindictive classmate of the
victims, lest others hesitate in the future to inform.

* * * %

Two kinds of peoplework in JAB: those who carry guns and those who don't. The latter (which includes
contractors like me) tend not to get much respect. Too many of the former know squat about computers.
In 2003, the FBI wastraining agents how to use a mouse.

And yet ... the modern approach to security isal about information.

Unless you've been on Titan, you must know passenger screening became serious business after 9/11.
Thelast time| checked (Airline Disclosur es of Passenger | nfor mation), Sx arlinesand two big
reservation systems admit to having shared at least samples of their passenger datawith the
Transportation Security Administration. No one asked the passengersif they cared to be part of the
experiment.

After 9/11, everyone demanded to know why the FBI hadn't known ahead of time. No matter how
many hostile operations were prevented in the intervening, fairly peaceful years, the question came back,
big time, after 2/4. One result was establishment of the HSB. Not coincidentaly, the biggest technology
project the HSB now has going isits Consolidated Data Warehouse, the mother |ode of information
about anything. | had no need to know what wasin it, nor did I, but it was clear that the approach being
taken to better connecting dotsin the future was:. collect lots more dots.

Dotslike: Severd of the Cedar Rapids students had recently purchased "extremist Idamicig literature.”
That literature, as NBC News broke soon after thisHSB explanation, was extra-credit reading in the
curriculum of aWorld Civ class.

For atime | had aprivileged user account on CDW. Designing gadgets did not require any access, let
alone privileged access, but my testing collected scads of RFID transaction data, which | had kept, in my
HSB lab, within a database management system. When a dayshift database administrator on CDW
announced her vacation plans, | got volunteered to backfill.

My new, unwanted DBA task required occasiona poking about the database, just to make certain
everything was operating okay. The cardind ruleis: Never look up yourself. It's apparently bad formto
check whether you're under investigation (evidently, double agent Robert Hanssen monitored hisown
records at the FBI for yearsfor signs of suspicion). Onething | looked up instead, as a sample query,
involved press reports of the Mechanicsville Situation. A security admin spotted my query in an audit log,
and my wrist got dapped. | wasn't on the approved list of people to be accessing such a sensitive matter.

Toolate: | had aready clicked through to long lists of annotated RFID transactions associated with the
investigation. | had glanced at afew, and one | couldn't get out of my mind: thetires of aparent's SUV,



recorded by aWave-N-Go pump at a Mechanicsville gas station. There was no record of a purchase, as
though the stop had been for directions or a bio-break.

Clearly, the gas-gation chain was providing company data to the feds. Was such surveillanceillegd?
Unethical? Cregpy? Was this different than flight records, which, since 9/11, few expected to remain
private?

| was gill wrestling with those questions when | noticed: One of the chains providing RFID datato the
HSB was Big Bob's.

* * * %

| was more facing my TV than watching it when the last puzzle piecefdl into place. Had | been paying
attention, | would have smply zapped the commercial. The ad did not even penetrate my consciousness
until well into the next segment of sitcom. If my TiVo thought it strange that | backed up to re-screena
commercid, it did not comment.

The ad wasfor a high-end washing machine. Accompanying a close-up of ared sock atop a mound of
pink underwear, the voiceover declared, "Make such tragic accidents athing of the past.” | froze the
frame. It would indeed be great if my red socks and my tidy whities declared themselvesto my washer.
What was decidedly not great was the sudden epiphany that my socks and undies were likely
announcing my presenceto every RFID scanner | passed. Asin: every big store | entered; every subway
turngtile | passed, even if 1'd bought my fare card with cash; every Wave-N-Go gas pump....

Fedling stupid--why had | compartmentalized the RFI D-in-clothing problem as purdly an in-the-lab
issue?--1 unearthed my homebrew scanner from its place of exile a the bottom of adesk drawer.

The newer half my wardrobe had RFID tags. My wallet wasfilled with them.

* * % %
If you have not yet joined a currency exchange, you should.

In much smpler times, people worried that newfangled credit cards were an invasion of privacy. There
would be centralized records, somewhere, of what you bought when. People who worried about such
records--some of them, obvioudy, Doing Bad Things--would use only cash.

Surdly you've heard about the supposed nutcases who weer tinfoil-lined hatsto hide their thoughts from
thediens. Wdl, my wallet isnow foil-lined. New Euro notes carried embedded RFID tags aslong ago
as 2005; for severd years now, new US currency shared that "honor"--to prevent counterfeiting. Here's
what they don't tell you: Y ou can be traced by the money in your pocket. Each bill inyour wallet was
associated with you when you received it a the bank lobby or ATM or in change a a store. It stays
associated with you until abank or store cash register logsits receipt. Tagged bills mean that even buying
things with cash isno longer anonymous.

Areyou still wondering about currency exchanges? That's a bunch of folkswho meet for the sole
purpose of swapping their cash. Y ou can do it out in the countryside somewhere, far from any possible
RFID poller, dthough there are obvious risks to carrying large sums of cash to an isolated rendezvous. A
better solution is a shielded room (in technical terms, a"Faraday cage"). Copper window screening
works nicdly, aslong as you remember to cover the floor, celling, and door, too. RFID interrogation
sgnals can no more get in than microwaves can get out past the smilar mesh embedded in the glass of
microwave oven doors.

Click herefor plansto build your own currency exchange.

* k x %



RFID chipsaretiny. RFID tags generally are not, because the antennae must capture enough power to
operate the silicon chip. Thetypical antenna occupies a couple square inches. That means you can
find--and disable--the tags. After | camed down from my red-sock epiphany, that's just what | did. If
my story has made any impression on you, you will, too. | used a scanner to look for them; if you lack
access to a scanner, pay close attention to big labels, overlapping fabric, and wide hems. If agarment
crinkles, check there between cloth layers.

Shoes are harder. Taking them apart to find the tags that are dmost certainly there will probably destroy
your footwear. | zapped mine with afocused microwave beam until their chipsfried. A bit of shoe polish
covered the resulting scorch marks. (Y ou might be able to microwave your shoes, but | don't
recommend it--especialy if they have sted shanks.)

Y ou may be asking: Why?Why did | disable the RFID tagsin my clothes?

No one had cause to be tracking me. Maybe that was my reason. That the tags helped retailers manage
their inventory was no reason for me to be marked like a prospectively wayward cat. | was offended,
damnit. Sitting in my newly RF D-free gpartment, slewing in high principle, paranoia, and
self-righteousness, my thoughts turned to thetires that had led HSB to Mechanicsville. Outside | went.

My car, it turned out, was filled with RFIDs, and not only initstires and the E-Zpass transponder clipped
to thesun visor. Evenif | could take the car apart, some pieces were likely unzappable.

Which left what?

| could replace my car with a clunker too old to contain RFIDs. | could, in theory, keep aclunker
running with old partsfrom junk yards. My suspicionswere by thenin full bloom. | found mysdlf
wondering why the NHTSA had suddenly decided afew years earlier that tires had an aging mechanism
(Tire Expiration Dates) distinct from tread wear. Was age-related rubber deterioration real, or wasiit
disnformation to get RFID-tagged tires onto every car in the country? Frying an RFID embedded in a
tire would soften the surrounding rubber. That couldn't be good.

Y ou're overreacting, | had lectured mysdf. Three-hundred million Americans and amost as many
vehicles, evermore tags on each, every day passing within range of, well, | had no idea how many
RFID-sensing toll booths and point-of-sale terminas. How could HSB possibly keep up with that data
geyser? They would have to concentrate on small subsets already known for some reason, by some
conventiond investigative means, to merit scrutiny.

Wouldn't they?

* * % %

Perhaps you are enrolled in one or more mer chant loyalty programs. Knowing what you buy, and
when, and where, has value. That'swhy so many stores (but not mom & pop) discontinued couponsin
their newspaper ads, but happily provide discounts once you disclose your customer I1D. Y ou regularly
buy canned soup, s0 it seems harmless when they tempt you at the checkout with adeal on crackers.
The results can be both humorous and off-putting when your favorite bookseller makes recommendations
for you extrapolated not only from what you read, but from the gifts you've purchased for your quirkiest
friends and relatives. It gets downright cregpy when your pharmacist speculates from your prescriptions
that, for example, you have alikelihood of erectile dysfunction, and mailsyou a Viagra coupon and the
advice you discussit with your doctor.

Those aretrivid examplesof data mining. Remember Dad and his disdain for economists? Economists
predicted recessions by mining datalong before that term came into vogue. Their models, of
ever-growing sophistication and ever more voracious appetites for data, hunted for correlations, trends,



and clugtering. But corrélation is different than causation, which is how they predicted nine of the past five
recessions. These flawed readings of the economic entrails and commercia tealeaves--they're dmost
funny until misinformed government policy ensues.

Datamining isabig deal now in homeland security, and rightly so. Way back in the Cold War, West
German federa police broke the infamous Baader Meinhof gang by hunting for prime suspects. single
men without cars registered to their names, who paid their apartment rent and utility billsin cash.
Edtimates vary, but the federa police may have surveilled, by emergent techniques not yet called data
mining, up to five percent of the adult West German population.

Datamining can be powerful and productive. It'sagood thing when phone-cal patterns give warning of
an imminent terrorist strike. But when HSB--and | speak now of former colleagues who are honest and
honorable people, who in my mind, notwithstanding my current fugitive status, | consder my
friends--detects nine of the next fiveterrorist attacks?

That's how you get aMechanicsville.

* * % %

The red-sock incident happened on a Saturday. Thefollowing Monday | had aDBA shift, filling in for
my dtill-vacationing colleague. Feding abit like Marcd S. Clair, | did afew "Isit still running?' checks of
CDW.

Sturgeon's Law posits that ninety percent of everything is crap. Either Sturgeon was a cockeyed optimi,
or he knew nothing about software. The datawarehouse required constant babying, reconfiguring, tuning,
restarting ... pick your euphemism for "fixing." Driving the process was amix of recurrent and ad hoc
queries, by which to gauge how well the temperamenta software was behaving that day. In the ad hoc
category, | queried with afew presumably innocent product RFIDs I'd recently captured with my
scanner: tires on afriend's car, a second cousin's new penny loafers, a case of beer in the storeroom of
the bistro where | had eaten dinner the previous night. | thought nothing of the gaggle of feds clustered
acrossthe lab at one of the security administration workstations. Secadmins are a breed onto themselves,
itisther nature, like birds, to flock.

| was staring at the screen in frozen disbelief, at a column of time-tagged hits that tracked my buddy's car
around town yesterday, when an HSB guy--the gun-toting, agent type--sauntered over and tapped my
shoulder. "A word to the wise, Zach. Checking out your friends and neighbors s not alowed either.”

| went outside for lunch that day, and never came back.

* k k %

Which brings usto the end of my cautionary tde. If | am not smply deluding mysdf, if thisblog hasa
readership beyond seething HSB agents, we may even be, to borrow a phrase from Winston Churchill,
at theend of the beginning.

That isall very metgphoricd, of course. | am going to be very vague about where, physicadly, | an. While
| am being metaphoricd, | will go so far asto admit areturn to my roots. | am toiling once again at a
mom & pop store. It's someplace that pays mein cash, and that--like my Mom's & Dad's place--till
uses those quaint, low-tech deviceswhich, although called "cash registers,” register no information about
the currency therein.

To anyone from HSB viewing this: Maybeit'sagrocery. Of coursg, it could aseasily be adry cleaner, a
hotdog stand, or a used-book store. Perhapsit's none of those.

In short, my hypothetical Dear Reader, I've gone underground. The Ten Most Wanted Fugitiveslist calls



me a cyber-terrorist.

HSB now claims I've hacked into the transactional databases of American companies. Not so. At wordt,
I've grazed the database of one company, Big Bob's. In my opinion, that hardly risesto most-wanted
gatus.

HSB would aso have you believe | brazenly engaged in anefarious spying operation from within the
bowels of JAB itsdf. Once again: not so. I'll admit--1 have admitted--to afew peeks. I'll assert every
DBA and sysadmin there does the same. Vigilance in the search for bugsin crappy, overpriced software
isnovice

Why, then, isHSB after me?

It al keeps coming around to Big Bob's. Y ou've aready read my after-the-fact reasoning (rationdizing, if
you prefer) about thefield tripsto Big Bob's that brought me to HSB's attention. But the friend's tires that
surfaced in the CDW, just before | went to lunch and never returned, were bought at Big Bob's. By
inference, Big Bob's provided the datato HSB. Who e se could tie those specific tiresto that friend? Not
that Big Bob's aone could possibly have had enough RFID readers, widdly enough dispersed, to have
captured the peripatetic course around town of thosetires....

The quicker | am taken into custody, the sooner this narrative, in its many reincarnations and mirror Stes
on offshore servers, stops. HSB does not want to revedl its plans--devised, | will postulate, with only the
best of intentions--to track everyone, everywhere, a any time. They want at al costs to keep secret the
clandestine co-opting of Big Bob's, and countless other retailers, into Big Brother.

| keep remembering that agent's "friendly” advice. CDW had associated me with my second cousin from
across town and the college buddy with whom, at the last minute, | had gone to dinner. My query had
been enough to trigger ared-time dert at asecadmin workstation.

Many of you are thinking: HSB has no reason to watch me. 1've done nothing wrong.

I'm relating this story to make you consider one centra fact: | did nothing wrong, either.

* * * %

What you do now isyour choice. My free advice: Join acurrency exchange. Trade shopping lissswith
your friends. Pay with cash, and patronize stores with old registers. Carry your purchasesin afoil-lined
shopping bag. Remove those RFID tagsthat are safely removable.

But if you want to do more....

| have anew caling, and the sparetimeto indulgeit: very speciadized circuit design. I've concentrated on
gadgetsfor dl thingsRFID: detecting, spoofing, jamming, and frying. The frequencies used by RFIDs
are unlicensed, making my hobby (except perhaps when zapping others' chips) entirely legd.

Wheét these devices have in common isthe long-term effect of their deployment. Widely used, they will
degrade databases reliant on RFID-based tracking. If you believe that following your every move and
viewing your every purchase should be more difficult than typing asmple query into agovernment
database--if you place any vaue on your privacy--such degradation is a good thing.

Perhaps you have the skills and equipment to make these devices. Any savvy teen with accessto a
modern high-school dectronics shop can build them. And they offer a productive new usefor that old,
wireless PDA that hasn't seen thelight of day in months;-)

Check back often for updated designs.



I've put on indefinite hold my dream that arobot of my design to roll onto Marsor Titan. My robotic
aspirations have been repurposed toward a different world: the RFIDsphere. Imagine armies of tiny
RFID spoofers and jammers set loose to roam, to mimic codes they encounter, and to inject RFID
gremlinsthroughout their random travels.

How polluted must the data sources for repositories like CDW become before we're al freed from
incessant surveillance?

Herewith two parting comments for my friends at the Homeland Security Bureau, and especidly to those
of you on the hunt for me. First, you have not heard the last of The Rogue. Second....

Tag. You'reit.
Theend



