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SECURITY NEWS

|
December 22, 2010 06:43 AM ET

COMPUTERWORLD

Researchers reveal attack code for new IE zero-day

Security researchers have released attack code that exploits an unpatched bugin
Microsoft's Internet Explorer (IE) and sidesteps defenses baked into Windows 7.

Microsoft said it was looking into the vulnerability.

"Microsoft is investigating new public claims of a possible vulnerability in Internet
Explorer,” said Dave Forstrom, the director of Microsoft's Trustworthy Computing
group, in statement. "We're currently unaware of any attacks trying to use the
claimed vulnerability or of customer impact.”

The bug first surfaced earlier this month when French security firm Vupen announced
it had uncovered a flaw in IE's HTML engine that could be exploited when the browser
processed a CSS (Cascading Style Sheets) file that included "@import” rules. The
@import rules let Web designers add external style sheets to an existing HTML
document.

Vupen issued a bare-bones advisory on Dec. 9 that confirmed the vulnerability in IE8
running on Windows XP, Vista and Windows 7, and in IEE and IE7 on XP. Attackers
could trigger the bug from a rigged Web page, then hijack the PCs to plant malware or
pillage its secrets.

http://www.computerwarld.com
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Introduction to Penetration Testing

®
A pentest simulates methods that intruders use to gain
unauthorized access to an organization’s networked

systems and then compromise them

\®
\
In the context of penetration testing, the tester is

limited by resources—namely time, skilled
resources, and access to equipment—as outlined in

the penetration testing agreement

\. ............................................................
\
Most attackers follow a common approach to

penetrate a system
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Security Assessments /i\

u

Every organization uses different types of security assessments to
validate the level of security on its network resources

Each type of security assessment requires the people conducting the
assessment to have different skills
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Vulnerability Assessment

Network Scanning Scanning Tools

Vulnerability scanning tools
Vulnerability assessment . search network Segments
scans a network for known for IP-enabled devices and
security weaknesses enumerate systems, 0S’s,
and applications

Security Mistakes Test Systems/Network 4

Additionally, vulnerability B8 Vulnerability scanners can
scanners can identify test systems and network

7 1 Xposure to

Ebnﬂ'g’ura’tion common ttécks
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Limitations of Vulnerability
Assessment

Vulnerability scanning software is limited in its ability to
detect vulnerabhilities at a

It must be updated when new vulnerabilities are discovered
or modifications are made to the software being used

This can influence the result of the assessment

The methodology used as well as the diverse vulnerabhility
scanning software packages assess security differently

Copyright @ by EG-Geuncil
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn % NEWS

Canified Ethical Hacker 6 -

TREERS http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



Penetration Testing

Penetration testing that is

< Penetration testing N
not completed professionally

AT ) assesses the security

@ can result in the loss of T '

y : : : model of the organization o
services and disruption of hol :
the business continuity eI
A penetration tester is It reveals potential -
differentiated from an consequences of a real M
attacker only by his intent attacker breaking into the :‘_‘5
and lack of malice network

._:‘
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Why Penetration Testing?

¢ Q = |dentify the threats

facing an organization's
information assets

Reduce an organization's IT security
costs and provide a better Return
On IT Security Investment (ROSI) by
identifying and resolving
vulnerabilities and weaknesses

Provide an organization with
assurance - a thorough and
comprehensive assessment of
organizational security covering policy,
procedure, design and implementation

Gain and maintain certification to an
industry regulation (BS7799, HIPAA
etc.)

Adopt best practice by conforming
to legal and industry regulations

=

For testing and r O .'

validating the efficiency Jﬁ,. oY
of security protections
and controls

—_—
It focuses on high severity
vulnerabilities and emphasizes
application-level security issues to
development teams and

management

Providing comprehensive approach
of preparation steps that can be
taken to prevent upcoming
exploitation

Evaluating the efficiency of
network security devices such as
firewalls, routers, and web servers

For changing or upgrading existing
infrastructure of software,
hardware, or network design
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What Should be Tested?

An organization should conduct a risk assessment operation before the
penetration testing that will help to identify the main threats, such as

Communications failure, e-commerce failure, and
loss of confidential information

Public facing systems; websites, email gateways,
and remote access platforms

Mail, DNS, firewalls, passwords, FTP, IIS, and web
servers

Note: Testing should be performed on all hardware and software components of a network security system
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Establishing the parameters for the penetration test such as
objectives, limitations, and the justification of procedures

Hiring skilled and experienced professionals to perform the test

\N

v Choosing a suitable set of tests that balance cost and benefits

\\/ Following a methodology with proper planning and documentation s

~7 Documenting the result carefully and making it comprehensible for 2

\ the client ”
=5

\\7 Stating the potential risks and findings clearly in the final report =
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ROI on Penetration Testing

Companies will spend on the Penetration testing helps the companies in
pen-test only if they have a proper RO > identifying, understanding, and addressing
knowledge on the benefits of ., the vulnerabilities, which saves them a lot of
the Pen-test ,'//—\\- money resulting in ROI

¢ \
\
I
J
y
7
re

Demonstrate the ROI for Pen- test with
the help of a business case scenario,
which includes the expenditure and the
profits involved in it

: Demonstration of ROl is a
=3 critical process for the success
in selling the Pen-test
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Testing Points

Organizations have to reach
a consensus on the extent
of information that can be
¢ divulged to the testing

5

Providing a penetration
testing team with
additional information $

A A

( team to determine the may g;-vi-thedm ar:
starting point of the test unrealistic advantage }

Similarly, the extent to which the
il vulnerabilities need to be
exploited without disrupting
—— critical services, needs to be
determined

\ )

t
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Testing Locations

The pentest team may have a
choice of doing the test either
remotely or on-site
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Types of Penetration Testing

| ‘ ")
External Testing Te
N 1
External testing involves analysis Internal testing will be performed
of publicly available information, from a number of network access
a network enumeration phase, points, representing each logical
and the behavior of the security ﬁ and physical segment
devices analyzed = Black-hat testing/zero-knowledge
testing

= Gray-hat testing/partial-knowledge
testing

* White-hat testing/complete- -
knowledge testing (

[yul
= Announced Testing |
\ g ) k = Unannounced Testing // J
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External Penetration Testing

External penetration testing involves a comprehensive
analysis of publicly available information about the
target, such as

It is the traditional approach to penetration
testing

The testing is focused on the servers,
infrastructure and the underlying software
comprising the target

It may be performed with no prior knowledge
of the site (black box)

Full disclosure of the topology and environment
(crystal/white box)
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Internal Security Assessment

Testing will be
performed from a
number of network
access points,
representing each
logical and physical
segment
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For example, this may An internal security
include tiers and DMZs assessment follows a
within the environment, | similar methodology
the corporate network to external testing,
or partner company but provides a more
connections complete view of the

site security
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Black-box Penetration Testing

No prior knowledge of the
infrastructure to be tested

You will be given just a
company name
Penetration test must be carried

out after extensive information
gathering and research

This test simulates the process
of a real hacker
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Grey-box Penetration Testing

In a grey box test, the tester usually has a limited knowledge of information

It performs security assessment and testing internally

Approaches towards the application security that tests for all vulnerabilities which a
hacker may find and exploit

S F/_ - - —_——— —_—
i

Performed mostly when a penetration tester starts a black box test on well protected systems
and finds that a little prior knowledge is required in order to conduct a thorough review
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White-box Penetration Testing

Complete knowledge of the infrastructure that needs to be tested is known @j

This test simulates the process of company’s employees

Information is provided such as

Company © Company policies
Infrastructure do’s and don’ts
- . x
.[ s . . |
Network type © © IP address / firewall /
@ IDS details

Current security
==  implementations
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Announced / Unannounced Testing

Announced Testing Unannounced Testing\

2 Is an attempt to compromise e 3 2 Is an attempt to compromise

systems on the client with the full systems on the client networks

cooperation and knowledge of t—9 without the knowledge of IT

the IT staff security personnel
2 Examines the existing security € 3 2 Allows only the upper

infrastructure for possible management to be aware of

e forp e—3 7
vulnerabilities these tests

(17
(L

Involves the security staff on the — Examines the security
penetration testing teams to infrastructure and
conduct audits responsiveness of the IT staff
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Automated Testing

As with vulnerability
scanners, there can be false
negatives or worse, false
positives

With automated testing,
there exists no scope for any
of the architectural elements
to be tested

http://ceh.vn J’ij NEWS
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Automated testing can result

in time and cost savings over a

long term; however, it cannot

replace an experienced security
professional

Tools can have a high learning
curve and may need frequent
updating to be effective
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Manual Testing

101010
010101

101'."" !II!
@ ’ @ @ @
& -
O The objective of the & A manual approach
professional is to requires planning, test
assess the security designing, scheduling,
posture of the and diligent
organization from an documentation to
attacker’s perspective capture the results of
the testing process
J L J
\® ®/ ‘\®
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Common Penetration Testing
Techniques

Passive Research

Is used to gather all the information
about an organization's system
configurations

Spoofing

Is the act of using one machine to
pretend to be another

Is used here for both internal and
external penetration tests

A Brute-force Attack

Is the most commeonly known
password cracking method.

Can overload a system and possibly
stop it from responding to the legal
requests

http://cchwn (el EE NEWS
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Open Source Monitoring

Facilitates an organization to take
necessary steps to ensure its
confidentiality and integrity

Network Sniffing

Is used to capture the data as it
travels across a network

Vulnerability Scanning

Is a comprehensive examination of
the targeted areas of an
organization's network infrastructure

Network Mapping and OS
Fingerprinting
Is used to get an idea of the
network’s configuration being tested

Trojan Attacks

Are malicious code or programs
usually sent into a network as email
attachments or transferred via
“Instant Message” into chat rooms

A Scenario Analysis

Is the final phase of testing, making a
risk assessment of vulnerabilities
much more accurate
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Using DNS Domain Name and IP Address
Information

Data from the DNS servers
related to the target network
can be used to map a target

| organization’s network

The DNS record also
provides some valuable
information regarding the
OS or applications that are
run on the server

The IP block of an
organization can be
discerned by looking up the
domain name and contact

information for personnel

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

 E— i
http://ceh.vn (@R r: NENW S 6 T - FTRAT http://i-train.com.vn
senen S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Enumerating Information about Hosts on
Publicly Available Networks

Additionally, the effort can provide Website crawlers can mirror
screened subnets and a comprehensive the entire sites

list of the types of traffic that are o
allowed in and out of the network

Enumeration can be done using ~

port scanning tools, IP protocols, Rl The testing team can then

and listening to TCP/UDP ports visualize a detailed network
diagram that can be publicly
accessed
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Phases of Penetration Testing

suRENy
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Pre-Attack Phase
& @

=  Pre-attack phase addresses the mode of
the attack and the goals to be achieved

= Reconnaissance is considered as the first
in the pre-attack phase and is an attempt

to locate, gather, identify, and record
information about the target

= Competitive intelligence
= Network registration information
= DNS and mail server information

= QOperating system information
= Hacker seeks to find out as much = e

information as possible about the victim = User's information

= Hackers gather information in different = Authentication credentials information
ways that allows them to formulate a plan

of attack
* |t is of two types:

® Analog connections
= (Contact information

Passive Reconnaissance = Website information

Involves collecting information about a
target from the publicly accessible sources

= Physical and logical location of the
arganization

Active Reconnaissance * Product range and service offerings of the

Involves information gathering through target company that are available online

social engineering, on-site visits,

@ interviews, and questionnaires

= Any other information that has the potential
to result in a possible exploitation
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Attack Phase

Penetrate
Perimeter

Execute, Implant,

Retract
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Activity: Perimeter Testing

Testing methods for perimeter security include but are not limited to:

Evaluating protocol Examining the perimeter

filtering rules by security system’s

attempting connections response to web server

using various protocols scans using multiple

such as S5H, FTP, and methods such as POST,
o Telnet .| ¢ DELETE, and COPY

Checking access control
lists by forging responses '
' with crafted packets

0

Evaluating error reporting ) Measuring the threshold ¢ Evaluating the ID5s
and error management for denial of service by capability by passing
with ICMP probes attempting persistent TCP malicious content (such
: connections, evaluating @ as malformed URL) and
transitory TCP connections, scanning the target
and attempting to stream variously for responding
UDP connections to abnormal traffic
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Enumerating Devices

A device inventory is a
collection of network
devices together with
some relevant
information about each
device that is recorded in
a document

E=
http://ceh.vn f'

After the network has
been mapped and the
business assets
identified, the next
logical step is to make an
inventory of the devices

.

)
A physical check may
be conducted
additionally to ensure
that the enumerated
devices have been
located
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Activity: Acquiring Target

®

-

| ™

Acquiring a target refers to the set of activities undertaken where the tester
subjects the suspect machine to more intrusive challenges such as
vulnerability scans and security assessment

Testing methods for acquiring target include but are not limited to:

\

-\\'/e,/

-

htto://cchun (i ER NEWS

Active probing assaults:

Use results of the network
scans to gather further
information that can lead to a
compromise

Canified Ethical Hacker

~

Running vulnerability scans:

Vulnerability scans are

completed in this ph EISE(' =N

Trusted systems and trusted
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Activity: Escalating Privileges

@ Once the target has been acquired, the tester attempts to exploit the system and gain
greater access to the protected resources

Activities include (but are not limited to)

The tester may take advantage of poor security policies and take advantage of email or
unsafe web code to gather information that can lead to escalation of privileges

Use of techniques such as brute force to achieve privileged status.
Examples of tools include get admin and password crackers

Use of Trojans and protocol analyzers

Use of information gleaned through techniques such as social engineering to gain
unauthorized access to the privileged resources

v ¥ v v
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Activity: Execute, Implant, and
Retract

In this phase, the tester The objective of system Execute Exploits already

effectively compromises penetration is to explore available or specially

the acquired system by the extent to which the crafted to take advantage

executing the arbitrary security fails of the vulnerabilities

code identified in the target
system
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Post-Attack Phase and Activities

@
€ This phase is critical to any penetration test as it is the responsibility of the tester to

restore the systems to their pre-test states

€ Post-attack phase activities include some of the following: o

\—— —

O Removing all files uploaded on the system

O Cleaning all registry entries and removing vulnerabilities
created

Removing all tools and exploits from the tested
systems

Restoring the network to the pre-test state by
removing shares and connections

-

(| Analyzing all results and presenting the same to the organization
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Penetration Testing Deliverable
Templates

Cortiiod | Exbical Mader
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Penetration Testing Miethodology

Information
Gathering

Vulnerability

External
Analysis

Internal
i Network
Penetration :
Testin Penetration
g Testing
Router and _ | .
. Firewall
Switches > .
i ' Penetration
Penetration .‘ oot
Testing | 4 ] esting
IDS Wireless Denial of
i Network
Penetration .
i Penetration
Testing

Service
Testing

Password
Penetration

Cracking
Penetration
Testing Testing
Social Stolen Laptops, —
Engineerin PDAs and Cell Application
P : i : Phones Penetration
enetr.atlon 1 Benctration e
jestine Testing
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Penetration

Testing

VPN
Penetration

Testing

File Integrity
Checking

Communication
System
Penetration
Testing

Email
Security
Penetration
Testing
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Database
Penetration
testing

VolP
Penetration
Testing

Virus and
Trojan

Management
Detection

Penetration
Testing
Bluetooth
and Handheld
Device
Penetration
Testing
Security
Patches
Penetration
Testing

Data
Leakage
Penetration
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Application Security Assessment

@ Even in a well-deployed and secured infrastructure, a weak application can expose the
organization's crown jewels to unacceptable risk

2 Application Security Assessment is designed to identify and assess threats to the organization
through bespoke, proprietary applications or systems

[

This test checks on application so that a malicious user cannot access, modify or destroy data or
services within the system

ok ) Smives] T T | o e | £ g | S | S5 [ Cas oo P
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Web Application Testing - I

Input
Validation

F " Testsinclude
-~ 0S command

- injection, script injection,"-.,.

SQL injection, LDAP
injection, and cross-site
scripting

! -y

htto://cehvn (gl Es NEW S 3

Canified Ethical Hacker

Output
Sanitization

Testsinclude
parsing special

characters and verifying
7 error checking in the

application

Access Control

Checks for access to
administrative interfaces,
sends data to manipulate form
fields, attempts URL query
strings, changes values on
the client-side script,
and attacks cookies
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Web Application Testing - 11

Checking for Buffer ) }
Byverflows Denial of Service
prazud ¥
Component Checking Data and Error Checking

It tests for DoS induced by malformed user

Tests include attacks against stack overflows, : input, user lockout, and application lockout
- heap overflows, and format string overflows : due to traffic overload, transaction requests, or

excessive requests on the application

It checks for security controls on web
server/application components that might
expose the web application to vulnerabilities

It checks for data-related security lapses such
as storage of sensitive data in the cache or
throughput of sensitive data using HTML
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Web Application Testing - 111

For applications using
secure protocols and
encryption, check for
lapses in key exchange
mechanism, adequate

http://cchwn (el EE NEWS

Canified Ethical Hacker

Session Management

It checks time validity of session
tokens, length of tokens,
expiration of session tokens while
transiting from SSL to non-SSL
resources, presence of any

session tokens in the browser

E TEEEERS htt .

Configuration Verification

It attempts to manipulate resources
using HTTP methods such as
DELETE and PUT, check for version
content availability and any visible
restricted source code in public
domains, attempt directory and file
l‘ = f - R 3
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Network Security Assessment

It scans the network environment for identifying vulnerabilities and helps

 SeCcyu

It uncovers network security faults that can lead to data or equipment
being exploited or destroyed by Trojans, denial of service attacks, and
other intrusions

It is performed by a team attempting to break into the network or
servers
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Z Wireless/Remote Access
Assessment

Wireless/Remote Access Assessment addresses

the security risks associated with an increasingly
mobile workforce
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Wireless Testing

Methods for wireless testing include but are not limited to:

Check if the access point’s default Service Set Identifier (SSID) is easily available. Test for “broadcast SSID” and

accessibility to the LAN through this. Tests can include brute forcing the SSID character string using tools like
Kismet

Check for vulnerabilities in accessing the WLAN through the wireless router, access point, or gateway. This
can include verifying if the default Wired Equivalent Privacy (WEP) encryption key can be captured and
decrypted

Audit for broadcast beacon of any access point and check all protocols available on the access points.
Check if Layer 2 switched networks are being used instead of hubs for access point connectivity

Subject authentication to playback of previous authentications in order to check for privilege
escalation and unauthorized access

Verify that access is granted only to client machines with registered MAC addresses
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Telephony Security Assessment

% 7, ® % %

A telephony security
assessment addresses
security concerns relating to

This includes abuse of PBXs by
outsiders to route calls at the
target’s expense, mailbox

deployment and security, voice over
IP (VolP) integration, unauthorized
modem use, and associated risks

corporate voice technologies A4
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Social Engineering

B Social engineering addresses a non-technical kind of
intrusion

B [t usually involves a scam; trying to gain the confidence
of a trusted source by relying on the natural helpfulness
of people as well as their weaknesses, appealing to
their vanity, their authority and eavesdropping are
natural techniques used
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Testing Network-Filtering Devices

The objective of the pentest
team is to ascertain that all
legitimate traffic flows
through the filtering device

iesrin Testers can also check for
E any remote login capability

Proxy servers may be that might have been

subjected to stress teststo , enabled
evaluate their ability to filter : sesssesstanssanes
out unwanted packets 3
«
—
—
ln —
~ I ®

Testing for default installations of
the firewall can be done to ensure
that default user IDs and passwords
have been disabled or changed
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Denial of Service Emulation

Emulating DoS attacks
can be resource

These tests are meant to / DoS attacks can be
check the effectiveness of emulated using
anti-DoS devices hardware

Some online sites
simulate DoS attacks for a
nominal charge
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Outsourcing Penetration Testing
Services

=
-

. =0

\ U - 3

% Drivers for outsourcing
' pentest services

Professional liability insurance pays
for settlements or judgments for
which pen testers become liable as a
result of their actions, or failure to
perform professional services

To get the network audited by an
external agency to acquire an
intruder’s point of view

The organization may require a
specific security assessment and

. . Itis also known as E&O insurance or
suggestive corrective measures

professional indemnity insurance

Underwriting ’ ~ ¢ N

\ penetration testing
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Terms of

An organization sanctions a penetration test
against any of its production systems after it

agrees upon explicitly stated rules of engagement

It must state the terms of reference under which
the agency can interact with the organization

It can specify the desired code of conduct, the
procedures to be followed, and the nature of the

interaction between the testers and the organization

http://cehvn (@R NEW S
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Determining the scope of the pentest is essential to
decide if the test is a targeted test or a
comprehensive test

Comprehensive assessments are coordinated efforts
by the pentest agency to uncover as much

vulnerability as possible throughout the organization

A targeted test will seek to identify vulnerabilities
in specific systems and practices

CJen
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Pentest Service Level Agreements

&

The bottom line is that SLAs

define the minimum levels

- of availability from the

| testers and determine what
actions will be taken in the
event of serious disruption

A service level
agreement is a contract
that details the terms of
service that an
outsourcer will provide

SLAs done by experts or

professionals can include
both remedies and ]k
penalties

Copyright © by EC-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn f'

o) NEW'S 3 :

- TREIE http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Penetration Testing Consultants

A penetration test of a corporate network will
examine numerous different hosts (with a
number of different operating systems),
network architecture, policies and procedures

Hiring qualified penetration tester
results in the quality of the
penetration testing

o)

Penetration testing skills cannot be obtained
without years of experience in IT fields, such

as development, systems administration, or
consultancy

Each area of the network must be
examined in-depth
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Evaluating Different Types of Pentest
Tools

5]

% ¢ <
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Application Security Assessment Tool:
Webscarab

It is a framework for analyzing applications that communicate using the HTTP and HTTPS protocols

il

File View Tools Help

Summary Message log  Proxy Manual Request WebServices Spider = Extensions SessioniD Analysis Scripted | Fragments ' Fuzzer Compare !

|| Tree Selection filters comversation list
Url Methods Status | Set-Cookie | Comments | Scripts

¢ [ hitp:iwww.owasp.org:80/ GET 301 Moved m 0 -

¢ [ banners/ " n L]

o 7 Images/ Cl ]

9 = index phps l -

D Main_Page GET 200 0K { v v

o [ skins! \
P =
IDv | Date Method | Host Path | Parameters | Status Origin
5 20060623 GET ftipTwAvAw . owasp.org-8U ISKinsimonobookmain... |77 |ZUUOK |PrRy
4 |2006i06/23... \GET 'hnp:m\.ww owasp.org:80skinsicommon/IEFixes 200 OK Proxy '
3 |2006/06423... |GET (http:iwaw.owasp.org:80 skinsicommon/commo.. |2000K  |Proxy |
2 |2006/06/23..GET _|hitpilwww.owasp.org 80 Vindex php/Main_Page | 2000K __ |Proxy E
1 2006/06423... |GET hitp:fwww. owasp.org. 80 Y 301 Moved ... |Proxy |v

http://www.owasp.org
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Assessment
Tools

E3 Acunetix e Wapiti
72—\ http://www.acunetix.com aTa"a ¢ http://www.ict-romulus.eu
—_—
m Netsparker _@;_. ;;Z‘ Watcher
- http://www.mavitunasecurity.com ~ A http://websecuritytool.codeplex.com
b S
S—
~— ey ‘»;./\
[ NIL 1 NStalker ‘ 9 Websecurify
www http://nstalker.com \v‘_‘ http://www.websecurify.com
S = =
Q a7 <pa
. skipfish m X5s
" 1@ http://code.google.com L2 - http://xss.codeplex.com
L) p: .google. - p: .codeplex.
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Network Security Assessment Tool:

Angry IP scanner
% Range - Angry IP Scanner @@@

Scans IP addresses as Gl Conmonds _Fovortes Tooks e

well as ports in any range PRage v | R
Next open port Ctrl4)
Nextdeadhost — CtrHK b ]
Previous alive host  Ctri4+Shift+H Ports (0+]

Previous open port  Ctri+Shift+) 3 [njs]

Previous dead host  Cri+Shift+K
[nfs]

Find... Ctrl+F [nfs]

© 19271¢3] (el [nfs] [nys)
©192.168 0ms eccilll (nfs]
©192.168 (nfa)  [ns) (nis)

Features: © 152,168 oms sl (njs)
@©192.168 [n/a) [nfs) [nfs]
NetBIOS information ©192.1681 [nfa) [nis) [n/s]

Favorite IP address ranges
Web server detection

Customizable openers
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Network Security Assessment Tool:

GFI LANguard

GFI LANguard is a network security
scanner and patch management solution

GFI LANguard assists in the areas:
@ Patch management

© Vulnerability management

@ Network and software auditing
© Assets inventory

@ Change management

@ Risk analysis and compliance

y__

"9 GFI LANguard
File Tools Configure Help
Network Audit Dashboard

¥ Scan ¥ Amalyze %, Remediate

Analyre
Scan Rendts
Results Filtering
Results Comparson
& Repoting
Reports

Complete Scans
, Rep

Vuinerabity Assessment
¥ Vuarsbites [41]

¥ Masrg Patches and Sene

¥ Masng Service Packs

# Meoing Crtical Patchas

Network & Software Acdt

¥ Open Pots

# Open Shares

¥ Groups ond Usens

¥ Computer Froperies

¥ Hardware Audt

¥ mpotert Devices

¥ potart Devices - W

¥ nstlied Applcatons

¥ NonUpdated Securty Soft

# Vit Machines
W

Common Tasks:

(==={HG]
Discuss this version...
Configurstion  Utilities  Genesal
f Filter Information
Fiter & secunty scan detads.
Fiker name:
Scan target: OMAINA [ 2 computer(s) meet fiter conditions ]
Scan profile: Full Scan
Scan date: 05/10/2010 12:17:44 AM
Computer profiles: On
Items scanned: 7860
Scan duration: 5 minutes, 12 seconds
i Summary
— Note: click a detad item for quick nawigation
Vulnerability Operating
1P Address Lavel Hostname System Details
ALt APIN
Wrion | winserva | & Windows CadlorRi
g WINSERWA
Server 2003 | g [ g e ,]. 2 .‘
Y%y >
chhLtiBEN
o Hioh wos | B windows | ERULBEBRS
g XPOs i
XF VS GguR LN
Y%u -
m /3] 192.168.3.248 [ WINSERVA | Windows Server 2003 Service Pack 2
BEI nore: dlick » detail item for quick navigation
192.168.3.81 [ XP04 | Windows XP Service Pack 3
+ By
BED ot click » detail item for quick navigation

http://www.gfi.com
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Assessment Tools
Cain and Abel
(" http://www.oxid.it

- Nessus
C3h—
=l

http://www.nessus.org

John the Ripper
e

http://www.openwall.com

b

Snort
http://www.snort.org
& @ Kismet Tepdump
= http://www.kismetwireless.net
=

=55 Ntop

http://www.tcpdump.org
http://www.ntop.org

Wireshark
http://www.wireshark.org

E=
http://ceh.vn

1
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Wireless/Remote Access Assessment
Tool: Kismet

. Kismet Sort Yiew Windows

TRENDnet 00:14 Trendwarel ---
linksys_SES_45997 00:16 3 . Cisco-Link «--

neskas : ActiontecE US

TKa21 t18: 168: 4 ActiontecE
Elina-PC-Wireless

Pickles

:: No update from GPSD in 15 seconds or more, attempting to reconnect
No update from GPSD in 15 seconds or more, attempting to reconnect
Could not connect to the spectools server localhost:30569
No update from GPSD in 15 seconds or more, attempting to reconnect
No update from GPSD in 15 seconds or more, attempting to reconnect

http://www.kismetwireless.net
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. -

&Vﬁ Aircrack
http://www.aircrack-ng.org

CIECD)

Airsnot
=)

Assessment Tools

b

WiFi scanner
http://netsecurity.about.com
http://airsnort.shmoo.com

e 4
F T KisMAC

http://trac.kismac-ng.org

xF
e
”

Netstumbler

http://www.stumbler.net

FakeAP

&

http://netsecurity.about.com

Tigerll WAP Tool

http://tigerii-wap-tools.findmysoft.com

Blueauditor

http://www.wirelessnetworktools.com
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Telephony Security Assessment Tool:
Omnipeek

Omnipeek is a network analyzer offering real-time VolP monitoring and analysis combined with
Ethernet, Wireless, 10GbE, Gigabit, and WAN

aptuse  Send  Monder  Tool

Ve dam

Wikd?ccots OmniPeek
oY a8

LY °.4 Lo pin 00}

w0 mvedtin_types_for_summary_testokt

Call Summary Call Quality Distribution

All Calls
Cafl Coundeny Closed Call Sathtas
Total Caty: Total Packet Low: 35708 ot B T SR
Curren Cax: 19 Vewe Packet Lot y pod nd
3 Open Cady Video Packet L owe ;" i %
Epert Tosed Caly Audio PFacket Low: 500 e ) §
Fer o Good  Fur Poce Ba1
Pt
Sopiearion Call Quality - 30 Minute Window (10 Second Average)
Web S0y
v et Lt ..............
et g 303
Pages Z; H
Pegeits Wiy 161947 waer " waear “n 1692 1w
Vokce & Video B G Adew GMY g WH 772 e4m 2 G2 Transpont VPG4 ARG e MPEG4 Video 5M 610 At %
Cals
My Call Yolume - 30 Minute Window (10 Second Average)
Visuals
Poar Mo 183
P £ 4,3
s ‘1 —
Statistics AT l ‘:_ng Q A
adns oot 3 - i s G
Protoooks "y ALRLZ g waew g2 wae wao 1wy mwue
Sumevary RO Aw  HLIG OMiplaw BN o 3 T20A WEG.2 Tranaport WO AAC LF W WEOA4 Video ¥5M 6 10 Alkrate
Took
(2] Call Utilezation - 30 Minute Window (10 Second Average)
Feodback ,
™ » 053
+
2 o4l
204 e A
T —— = =, AR A e A
161627 181947 162007 s 162947 16307 163627 16747
Nt work Lthation ™ Caf LRRzaton
Packets  S168% Durstion: 02698
For Mg, prens 11 B9 rone

http://www.wildpackets.com
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VLANping

http://www.hackingvoip.com

VolP Hopper

http://sourceforge.net

Voipong

http://www.enderunix.org

Vomit
http://vomit.xtdnet.nl

Tools

g[__ﬂ\ VoIPER

http://voiper.sourceforge.net

>
q > Vo?IP
http://www.voipsa.org

‘/‘\ NSAUDITOR - SIP UDP Traffic
9 Generator - Flooder

http://www.nsauditor.com

- ???] VolPaudit

l l%{_'_z, . http://www.voipshield.com
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Testing Network-Filtering Device Tool:
Traffic IQ Professional

<
< Traffic IQ Professional enables security professionals to audit and validate the behavior

of security devices by generating the standard application traffic or attack traffic

o between two virtual machines o
- Wl & vraffic 10 Pro E =101 x|
e Heb
3 g Wi vne | 7% Geows [ soan M rompt W Esear S\, maports ~ WL ‘setngs
Traffic 1Q Professional can be used to ) Bij s = d = :
- - Tralfic Scan Lists
assess, audit, and test the behavioral Mo L oo bl Sem| B Ads i votty Jowee | O Py D ror O
H - [ trkaral IP Addeess | Intermal Port | Trathie [ Extomal IP Addeess | Extemal Pot | Expaciad Resud | Tire Uik [ Repe o
I characteristics of any non-proxy paCket' BE) 1321681100 1024 HTTP oo EXOLL Commd 1921602100 60 Uoomn | 000200 (0
. . . . . . BE) 12188110 1024 HTTP Bl Cost Systems Wrlrosy.. 1521682100 2 Unbnewn 000000 0
filtering device including: T Ty U 1 e ko 000000 |0
B8 152168110 1024 HTTP Cat32 change adven passee . 192 1682 100 « Uninon 000000 0
BE) 1521681100 1004 HT TP cant32 chent k2 S kan 192168 2 100 a0 Unbnown 000000 0
€ Application layer firewalls S TR T TP o 5 b 0
BE et 1m 10 HTTP Cinen 76 Wk Ao a
& B8 152188110 1024 HTTP Cisco Catalyst 350034, 0
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IModule

U A pentest simulates methods that intruders use to gain unauthorized access
to an organization’s networked systems and then compromise them

J Security assessment categories are security audits, vulnerability assessments, and
penetration testing

U Vulnerability scanners can test systems and network devices for exposure to
common attacks

J Penetration testing reveals potential consequences of a real attacker breaking into
the network

U Risk = Threat x Vulnerability

U The Abyss Web server application is a small personal web server that can support
HTTP/1.1 CGl scripts, partial downloads, caching negotiation, and indexing files
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Quotes

LAl of the biggest technological inventions created by man - the
airplane, the automobile, the computer - says little about his
intelligence, but speaks volumes about his laziness. 7}

- Mark Kennedy,
An American Businessman
and Politician
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