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Biting the hand that feeds IT

German 'hacker' uses rented computing to crack hashing algorithm
Brute force PAYG hack attack cracks SHAL hashes — for $2

A German security enthusiast has used rented computing resources to crack a
secure hashing algorithm (SHA-1) password.

Thomas Roth used a GPU-based rentable computer resource to run a brute force
attack to crack SHA1 hashes. Encryption experts warned for at least five years
SHA-1 could no longer be considered secure so what's noteworthy about Roth's
project is not what he did or the approach he used, which was essentially based
on trying every possible combination until he found a hit, but the technology he
used.

SHA-1, although it is in the process of being phased out, still forms a component
of various widely-used security applications, including Secure Sockets Layer,
Transport Layer Security and S/MIME protocols. Roth claims to have cracked all
the hashes from a 160-bit SHA-1 hash with a password of between one and six
characters in around 49 minutes.

http://www.theregister.co.uk
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Cryptography

>

Cryptography is the conversion of Cryptography is used to
data into a scrambled code that is : protect e-mail messages,
decrypted and sent across a private credit card information, and
or public network corporate data

Plaintext i Plaintext

Objectives of Cryptography
1. Confidentiality
Integrity

p
3. Authentication
4

Non—Repudiation
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Types of Cryptography

‘ Symmetric EI"ICF\,r'ptiOI'I Symmetric Encryption \\
Encryption Decryption
Symmetric encryption (secret-key, shared-key, e AR ¢ ."). e ( J} ;h“‘i;i;"n'::*
and private-key) uses the same key for e ) —— l v ey
encryption as they do for decryption N —
Plain text Cipher text Plain text /}
- Asvmmetric Encr\,fption | Asymmetric Encryption
Encryption Decryption
Asymmetric encryption (public-key) uses sy &) oitkionte = Ty
different encryption keys for encryption and Dol :) vy k”J} (e
decryption. These keys are known as public
and private kevs L Plain text Cipher text Plain text

. [ Hash function
Hash Function

Hash function

Hash function (message digests or one - way S [T >
encryption) uses no key for encryption and
decryption

1 Plain text Cipher text

\ y.
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Government Access to Keys (GAK)

Government Access to

Keys means that software

companies will give copies of all ,,’
keys, (or at least enough of the key /

that the remainder could be po
cracked) to the government Vi
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Ciphers

Ciphers are algorithms used to encrypt or decrypt the data

w It replaces bits, characters, or blocks of characters
with different bits, characters or blocks

W The letters of the plaintext are shifted about to
form the cryptogram

Encrypts block of Encrypts continuous

Same key is used Two different keys are
streams of data

for encryption used for encryption data of fixed size
and decryption and decryption

L
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Advanced Encryption Standard (AES)

AES Pseudocode

Cipher (byte in[4*Nb], byte
out[4*Nb] , word w[Nb* (Nr+l)])

begin
byte state[4,Nb]
state = in

AddRoundKey (state, w)

for round = 1 step 1 to Nr-1
SubBytes (state)
b| k s K ShiftRows (state)
. bit blOCK Sk MixColumns (state)

'Afs 'tse:nblock with key sizes AddRoundKey (state,

lt,era ich of 128, 192 w+round*Nb)

cipher, whic and 256 bits, end for

etr works ?JY respectively ! SubBytes (state)

encryptio repeating the for AES-128 ShiftRows (state)
standard same defined AES-192 ané AddRoundKey (state, w+Nr+*Nb)
adopted by steps multiple AES-256 out = state

times
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Data Encryption Standard (DES)

¢ DES, is the name of the Federal information
Processing Standard (FIPS) 46-3, which

describes the data encryption algorithm (DEA)

L The DEA is a symmetric cryptosystem originally
designed for implementation in hardware

() DEA s also used for single-user encryption,

such as to store files on a hard disk in
encrypted form
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RC4, RC5, RC6 Algorithms

©
)/ ®
- e
y
RC4 RCS 0
A variable key Itisa RC6 adds two
size stream parameterized features to RC5: >‘<
cipher with byte- algorithm with a the inclusion of ’
oriented variable block integer ks
operations, and size, a variable multiplication,
is based on the key size, and a and the use of
use of a random variable number four 4-bit
permutation of rounds. The working registers
key size is 128- instead of RC5’s
bits two 2-bit

registers
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The DSA and-Related STgmature Schemes
The DSA has become a U.S.

: It is the first digital signature
Federal Iniormation scheme recognized by any
Processing Standard (FIPS

2 government
186) called the Digital
Signature Standard (DSS)

Each entity creates a public key and corresponding private key

. Select a prime number g such that 2159 < g < 2160
. Choosetsothat0<t<8

. Select a prime number p such that 2511464t < p < 2512464t jjth the '
additional property that g divides (p-1) N

. Select a generator a of the unique cyclic group of order g in Z*,  \ &

. To compute a, select an element g in Z* and compute g/**/7 mod p @

. If a =1, perform step five again with a different g

. Selectarandomasuchthatl<a<g-1

. Compute y = a? mod p

The public key is (p, g, «, y). The private key is a.
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RSA (Rivest Shamir Adleman)

RSA is an Internet encryption

and authentication system
. that uses an algorithm
[N developed by Ron Rivest, Adi 1
)

Shamir, and Leonard Adleman

&

)

It uses modular arithmetic,
and elementary number
theories to perform
computations using two large
prime numbers

RSA encryption is widely used
. and is the de-facto encryption
standard
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Example of RSA Algorithm

= 61 = first prime number (destroy this after computing E and D)
53 second prime number (destroy this after computing E and D)
3233 medulus (give this to others)

17 public exponent (give this teo others)

= 2753 = private exponent (keep this secret!)

Your public key is (E,PQ).
Your private key is D.

The encryption function is: encrypt(T) (T*“E) mod PQ
(T~17) mod 3233

The decryption function is: decrypt(C) = (C*D) mod PQ

(C~2753) mod 3233
To encrypt the plaintext walue 123, deo this:
encrypt(123) = (123~17) mod 3233
337587917446653715596592958817679803 med 3233
= B55

To decrypt the cipher text wvalue 855, do this:

decrypt (855) = (855*2753) mod 3233
123
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The RSA Signature Scheme

Algorithm Key generation for the RSA signature scheme

SUMMARY: each entity creates an RSA public key and a corresponding private key:.
Each entity A should do the following:

1. Generate two large distinct random primes p and ¢, each roughly the same size.

2. Computen =pgand ¢ = (p—1)(g — 1).

3. Select a random integer €. 1 < e < ¢, such that ged(e, ) = 1.

4. Use the extended Euclidean algorithm (Algorithm 2.107) to compute the unique in-
tegerd. 1 < d < ¢. such thated = 1 (mod ).

5

. A’s public key is (n, e): A’s private key 1s d.

Algorithm RSA signature generation and verification

SUMMARY: entity A signs a message m € M. Any entity B can verify A’s signature and
recover the message m from the signature.
1. Signature generation. Entity A should do the following:
(a) Compute 71 = R(m). an integer in the range [0,n — 1].
(b) Compute s = m? mod n.
(c) A’s signature for m is s.
2. Verification. To verify A’s signature s and recover the message m. B should:
(a) Obtain A’s authentic public key (n, e).
(b) Compute m = s mod n.
(¢) Verify that i € M p: if not, reject the signature.
(d) Recoverm = R~'(m).
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Message Digest (One-
way Bash) Functions

Message digest functions calculate a
unique fixed-size bit string
representation called Hash Value of
any arbitrary block of information

al4092af948b838569584e5b8dBd307a

Document Message Digest Function Hash Value

Note: Message digests are also called one-way bash functions because they produce values that are difficult to invert
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Message Digest Function: MID5

ap

MDS5 algorithm takes a
message of arbitrary T EL L EL]
length asinput and SLCEDCLATER A0

outputs a 128-bit algorithms such as SHA-1
fingerprint or message | it Al
CIECC RSN  recommended

MD5 Algorithm

&

v

Calculate CRC & MDS ' =IBIxI| b1t is widely used for digital

[Fie e CRC MD5 | signature applications, file
_] batch_rename png 14 472 18528C0A EAF2CT12FBES37AE1FEFDIFAIALFAAAB integfity checking and
Jchange_stibuteshtml 8574 SSI01E09  E18DIFSICCFOAI00F79321EGCTERE021 :
Jchange_sttibutespng 7957 253IFCIE  SEQASFB2SACTFDF790ES597C8154AF38 storing passwords
L] change_case himi 8756 FC411868 DDCAD7CFO8BF7897058885F SE06B47FD
) change_case png 5821 2034D339  O4FEDS07091FSFOS50977BISBEC20EED
_Jchecksum_veslypng 8117 30809801  ACSAFES9B76BD1022AC7B2E JUATE1CAY
) conveit himd 9263 BESISABY  902BA23D7CCISEAZIIICDAZEFIB27B41
] conveitpng 7080 D760CFCE  F1176C7967E1DA2CA743D26DEF1BOCO
[ ] convert_menupng 87% GMFOFOF  3F1BBDSECBOBIESSI70EDBASTOSFI404
[Jfle_comparatorhtml 8575 44EDSDCA  959951C3E7D755CIEE 7796530246604
Cfle_compacastorpng 17787 DIGFOEZR  CIAE15168EABCI7EDEFR58212D205331

Checksum Verifier

clobosrd bint SavesFv.. | SaveMos. | [ Cose |
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Secure Hashing Algorithm (SHA)

SHA1

It produces a 160-bit digest from a
message with a maximum length of
(2% - 1) bits, resembles the MD5

algorithm

SHA2

It is a family of two similar hash
functions, with different block sizes,
namely SHA-256 that uses 32-bit
words and SHA-512 that uses 64-bit

words

It is an algorithm for generating
cryptographically secure one-way hash,
published by the National Institute of
Standards and Technology as a U.S. SHA3

Federal Information Processmg It is a future hash function standard

Standard still in development, chosen in a
public review process from non-
government designers
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What is SSH (Secure Shell)?

(. )

Remote Communication C Secure Channel B Strong Authentication
- 4 . 4 .

SSH is a secure replacement : It provides an encrypted : Provides strong host-to-host
for telnet and the Berkeley channel for remote logging, B and user authentication,
r-utilities (rlogin, rsh, rcp, command execution and file and a secure communication
and rdist) transfers over an insecure Internet

y € 2%

.
“‘ Sniffer

Note: SSH2 is a more secure, efficient, and portable version of SSH that includes SFTP, an SSH2 tunneled FTP
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IMDS Hash Calculators: HashCalc, MID5
Calculator and HashMyFiles

File Tools Help
DataFormat  Data:

v | [Meeting at 2PM Fle Name
C\Users IR Deskiop\Cryptography bt

Key Format: Key:
™ HMAC Fé-? sting _I

MDS5 Digest
v MD5 l04521 340fbd04258e24d272d318621aa Oda (i 2e de 2cdbbdab 1fa 8235af 124
I [7] Upper case

™ MD4
v SHa1 |ba70b36759230f267 dd3ad4e6n42dR92457 7090K

I~ sHa2s6 |

[V SHA384  |8415703M2ceB1173b4722018234eacd3eda? 3aldSbidde
I~ SHas12 |

I~ RIPEMD160 |

I~ PaNama |

(File Edit View Options Help
W TIGER  [d21874eef7da05946icoce8562b7222710a4326abd352al e =
j u .*] Q A Q

M
02 I Filename MD5 CRC32

™ ADLER32 [ |Cryptbt  004ee5020611860369917df... 14bcdcSdel80elbeb7ISAcS... bR2lcdel
¥ oRCR  [ciiach: |MyFilestt  S03c01#A9010457d0a26627... 23faSladbcaaS6TeTiMeBdc.. 4d3f1dbe
| OfficeFilett  bfdSesealSf1f77d92714233...  65328045663ff7cbS4aBbb21T... 7€39ae25

r eDonkey/ [ | Share Filebt  69fde0a63a6bf051cae38ecd... daB67f84bal7el7a81d334b9... c190b852
eMule Cryptograph... bfdSeaea00f1f77d02714233..  65320045613f7cb54a8bb217... 7e392e25
Driverstt  bfdSeaealOf1f77d02714233..  65322a45613¢7cbS4a8bb217... Tel0ae25

SlavaSoft Cakulalel Close l Help I =

Nir Soft Freeware

http://www.slavasoft.com http://www.nirsoft.net
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Cryptography Tool: Advanced Encryption

Packag

- :
’[}L EMal Qotons Took Heb =

it

Create New Key Paie

Fle Nave
B4 RSA_1029_publc.aegkey
Add Key File

.

Private Keys:

e Nare
) RSA_I02%it_prvate.saphey

Set Output Folder
@ Current folder

€ Custorm:

" Show al fles
* Apply fiter... [

———
| Apply

Logging:

http://cehon  ((ElET NEWS

Canified Ethical Hacker

Path
c:pepheys)

Svength
1024 bt

yo'

Create Public

and Private Keys

Folders & Files

Folder:
c:\aepkeys

Key comment (file name prefix
RSA

Cryptography
PKI Key Length:
10245 bit

Random Data Generator )

Protected  Algorthm | P4
=

Stength

Miang hash function:

Move the mouse randomly wthin thes window. The longer you move the

mouse, the better

SHAT

]
&
S ]

(]

):

[T Protect private key by password

(Rindsel (AES)

SA_1024bit_public.aepkey

bA_1024bit_private.aepkey

ptography Algorithms

http://www.aeppro.com
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"b_-)

) CommuniCrypt File
% Encryption Tool
p A%

http://www.communicrypt.com

CryptoForge
http://www.cryptoforge.com
" 1€l 1| Steganos LockNote @ &% NCrypt XL
—_— e https://www.steganos.com ' I ™

http://www.littlelite.net
—
~———

= i AxCrypt

http://www.axantum.com

‘ 9 ccrypt

http://ccrypt.sourceforge.net

AutoKrypt

http://www.hiteksoftware.com

0 h
‘ -~ C erix
‘#“X?‘ yp

http://www.cypherix.com
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Public Key Infrastructure (PKI)

_J) Public Key Infrastructure (PKIl) is a set of hardware, software, people, policies, and
procedures required to create, manage, distribute, use, store, and revoke digital
certificates

< D
P <

A certificate
management system for

generation, distribution, ';"
storage and verification "

of certificates \ a‘ *& / ’

N\~

A certificate authority (CA)
that issues and verifies
digital certificates

One or more directories

‘ N O J/ | A registration authority
where the certificates \ Q/ 5 ™~ / (RA) that acts as the
(with their public keys) \_// — verifier for the certificate

are held authority
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(PKI)

u‘\
Certification ) :i% Validation
Authoriy (cA) | W] oy W] | . @Yo TN,y ” ,‘/_; Authority (VA)
lad § | I l ¥

Request forissuing g : \/
certificate
of

A
@ .9
Public Key

L : Determined
Certificate “ : Result

Registration

Authority (RA) \\)/
=

"
.
.

Public Key
Certificate

User applies for 0
issuing certificate -

Message in public key certificate
signed with digital signature

PublicKey =7 .

Private Key == ©

» Validation of electronic signature

» Enguires about public key certificate
validity to validation authority
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Certification

comoDo e =
T T — -

The First To Bring You a Full

Get started with Inspire Beyond
. . 5 SSL Trust Online E-Commerce
Linc of 2048 bit Certificates . . v ol
Coemedo brings you next Explore Our $SL Certificates Lo naty Lasm sew Losnwis
Generastion comg harce

tociyy with our line of . a S o
430k S5 onmwen U3 Betaroe 0T
P

SHOP CERTIFICATES ™
e BUY CERTIFICATES

oy ~

=Y

http://www.thawte.com

%ﬂ'.\'ign’ e

Protect Yourself Online

Whether you buy, shop, or share online, W
learn how to stay secure

s OO RS

. v o o tawioch s cansm k oo
— -a
f q e~
Symantec: Tha First Hame in Online Security Informetion for A~ '; " OA
Vertign's ety et '_E'" ” M 4
s~ (Psymantec. | gy 2 l,_‘n... ! =

> Wiy Entruu » Products » > - i fF =

PRV L —

http.//www.verisign.com = http.//www.entrust.net

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

http://ceh.un % NEWS ¥,




Module Flow

Cryptography
Concepts

Email
Encryption i
AIgoZi':hms Public Key i
Infrastructure(PKI)
Disk
Cryptography
Tools

Encryption

Cryptography
Attacks

Cryptanalysis
Tools

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

o |
htto://ceh.vn (gl £ NEXXW S 6 s _=m=sar  http:
Cenified Ethical Hacker = =SE===="= c

i-train.com.vn
EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Digital Signature

J Digital signature used asymmetric cryptography to simulate the security properties of a
signature in digital, rather than written form

-J Digital signature schemes involve two algorithms; a private key for signing the message and a
public key for verifying signatures

SIGN Append the signed ACCEPT

hash code to message

: i
oo1 —_—
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SSL (Secure Sockets Layer)

) SSLis an application layer protocol developed by Netscape for managing the security of a
message transmission on the Internet

_J It uses RSA asymmetric (public key) encryption to encrypt data transferred over a SSL
connection

Client Hello message{lncludes SSL vﬂrsmn, ncryptlon algorithms, key exc hange aIgDrltf‘ms and MAC algorithms)

Determines the S5L version and cipher suite to be used for the communication;
sends Server Hello message (Session ID) and Certificate message (local certificate) 9

.....................................................................

v
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v

Sends a Server HeIIc- Done messagn 9

Verifies the Digital certificate; generates a random premaster secret (Encrypted with

‘ v’/ o server's public key) and sends Client Key Exchange message with the premaster secret >
T

Sends a Change Cipher Spec message and also sends Finished meassage (hash of handshake message) -

Computes the hash value of the exchanged handshake messages and compares the hash value with that
received from the client; If the two match, the key and cipher suite negotiation succeeds. Sends a Change :
Cipher Spec message and also sends Finished message (hash of handshake message) :
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Transport Layer Security (TLS)

TLS is a protocol to establish a secure connection between a client and a server and
ensure privacy and integrity of information during transmission

It uses RSA algorithm with 1024 and 2048 bit strengths

&E @& TLS Handshake
— Protocol
Client Hello | =, Hello Server

3 server Certificate
.| Server key Exchange

Certificate Request
Server Hello Done

Client Certificate
Client key exchange

some encryption Certification verify -

[Change Cipher Spec]
method su‘:h_as Client Finished Message [Change Cipher Spec]
Data Encryption e | Server Finished Message
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Module Flow
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Disk
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Disk Encryption

Conﬁdentiality

Disk encryption is
used to protect
confidentiality of the data
stored on a computer disk

Privacy

! Passphrase
: ]

i Steganography
]

Hidden Volumes

Disk encryption '
works in a similar way
as text message encryption
and protects data even
when the OS not active

Protection

With the use of an
encryption program for
your disk, you can
safeguard any information
to burn onto the disk, and

keep it from falling into
the wrong hands
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Disk Encryption Tool: TrueCrypt
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== ShareCrypt

http://www.securstar.comm
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PocketCrypt

http://www.securstar.com
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FreeOTFE / FreeOTFE4PDA

http://www.freeotfe.org
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DriveCrypt Plus Pack
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Master Voyager

http://www.mvoyager.com
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FreeOTFE Explorer

http://www.freeotfe.org
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Cryptography Attacks

Cryptography attacks are based on the assumption that the cryptanalyst has
knowledge of the encrypted information

. 3 Adaptive
Ciphertext- £ \ — : 2 chosen-
only attack Y/ . 1 plaintext

attack

Known- 101610 | Chosen -
plaintext ' ciphertext
attack ’ attack

Chosen-
key attack

Chosen-
plaintext
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Cryptography Attacks

Adaptive Chosen-plaintext Attack

Attacker uses this technique when he
Ciphertext-only Attack has free use of a piece of decryption
hardware, but is unable to extract the
decryption key from it

The attacker’s goal is to discover
the plaintext of the messages by
figuring out the key used in the
encryption process

Rubber Hose Attack

Extraction of cryptographic
secrets (e.g. the password to
an encrypted file) from a
person by coercion or torture

Chosen-ciphertext Attack R

Attacker can choose the
ciphertext to be decrypted and
has access to the resulting
decrypted plaintext
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Cryptography Attacks
— » ~ Known-plaintext Attack
— T -

© Attacker defines his own plaintext,

® The attacker’s goal is to discover the

feeds it into the cipher, and analyzes key used to encrypt the messages so
the resulting ciphertext that other messages can be
deciphered and read

Timing Attack

@ Itis based on repeatedly measuring
attack the exact execution times of modular
exponentiation operations
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Code Breaking Methodologies

, \ | et ;
010701

FAN

It involves the use of social Cryptography keys are discovered
engineering techniques to extract by trying every possible
cryptography keys combination

l-J One-Time Pad Qggg Frequency Analysis

It is the study of the frequency of letters or
A one-time pad contains many non- groups of letters in a ciphertext
repeating groups of letters or number It works on the fact that, in any given stretch
keys, which are chosen randomly of written language, certain letters and
combinations of letters occur with varying
frequencies
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Bru,tfé-Foiré‘-e;Kttack

Defeating a
cryptographic
scheme by trying a
large number of
possible keys until the §*
correct encryption key is
discovered

40 bits (5 56 bit (7 64 bit (8 128 bit
il (16 char) -

$ 2K (1 PC. Can be
achieved by an 1.4 min 73 days 50 years
individual)

1020
years

S 100K (this can be
achieved by a 2 sec 35 hours 1 year
company)

10719
years

$ 1M (Achieved by
a huge organization 0.2 sec 3.5 hours 37 days
or a state)

10n18
years

1ate Time for Successful Brl_:tfé— Force Attack
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Meet-in-the-Middle Attack on Digital
Signature Schemes

-J The meet-in-the-middle attack breaks a cipher into two parts, works against each separately, and
compares results

) It can be used for forging signatures on mixed-type digital signature schemes, and takes less time
than an exhaustive attack

. The attack works by encrypting from one end and decrypting from the other end, thus meeting
in the middle

Encrypted with .Encrypted with

“Tohn” g g N Intermediate ?) "=
lohn /f_'j Ciphertext 1 %‘\\

Encrypted with __Encrypted with
o 2rd key2

“Jahn” - kev;ﬁ;‘j‘) Intermediate u\
' / ) Ciphertext 2 N *&\7

: . . Encrﬁ]ted with
- E ted with . -
iy — A
“lohn” : ntermediate —
o, ()
Plaintext Ciphertext

Copyright @ by EG-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.

 E— i
http://ceh.vn (@R r: NENW S 6 I.TmREIN http://i-train.com.vn
senen S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Module Flow

Cryptography
Concepts

Email
Encryption i
AIgoZi':hms Public Key SRR
Infrastructure(PKI)
Disk
Cryptography
Tools

Encryption

Cryptography
Attacks

Cryptanalysis
Tools

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

o |
htto://ceh.vn (gl £ NEXXW S 6 s _=m=sar  http:
Cenified Ethical Hacker = =SE===="= c

i-train.com.vn
EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Cryptanalysis Tool: CrypTool

: ES) en of >, key <00 00 00 00 00 00 00 00 00 00 0.
‘ File Edit View Encrypt/Decrypt Digital Signatures/PKI  Indiv. Procedures  Analysis  Options
e8] ¥ Da| £ 2N

>

or System Files

This is business file
All the information is high confidential

"

G Rijndael (AES) encryption of <System Files>, key <00 00 00 00 00 00 0000000000 000...| . @

00000000 6B 46 SA AF S5 14 4A 9D 4C SA DB 46 DE 71 kFZ. U.J.LZ.F.q
O0000DDE 61 E6 AD C4 3A 51 41 E9 6B B3 73 S3 76 72 a QA k. sSwvr
0000001C DC 95 2F BE 7A SE CO0 6D 70 27 CS FD 83 37 7.z".np’ 7
000000224 65 14 0S 81 7D 31 F1 46 3E 71 6F 9D CS 69 e. . .}1.F>go. .1
00000038 €3 OB A8 04 DE E8 7F D1 i c

Press F1 to obtain help. L:5 C:9 P65

http://www.cryptool.org
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% Cryptanalysis M m Ganzua
W = http://studenthome.nku.edu =) - http://ganzua.sourceforge.net
A Cryptanalysis Tools e Crank
*‘_,_-" http://cryptanalysisto.sourceforge.net % http://crank.sourceforge.net
5 CryptoBench EverCrack
http://www.addario.org s _j http://evercrack.sourceforge.net
o=
[// JCrypTool (=] AlphaPeeler
@ http://jcryptool.sourceforge.net Ll

http://sourceforge.net
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Online

— md5 = md5crack
- 2T A http://md5.rednoize.com http://md5crack.com
@‘ MD5 Decrypter 'm | Hash Cracking Tool
http://www.md5decrypter.com e — > http://www.tmto.org
A ﬁ
‘r...ﬂi_‘ MD5Cracker - '!’ Hash Cracker
lﬁbh‘ http://md5cracker.tk » O 'E http://www.hash-cracker.com
M

_[7 Passcracking
WWW

http://passcracking.com

MD5Decrypter
&o http://www.md5decrypter.co.uk
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Module

- J Using Public Key Infrastructure (PKI), anyone can send a confidential message
using public information, which can only be decrypted with a private-key in the
sole possession of the intended recipient

d RSA encryption is widely used and is a de-facto encryption standard

L The MDS5 algorithm is intended for digital signature applications, where a large
file must be compressed securely before being encrypted

(J SHA algorithm takes a message of arbitrary length as input and outputs a 160-bit
message digest of the input

(d Secure Sockets Layer, SSL is a protocol for transmitting private documents via the
Internet

d RC5is a fast block cipher designed by RSA Security
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Quotes

K Programming can be fun, so can cryptography; however
they should not be combined. 77

- Kreitzberg and Shneiderman,
Authors
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