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SECURITY NEWS

How Wikileaks uses technology to protect anonymity of

Wﬁ‘d’ whistle-blowers

c [l “"g EIB [I Wikileaks works on a model that allows whistleblowers to submit leaked
documents through internet or postal mail, ensuring that the sender's identity is
concealed and trails cleared.

The network used by Wikileaks is similar to a technology called The Onion Router
or Tor. Tor is open-source software and its website states that it is currently used
by a branch of U.S. Navy for gathering intelligence.

It is a system used to outflank filtering and censors enabling users to evade
blockers keeping their identity anonymous. To evade anline traffic analysis Tor
"distributes transactions over several places on the Internet, so no single point can
link you to your destination. The idea is similar to using a twisty, hard-to-follow
route in order to throw off somebody who is tailing you - and then periodically
erasing your footprints. Instead of taking a direct route from source to destination,
data packets on the Tor network take a random pathway through several relays
that cover your tracks so no ohserver at any single point can tell where the data
came from or where it's going.”

hitp.//uk.ibtimes.com
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

Countermeasures
Testing

Detecting
Honeypots
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Intrusion Detection Systems (IDS)
and their
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Internet Router IDS DMZ
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User Intranet IDS
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J Anintrusion detection system (IDS) gathers and analyzes information from within a computer or a network, to identify the
possible violations of security policy, including unauthorized access, as well as misuse

J An DS is also referred to as a “packet-sniffer,” which intercepts packets traveling along various communication mediums and
protocols, usually TCP/IP

.J The packets are analyzed after they are captured

J An IDS evaluates a suspected intrusion once it has taken place and signals an alarm
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How IDS Works?

IDS Preprocessor
Internet

oS M< ..... >a

Signature file : Cisco log sever
N database :

Enterprise Network

Alarm notifies
admin and packet
can be dropped

Action Rule

Connections are
¢ cut down from that
. IP source

>m

Packet is
dropped
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Ways to Detect an Intrusion

ect an intrusion:

Signature It_ is also known as misuse detfectlor_l.
Recognition :

Anomaly It clete_cts the intrusi?n_based on the fixed
. behavioral characteristics of the users and
Detection

components in a computer system

Protocol
Anomaly

In this type of detection, models are built on
Detection

TCP/IP protocols using their specifications
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Types of Intrusion Detection Systems

Network-based Host-based
Intrusion Detection : Intrusion Detection
© These mechanisms typically consist of a black . @ These mechanisms usually include auditing for
box that is placed on the network in the events that occur on a specific host
promiscuous mode, listening for patterns ©  These are not as common, due to the overhead
indicative of an intrusion they incur by having to monitor each system
N event
Sy ‘ —
0 ) ——
= = 2 —
- Log File File Integrity
r= Monitoring ; r Checking
@ These mechanisms are typically programs . ©@ These mechanisms check for Trojan horses, |
that parse log files after an event has already or files that have otherwise been modified,
occurred, such as failed log in attempts indicating an intruder has already been there,

for example, Tripwire

Copyright © by EG-Councl
All Rights Reserved. Reproduction is Strictly Prohibited.

=

1

=TI ETES http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker

(0 NEWS 6 :




System Integrity Verifiers (SIV)

@ Q@
Tripwire is a System Integrity Verifiers (SIV) that monitors system files and detects

changes by an intruder
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http://www.tripwire.com
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General Indications of Intrusions

&

File System Intrusions

Network Intrusions

£ The presence of new, unfamiliar © Repeated probes of the available
files, or programs services on your machines

2 Changes in file permissions @ Connections from unusual

£ Unexplained changes in the file’s size locations

& Rogue files on the system that do not ©  Repeated log in attempts from
correspond to your master list of remote hosts
signed files 2  Arbitrary data in log files, indicating

€ Unfamiliar file names in directories an attempt at creating either a

Denial of Service, or a crash service
£ Missing files
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General Indications of System Intrusions

Modifications to system software and configuration files

Gaps in the system accounting

Unusually slow system performance

System crashes or reboots

Short or incomplete logs

Missing logs or logs with incorrect permissions or ownership
Unfamiliar processes

Unusual graphic displays or text messages
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Firewall
o a -

&  Firewall is a hardware or software or combination of &  Firewall examines all messages entering or
both designed to prevent unauthorized access to or leaving the intranet and blocks those that do
from a private network not meet the specified security criteria

& Itis placed at the junction point, or gateway : &  Firewalls may be concerned with the type of
between the two networks, which is usually a private traffic or with the source or destination
network and a public network such as the Internet addresses and ports

Secure Private Local Area Network Public Netwaork

Internet

“‘..“ = &, { E - -._-
g H ﬁ 4 : :hF %/ =Specified traffic allowed

J = Restricted unknown traffic
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Firewall Architecture

Bastion Host:

bt

-

b
-

Bastion host is a computer system designed and
configured to protect network resources from attack
Traffic entering or leaving the network passes through
the firewall, it has two interfaces:

public interface directly connected to the Internet
private interface connected to the intranet

Screened subnet:

(r

(F

The screened subnet or DMZ (additional zone) contains
hosts that offer public services

Public zone is directly connected to the Internet and
has no hosts controlled by the organization

Private zone has systems that Internet users have no
business accessing

Multi-homed firewall:

e

—

In this case, more than three interfaces are
present that allow for further subdividing the
systems based upon the specific security
objectives of the organization

/! ™
J \
/

[ Internet
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DeMilitarized Zone (DM2Z)

) @
2 DMZ is a network that serves as a buffer between the internal secure network and insecure
internet
€ It is created using firewall with three or more network interfaces assigned with specific roles
such as Internal trusted network, DMZ network, and External un-trusted network (Internet)
8z Q

[ Internet

Intranet
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Types of Firewall (y

@ Packet —y I
Filters .
Sl S

Stateful
Multilayer
Inspection

Firewalls

Level
Gateways

i Application
Level
Gateways
Sl i R i
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Packet Filtering Firewall

) Packet filtering firewalls work at the network level : 'J Depending on the packet and the criteria, the firewall can:
of the 05l model (or the IP layer of TCP/IP), they are : = Drop the packet

usually a part of a router . .
yap » Forward it, or send a message to the originator

_J Ina packet filtering firewall, each packet is : ' Rules can include the source and the destination IP address,

compared to a set of criteria before it is forwarded the source and the destination port number, and the
. protocol used

Corporate Network

5 Application

4TCP Firewall
| ®qy _
i nuaw. . v :
Internet  }---+--++-' 3 Internet Protocol (IP) -{--:---sef-eeee - »: :
: : sag? -
2 Data Link X:
1 Physical %
v/ = Traffic allowed based on source and destination IP address, packet type, and port number

A = Disallowed Traffic

Copyright @ by EG-Geuncil
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

TEAIR http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

(5, NEWSS 3 :

Canified Ethical Hacker




Circuit-Level Gateway Firewall

) Circuit-level gateways work at the session layer of i ') Information passed to a remote computer through a

the OSI model or the TCP layer of TCP/IP : circuit-level gateway appears to have originated from the
gateway
J They mpnitor TCP handshaking betw.een. paclfe‘ts to : ) Circuit-level gateways hide information about the private
determine whether a requested session is legitimate : network they protect, but they do not filter individual
: packets

Fi I
5 Application sl
nternet i« 1 © 4TCP 1 | -
)
3 Internet Protocol (IP) X:
v
2 Data Link -

1 Physical TII

.7 = Traffic allowed based on session rules, such as when a session is initiated by a recognized computer
A = Disallowed Traffic
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Application-Level Firewall

_J) Application-level gateways (proxies) can filter

.J An application-level gateway that is configured to be a
packets at the application layer of the OSI model

web proxy will not allow any FTP, gopher, telnet, or other
traffic
- Incor‘nlngfor oqu}omg pas:kets s : ) Asan application-level gateway examines packets at an
services for which there is no proxy : application layer, it can filter application specific
commands such as http:post and get

o

‘ e e R
Vo o mootton oo e o T G
. Internet | 5 Application .U"
- 4TCP X Firewall
v

3 Internet Protocol (IP)

2 Data Link EI

1 Physical

% = Traffic allowed based on specified applications (such as a browser) or a protocol, such as FTP, or combinations
A = Disallowed Traffic
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Stateful Multilayer Inspection Firewall

-J Stateful multilayer inspection firewalls combine the aspects of the other three types of firewalls

J They filter packets at the network layer, to determine whether session packets are legitimate,
and they evaluate the contents of packets at the application layer

. 5 Application
! Internet " ........ 4TCP

3 Internet Protocol (IP)

2 Data Link
1 Physical

W = Trafficis filtered at 3 layers based on a wide range of the specified application, session, and packet filtering rules
X = Disallowed Traffic
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Firewall Identification: Port Scanning

Port scan helps the .
aiacker B sihich The kind of response

ports are available (i.e., received indicates
what service might be whether the port is
listening to a port);it used and can
consists of sending a therefore be probed

message to each port, further for weakness
one at a time

For example: Check

Wall-1
Some firewalls will s

uniquely identify
themselves using
simple port scans
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Firewall Identification:

Firewalking

It is a technique for testing
the vulnerability of a firewall
and mapping the routers of a
network that are behind a
firewall

Canified Ethical Hacker

http:

Firewalking is similar to
tracerouting and works by
sending TCP or UDP packets
into the firewall that have a
TTL set at one hop greater
than the targeted firewall

Using this method, access
information on the firewall
can be determined if
successive probe packets
are sent
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Firewall Identification: Banner
Grabbing

suRENy
t“' Sa,

Y

‘0

Banners are messages
sent out by network services

services which
while connecting to the service

send out banners
that announces service ar ;
running on the system

The three main

and web servers

V-.-"'

An example of "
SMTP banner
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Honeypo

{ -y ¢ Y[ e Y [ 5
Honeypot is an information It has no authorized activity, A honeypot can be used to log
system resource that is does not have any access attempts to those ports
expressly set up to attract and production value and is including the attacker's
trap people who attempt to likel be. attack keystrokes. This could send
penetrate an organization’s ey 9 prf) CrBLLaLN, O early warnings of a more
network compromise concerted attack

\ R e N\ 2\, J

Honeypot
DMZ
‘,/';( Internal ™\ - :
\ Network
Firewall Internet Attacker
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Types of Honeypots

Low-interaction honeypot

They work by emulating services and
programs that would be found on an
individual's system

If the attacker does something that
the emulation does not expect, the
honeypot will simply generate an
error

Captures limited amounts of
information, mainly transactional
data and some limited interaction.

Ex: Specter, Honeyd, and KFSensor

High-interaction honeypot

Entire system or network of
computers, to have a controlled area
in which the attackers can interact
with real applications and programs

Rely on the border devices to control
traffic so that attackers can get in, but
outbound activity is tightly controlled

Captures far more information,
including new tools, communications,
or attacker keystrokes

Ex: Symantec Decoy Server and
Honeynets
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How to Set Up a Honeypot?

s
<
' \
. %
=

Download or purchase a
honeypot software

Tiny Honeypot, LaBrea, and
Honeyd are some of the
programs available for Linux
systems

KFSensor is one software
that works with Windows

e

s NEWS

Cenified Ethical Hacker

(B

Log in as an administrator
on the computer to install
a honeypot on to the
computer

== http://i-train.com.vn

.

Install the software on your
computer

Choose the “Full Version”
to make sure every feature
of the program is installed
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How to Set Up a Honeypot?

,’J |

\c—

S Place the honeypot @ Configure the honeypot to
software in the “Program check the items that you
Files” folder € Restart your computer for want the honey pot to watch

& Once you have chosen the the honeypot to work for, including services,
folder, click “OK” and the applications and Trojans, and

program will install nhame your domain

A
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

) Countermeasures
Testing '

Detecting
Honeypots
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Snort is an open source network intrusion
detection system, capable of performing
real-time traffic analysis and packet
logging on IP networks

It can perform protocel analysis and
content searching/matching, and is used to
detect a variety of attacks and probes, such
as buffer overflows, stealth port scans, CGl
attacks, SMB probes, and OS fingerprinting
attempts

It uses a flexible rules language to describe
traffic that it should collect or pass, as well
as a detection engine that utilizes a
modular plug-in architecture

Uses of Snort:
=  Straight packet sniffer like tcpdump

=  Packet logger (useful for network traffic
debugging, etc.)

=  Network intrusion prevention system

Intrusion Detection Tool: Snort

r'C‘.i;j Command Prompt b3

Snort Commands
c: \Snortibin>snort -c c:\Soortietch\soort. conf -1 c:\Soort\log -i 2
——= Imitializmation Complete ——-
Ot —*> Enort! <¥-
o )= Version 2.9.0.2-0DBC-MyS0L-FlexBEEP-WIN3Z GREE (Build 92)
rees By Martin Roesch & The Snort Team: hitp://www.snort.org/snort/snort-team

Copyright (C) 19%8-2010 Sourcefire, Inc., =t al.
Using PCEE wersion: .10 2010-06-25
Using ELIB wersion: 1.2.3
Bulexs Bngine: SF SRORT DETBCTION BHGIHE Version 1.12 <Build 18>
Preprocessor Object: SFP SSELFP Version 1.1 <Build 4>
Preprocessor Object: SF SEH Version 1.1 <Build 3>

Commencing packet processing (pid=5896)

85: Bession excesded configured max bytes to guoeos 1048576 using 1048979 bytes

client guewe) . 192.168.166.7 11616 ——> 92.46.53.163 B0 (0) : LWstate Oxl LWFlags

Ox2003

*** Canght Int-Signal

Bun time for packet processing was 5985. 944000 seconds
Snort processed 11774 packets.
Snort ran for 0 days 1 hours 39 mioutes 45 seconds
Pkts/hr: 11774
Pkts/min: 118
Pkts/zec: 1
55: Pruned session from cache that was using 1098947 bytes (purge whole cache) .
192 _166.168.7 11616 --> 92 _46.53.163 B0 (0) : LWstate Oxl LWFlag=z Ox222003

Packet I/D Totals:
Beceived: 147490
Analyzed: 11774

Dropped: 135707
Filtered: o

Outstanding: 135716

Injected: o

http://www.snort.org
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[ Reporting and Alerting "
Engine (ACD) Works"
A A
: v
s>
& EEEEEES -
: —
: Databases  Wehservers Primary NIC
: A . Decoder
v v - - Administrator
Snort Engine : : Base Detection Engine
: L 4 J Decoder: Saves the captured
i : ' packets into heap, identifies link
NICin forrri=*1 Dynamic Loaded Libraries level protocols, and decodes IP
Promicuous
mode : J Detection Engine: It matches
sniffing e Output Plugins
network O y
traffic !
. Rule Set
Tt L

—

http://cchwn (el EE NEWS

Rules Files: These are plain text files which
contain a list of rules with a known syntax.

packets against rules previously

charged into memory since Snort
initialization

Qutput Plug-ins: These modules
format the notifications for the

user to access them in different

ways (console, extern files,
databases, etc)

Canified Ethical Hacker
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Snort Rules

2 Snort's rule engine enables one to write his/her own rules to meet the needs of the network
J Snort rules help in differentiating between normal Internet activities and malicious activities

2 Snort rules must be contained on a single line, the Snort rule parser doesn't handle rules on
multiple lines

- Snort rules come with two logical parts:

» Rule header: Identifies rule’s actions such as alerts, log, pass, activate, dynamic, etc.

# Rule options: Identifies rule’s alert messages

Example:
Rule Protocol Rule Port
v \ 4
alert "tcp any —>‘192 168.1. 0_{'24 111 Icontent n |00 01 86 a5 |"; msg: "meountd access" )
4\ A A A
Rule Action Rule Format Rule IP address Rule IP address

Direction
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Snort Rules: Rule Actions and IP
P:I:'OtOCOlS ' P

.". (:‘:, e
[ ] .
@ Rule Actions @ O @ IP Protocols 2
F 4 N
— The rule header stores the complete & Three available IP protocols that
information of a packet and determines the Snort supports for suspicious
action to be performed or what rule to be .
: behavior:
applied
— The rule action when it finds a » TCP
packet that matches the rule criteria
— Three available actions in Snort: » UDpP
- Generate an alert using the selected » ICMP
alert method, and then log the packet
- Log the packet
- Drop (ignore) the packet
< J
© z \Z @
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Snort Rules: The Direction Operator
and IP Addresses

The Direction Operator

2 This operator indicates the direction of the traffic and the traffic can flow either in one direction
(->) or bi-directionally (<>)

- Example Snort rules using the Bidirectional Operator:

log '192.168.1.0/24 any <> 192.168.1.0/24 23

IP Addresses

< |t deals with the IP address and port information for any particular rule
J Use keyword "any" to define any IP address

J Snort accepts addresses that are formed by a straight numeric IP address and a CIDR block applies netmask to the rule's
address and to incoming packets that are verified against the rule

< Example IP Address Negation Rule:

alert tcp !192.168.1.0/24 any -> 192.168.1.0/24 111 (content:
"]00 01 86 a5|"; msg: "external mountd access";)
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Snort Rules: Port Numbezrs

J Port numbers can be listed in different ways, including "any" ports, static
port definitions, ranges, and by negation

J Port ranges are indicated with the range operator ":".

J Example of Port Negation

log tcp any any -> 192.168.1.0/24 '6000:6010

Log UDP traffic coming frem any port and destination

Log UDP any any -> 92.168.1.0/24 1:1024 erE T e LI
) Log TCP traffic from any port going to ports less than
Log TCP any any -> 192.168.1.0/24 :5000 or equal to 5000
Log TCP traffic from privileged ports less than or
Log TCP any :1024 -> 192.168.1.0/24 400: equal to 1024 going to ports greater than or equal to

400
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Intrusion Detection System: Tipping Point

= XXXXXXXX - Attacks Per Action

v -

5

g 40 k JJ

E 1 | 1
u: 30 k \ N{ A'“r'v.l/; \‘ \ AL ,‘"\'/’“’fu"."ﬂd‘
g 20 k W y N

‘3 10 k \,\.‘\ % AR B /Akw)\ § T - "’.J

v CRRARFEEEERY TRAEREAN

B 0

& Mon 16:00 Mon 20:00 Tue 00:00 Tue 04:00 Tue 08:00 Tue 12:00

From 2005/05/21 12.22:52 To 2009/09/22 12.22.52

S ; e B Permitted Last: 27.39 k Avg: 13.79 k Max: 40.38 k
- _J TippingPoint IPS is inserted B Blocked Last: 0.00 Avg: 0.00 Max: 0.00

seamlessly and transparently
into the network, it is an in-line

@ Discarded Invalid Last: 69.38 Avg: 66.91 Max: 81.33
Graph Last Updated: Tue 22 Sep 12:20:02 CEST 2009

device | " XXXXXXXX - Attacks Per Protocol
Y aokt
J Each packet is thoroughly g casticl
inspected to determine whether A el
they are malicious or legitimate S g
: ] :
J It provides performance, g ol e T e~ % A EAR e rver
I. t. d . f t t . Mon 16:00 Mon 20:00 Tue 00:00 Tue 04:00 Tue 08:00 Tue 12:00
app ica IOI’l, an infrastructure From 2009/09/21 12:22:52 To 2009/09/22 12:22:52
prOteCtlon at glgablt SpeedS W ICMP Last: 3.67 k Avg: 3.90 k  Max: 6.06 k
i i @ uoP Last: 886.08 Avg: 1.04 k Ma 6.61 k
through total paCket mSpeCtlon @ TcP L::t: 22.90 k &3; 8.94 k Ma: 35.85 k
B IP-Other Last: 0.00 Avg: 0.00 Max: 0.00
Graph Last Updated: Tue 22 Sep 12:20:02 CEST 2009 http://h10163.www1.hp.com
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Intrusion Detection Tools

’ﬁ\ Security Network Intrusion ‘ A Strata Guard
7 > Prevention System | I https//www.stillsecure.com
http://www-01.ibm.com St
" Peek &Spy M CRCMdS5 Data Validation
| http://networkingdynamics.com ! http://www.forensics-intl.com
Cisco IDS 4250 Appliance =t
=T DiskSearch 32
% Sensor —:—LJ http://www.forensics-intl.com
g http://www.cisco.com - -
€= INTOUCH INSA-Network W IDP8200
< \_— Security Agent {-’ fnl http://www.juniper.net
—_— http://www.ttinet.com ‘ —
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Intrusion Detection Tools

_ OSSEC ﬂﬂ m AIDE (Advanced Intrusion
: O htlp:/famwiossecnet L Detection Environment)
— O B —  http://aide.sourceforge.net
j\ Netifera joo| Tripwire
— http://netifera.com = http://www.tripwire.com
——————
- SNARE (System iNtrusion Analysis
r—]m eXpert-BSM b= g R (t.y Envi g ¥
http://www.csl.sri.com ~ = _ﬂ) epor _mg nv!ronmen )
—— http://www.intersectalliance.com
— >~ Cisco Intrusion Detection (=] Vanguard Enforcer
[ http://www.cisco.com L) http://www.go2vanguard.com
V—
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Firewall: Sunbelt Personal Firewall

2 Sunbelt Personal Firewall =10 %]

Description

] weescomm X deny v permit % deny ash
] wcesmor X deny W pormk X deny ask
] repimgr X deny W permk X deny 7 ask
] ceappmor ® deny ' permit ® deny ) ask
@8 1reermet Explorer X deny W permk X deny o permit
] 154 shall (Expart Varcion) 3¢ dany o parmi % dary o parmit
B Windows NT Logon Appl... X deny  pormit X deny Vv permit
:] Userink Logon Applcation % deny v permé ® deny v permit
[[] Generic Host Processfo... X deny W permit X dery W permit
@l Microsoft Fle and Prinke... X deny V' permik X deny v permit
15 Any other applcation X deny o permk X deny o permit

Icoming: 0.26 KBis

\3J Stop all traffic

http://www.sunbeltsoftware.com =T
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ﬁ Check Point Firewall Software |
Y H Novell BorderManager
Blade http://www.novell.com
S http://www.checkpoint.com (=]
- eScan Enterprise {1 FireWall-1
= http://www.escan.com _,""' A http://www.checkpoint.com
( — S : AN
,L.L!m‘_l Jetico Personal Firewall ) InstaGate
i S http://www.jetico.com http.//www.esoft.com
e’
&8y  ZoneAlarm Pro
‘9.'.’;)

http://www.zonealarm.com

oty O AccessMaster NetWall
MM

http://www.evidian.com

http://cchwn (el EE NEWS
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Honeypot Tool: KFSensor

“Event - 1020 =
Summary  Details | Signature | Data 8 g @ = S . @
Ent @ KFSensor is a host-based Intrusion Detection
Sensor D | New York EvertD: 1020 -
Start Teme. | 15007/2005 11,2157 890 Severty. | Hoh SyStem (IDS)
Descrs
- 2 It acts as a honeypot to attract and detect
Viskor
" 51153163246 | Purt | 3622 hackers and worms by simulating vulnerable
Dormain . -2 K . .
B i, b it system services and Trojans
Sensor (Z @
Momes s .
Profocet  TCP Port | 80
Signetire
Message: IS - RBOT Worm propagebion A l A
Recuest Dats - 5599 Bytes 1 ': Event Details Text Viewer = [g:a 5
o€t ivTTPn 0 Features:
Host: 81 15351101 Format{Hex v [Lme ]
Authorizatiory Negatiste YBQeqYGHY
000000 | 05 00 0B 03 10 00 00 00 48 00 0O 00 TF 00 00 00 | ~ GUI based management console
L recorded 900 of 9996 bytwe-.d 000010 : DO 16 DO 16 00 00 00 00 O1 00 0O 00 01 00 01 00 | ... &
000020 | AD OL 00 00 0O 0D 00 0O CO 00 DO 0 00 00 00 46 | ...
000030 | 00 00 00 00 04 SD 88 8A EB 1C C2 11 9F E8 08 00 | Remote management
MNNAN | 2R 1N 4R AN N2 AN AN AR NS AR A N TR MO AN AN )
000050 | A8 06 00 00 ES 00 00 00 S0 06 00 00 OL 00 04 0O | . . .
000060 | 05 00 06 00 0L 00 00 00 0D 00 00 00 32 24 59 FD | Snort compat|b|e signature engine
000070 | CC 45 64 49 BO 70 DD AE 74 2C 96 D2 60 ST 0D 00 | .
000080 | 01 00 90 00 00 00 00 OO 70 SE 0D 00 02 00 00 00 | - A
000090 | 7C SE OD 00 00 00 00 00 10 OO 00 00 80 96 F1 F1 | Emulations of Windows
OODOAD | 2A 4D CE 11 A6 6A 00 20 AF 6E 72 F4 OC 00 00 00 |
73 0000BO | 4D 4L 52 42 OL 00 00 0D 00 00 i
0000C0O : 00 00 00 00 AB F5 OB 00 20 06 networklng prOtOCOIS
0000DO | 4D 45 4F 57 04 00 00 0D AZ OL
00DOEC | €O 00 00 00 00 00 00 46 36 03 - o
00DOFD | €O 00 00 00 00 00 00 46 0D 0O Export logs in multiple formats
000100 | E8 05 00 00 00 00 00 00 01 10
000110 | C8 00 00 00 4D 45 4F 57 E6 05 : .
E 000120 | 00 00 00 00 OZ 00 00 OO 07 OO0 Denlal Of Sewlce (DOS) attaCk
v -
http://www.keyfocus.net proterhion
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Honeypot Tool: SPECTER

< SPECTER is a smart honeypot-based intrusion detection system that offers common Internet services such
as SMTP, FTP, POP3, HTTP and TELNET which appear perfectly normal to the attackers but in fact are traps

SPECTER provides massive amounts of decoy content including images, MP3 files, email messages,
password files, documents and all kinds of software

vV FIP

¥ TELNET
[ SNIP F SUNRPC
% FINGER | |7 ssH

7 HITP 7 5UB7
IV NETBUS ~ 8o

7 FoP3 R GENERIC StatEngine | Recosfigue | Lowt |

7 Provide s Stpngine | LogAnabzer | Swe || toww |

s pwr.w 3 [~ IRC ; Kot Mame | [hena v edu 2 User Conbiguabon | 2]
7 Tien l' M;':o'u & Neme: [outFoST .7.l W '_‘P'
7 PotSeon 2 [ : ~ | ConfigestionVerson: [10 2 - -

-'l P Logi mestage \'ImSamcm-nml 2
VU Loohp _4] P T T | msaSenee R Adsese - [16G 102 80 2
7 Whoa 2| | € ey -  Orirewdaies 7| | Modadsess [oared@pecter com 2] Inciude sersngs n okt 2|
7 TenetBsver 2| | & Nomsl Dreck forpdates | | Steet Mad Addnss [ociiipecter.com 2] SusMad Percdil: [ 20 2]

=
2|

¥ FpBaem 7] | € Had 3| I U HTTP Pron) S g

A b | - s =] Pot: [ 28 Sepaswid | 2|
2
fil |
2
2

Ergeve Massages o Ers [ Comections

7 WpHesds  2|| | C fn 1152168110 P (et __Passoes | 2

7 P Doamen 2| | C Chesmack l+-: ¥ Use custom mad messoge for POPE EdMenoge | 7]
P TioaRous 2| € Waring " U : 2l

Bt o I S T WotcheiSetup | Il | [oux sctons e loged, shuscn sk was scbvated

http://www.specter.com
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Honeypot Tools
e 4

NetBait
http://netbaitinc.com

Single-honeypot
http://single-honeypot.sourceforge.net
I J=l ]| LaBrea Tarpit o :o;/!'* Kojoney
G2 G2  http://labrea.sourceforge.net " @70 http://kojoney.sourceforge.net
( [?qu: Sendmail SPAM Trap
{v\_;- http://www.tracking-hackers.com

(5

HoneyBOT

http://www.atomicsoftwaresolutions.com

Jﬁ'iﬂ PatriotBox

http://www.alkasis.com

=y _€°
| —X o

Google Hack Honeypot

http://ghh.sourceforge.net

http://cchwn (el EE NEWS
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

) Countermeasures
Testing '

Detecting
Honeypots
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Insertion Attack

@ 1.  AnIDS blindly believes and accepts a packet that an end-system has rejected ©
2. An attacker exploits this condition and inserts data into the IDS
3. This attack occurs when NIDS is less strict in processing packets
4. An attacker uses these attacks to defeat signature analysis and sends request,

but ohscures its contents on the 1DS with additional data that make
the request seem harmless

O 5. Here, the IDS gets more packets than the destination %

J For example, the attacker can send packets
whaose Time to live fields have been crafted
to reach the IDS but not the target
computers

Sees “Attack” Sees “Attack” Network Monitor

:",",",",",",____,__,",": Accepted Monitor J An attacker confronts the I1DS with a stream
r of 1-character packets (the attacker-
n B . E B originated data stream), in which one of the
characters (the letter "X') will be accepted

Rejected by only by the IDS

End System Attacker’s Data Stream
A v J As aresult, the IDS and the end system
- Figure: Insertion of the letter X’ reconstruct two different strings
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Evasion

In this evasion
technigque, an end-
system accepts a
packet that an IDS
rejects

Using this
technique, an
attacker exploits
the host

computer

' Attacker sends
portions of the
request in packets that
the IDS mistakenly
rejects, allowing to
remove parts of the
stream from the 1D
system's view

? e
1]
[l

Lo

R ]

. "
[] "
--------
.............

Sees “Attack”

Example, if the
malicious sequence
is sent byte-by-
byte, and one byte
is rejected by the
IDS, the IDS cannot
detect the attack

Network Monitor

Here, the IDS
gets fewer
packets than
the
destination

101010

010701
101

na@@-@

Attacker’s Data Stream

Rejected by
End System

.
---------------------
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Denial-of-Service Attack (DoY)

@ €@ Many IDSs employ central logging servers that are used exclusively to store IDS alert logs ) @
@ The central server's function is to centralize alert data so it can be viewed as a whole rather u
than on a system-by-system basis
@  However, if attackers know the central log server's IP address, they could slow it down or even
crash it using a DoS attack
@ After the server is shut down, attacks could go unnoticed because the alert data is no longer
© being logged ©

Consumes the device’s processing
power and allow attacks to sneak by

Causes the device to lock up Fills up disk space causing

attacks to not be logged

Using this evasion
technique, an attacker:

Causes personnel to not be able
to investigate all the alarms

Causes more alarms than can be handled by
management systems (such as databases,
ticketing systems, etc.)
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Obfuscating

An IDS can be evaded by An attacker using the ¢ Polymorphic codeis
obfuscating or encoding Unicode character could : a.nOther mea.ns to
the attack payload in a encode attack packets that ; circumvent Sl_gnatu're-based
way that the target an IDS would not recognize IDSs by creating unique
computer will reverse but but that an IIS web server - CH A SRS

the IDS will not would decode and become : attack does not have a

‘ attacked . single detectable signature :
4 . :

:

An aFtacker Attacks on encrypted
manipulates the path protocols such as HTTPS
referenced in the are obfuscated if the

signature to fool the attack is encrypted
HIDS
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False Positive Generation

® Another attack similar to the DoS method is to generate a large amount of alert data
that must be logged

B Attackers craft packets known to trigger alerts within the IDS, forcing it to generate a
large number of false reports

This type of attack is designed to create a great deal of log "noise" in an attempt to
blend real attacks with the false

Attackers know all too well that when looking at log data, it can be very difficult to
differentiate between legitimate attacks and false positives

If attackers have knowledge of the IDS system, they can even generate false positives
specific to that IDS
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Session Splicing

Session splicing is an IDS evasion technique that exploits how some IDSs do not
reconstruct sessions before performing pattern matching on the data

The idea behind session splicing is to split data between several packets, making
sure that no single packet matches any patterns within an IDS signature

if attackers know what IDS system is in use, they could add delays between
packets to bypass reassembly checking

Many IDSs reassemble communication streams, so if a packet is not received
within a reasonable amount of time, many IDSs stop reassembling and
handling that stream

If the application under attack keeps a session active longer than an IDS will
spend on reassembling it, the IDS will stop [-J ﬁ

-ﬁ
As a result, any session after the IDS stops reassembling the sessions will be

=
susceptible to malicious data theft by the attacker

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn % = NEWE 6 http://i-train.com.vn
oo SR - esteaal Tramss CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Unicode Evasion Technique

Unicode is a character representation that gives
each character a unique identifier for each written
language to facilitate the uniform computer
representation of each language

‘ This is problematic for IDS technology because it is
possible to have multiple representations of a single
character
‘ For example, '\' can be represented as 5C, C19C and

E0819C, which makes writing pattern matching
signatures very difficult

Example for how Unicode affects IDS:

= Microsoft IIS 4.0/5.0 Directory Traversal vulnerability
released in October 2000 by Rain Forrest Puppy

This 1IS vulnerability improperly restricts directory listings
that were Unicode encoded within the URL request

This allowed remote attackers to view files on the IIS
server that they normally would not be permitted to see
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Fragmentation Attack

IDS fragmentation reassembly timeout is less than fragmentation reassembly timeout of
the Victim

-o snnnnnnnnnnsp

Assume the IDS fragmentation
reassembly timeout is 15 seconds and the
system is monitoring Linux hosts that have
» | default fragmentation reassembly

i | timeout of 30 seconds

Thus the ‘;I;:tlrl; will
reassemble the
fragments and will _—
receive th-e attack whereas @ - ﬁ Now, the victim
the IDS will not make any X\ LS SO o
: ; 1 reassembles the
noise or generate alerts
= —— fragments whereas
at the IDS the
fragmentation
reassembly timeout
parameter kicks in and a

timeout occurs

Attack Scenario

The second fragment received by the IDS
will be dropped as the IDS has already
lost the first fragment, due to time out
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Fragmentation Attack

= . &0
“i : = Ai

Attacker NIDS Victim
Frag_timeout= 15sec

Time = 0 Sec Frae 1 .......... hosnunsanne Frag 1 ........... pR—— Frag 1
Sending Received Received
Time = 15 Sec Waiting Dropped Frag 1
Waiting
15 Sec <Tillle Frag 2 } ---------- L L L Frag 2 ----- ,----E Frag 2 ‘ Frag 1
< 30 Sec . - :
Sending Received -} DRSS e e S I
Attack

Figure: Attack where the NIDS fragmentation re-assembly timeout is
less than the victim's fragmentation reassembly timeout
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Fragmentation Attack
@ @

n Attacker has fragmented the attack packet Victim waits until the fragments'
into four segments: 1,2,3,4 and sends frag2 reassembly timeout occurs at the victim's
and frag4 with a false payload (referred as 2, end and it drops the initial fragments (30
4"), which are received by both the victim seconds in this case)
and the IDS

Victim still has not received fragment 1 so it The attacker then sends packet (1, 3)
will quietly drop the fragments and no ICMP with a legitimate payload

error message will be thrown by the victim

y
At this stage, the victim has only fragments Since the IDS has all the 4 fragments it
(1, 3) whereas the IDS has fragments will do a TCP reassembly
(1,2',3,4") in that 2,4 fragments sent by
attacker have a false payload

Also, since fragments 2 and 4 have false B If the attacker now sends fragments 2, 4 again
payloads the net checksum computed will with valid payload, the IDS will have only these
be invalid. So, the IDS will drop the packet two fragments whereas the victim will have all
(1,3,2,4) fragments all with a valid payload, and
it will do a reassembly and read the packet as
@ an attack @
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Time = 0 Sec

Time = 30 Sec

30Sec<Tc<
60 Sec

30Sec<Tc<
60 Sec

e
pri

Artacker NIDS Victim
Frag_timeout= 60sec Frag_timeout= 30sec
Frag 2 Frag4 '->| Frag2 [ Fragd > krag 2 Frag 4
Sending Received Received
Waiting Frag 2 Frag4 Fragments dropped
Frag waiting
Frag 1 Frag 3 B , Frag 4| Frag 3| Frag 2| Frag 1 ‘ =+ Fragl Frag 3
Sen(“ng :lltlllllllllFlall;lelélela;;lelr;]glly!llllllllll. Re(eive(|
Frag 2 Frag4 [ Frag 2 Frag 4 Frag 4 iFrag 3 %Frag 2|Frag1l
: .
Sending Received T Y L T T T T OO gremuus .

Correct Reassembly :

\ 2
Attack

Copyright © by EG-Councl
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

Canified Ethical Hacker

(0 NEWS 6

TEEETERS http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Overlapping Fragments

@ . An IDS evasion technique is to craft a series of packets with TCP sequence numbers configured to overlap @

. For example, the first packet will include 80 hytes of payload but the second packet's sequence number will
he 76 bytes after the start of the first packet

. When the target computer reassembles the TCP stream, it must decide how to handle the four overlapping
bytes

.J Some operating Systems will take the original fragments with a given offset (For example, Windows
W2K/XP/2003) and some operating Systems will take the subsequent fragments with a given offset (For
@ example, Cisco 10S) @

— - e e

C - .
e B 5

Attacker Windows XP Cisco 1OS

Frag 3 Frag 2 Frag 1l Frag 3 Frag 2 Frag 1 Frag 3 ’ Frag 2 Frag 1
Sending Received Received

Frag 4 Frag 3 Frag 2 Frag4 Frag3 Frag2 Fragl Frag4 Frag3 | Frag2 | Frag 1l
Sending Reassembled Reassembled
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Time-To-Live Attacks

B These attacks require the attacker to have a prior knowledge of the topology of the
victim's network

® This information can be obtained by using tools such as traceroute which give the
information on the number of routers between the attacker and the victim

A router is present between Attacker sends fragment 1
the IDS and a victim - and the ‘with a large TTL value and this
attacker is assumed to have ceived by both the IDS
this prior information and the victim and then send
carries out the attack by nd fragment (frag2') w
breaking it into three TTL value of 1 and false
fragments oad

his fragment is received by
IDS whereas the ro ‘
h is situated between
IDS and the victim)

w reduced to zero

The attacker then sends
fragment 3 with a valid TTL.
This makes the IDS perform a
TCP-reassembly on fragments
(1,2',3), whereas the victim
still waits for the second
fragment

The attacker finally sends the
second fragment with a valid
payload and the victim
performs a reassembly on
fragments (1, 2, 3) and gets
the attack

At this stage, the IDS has
only fragment 2 as it has
already performed a
reassembly and the stream
has been flushed
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Time-To-Live Attacks

P

Attacker NIDS Victim

Frag 1 Besncnnss prasansans Frag 1 hessssassssnsssnsancnnd Pesscsssassanssssnsass Frag 1

Sending Received Received

Frag 2 Frag 2 Frag 1 Frag dropped Frag 1

TTL=1 TTL=1 at router

Sending Received Waiting

Frag 3 sams penn Frag3 e Fragz Bav Frag 1 ................ s sensnnss Frags Frag 1 |
Sending False Reassembly Waiting

Frag2 frc) S Frag 2 Basenssssnsnnnnnnd R Frag 3 Frag 2 Frag 1
Sending Received (orr‘ect Reassembly

TTL based evasion attack
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A checksum is added to every transmitted segment and it is checked at the receiving end. When
a checksum differs from the checksum expected by the receiving host, the packet is dropped at
the receiver's end

The TCP protocol also uses an RST packet to end two-way communications

Attackers can use this feature to elude detection by sending RST packets with an invalid
checksum, which causes the IDS to stop processing the stream because the IDS thinks the
communication session has ended

However, the end host sees this packet and verifies the checksum value, then drops the
packet if it is invalid

Some IDS systems might interpret this packet as an actual termination of the communication
and stop reassembling the communication

Such instances allow attackers to continue to communicate with the end host while confusing
the IDS because the end host accepts the packets that follow the RST packet with an invalid
checksum value
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Urgency Flag

The urgency flag is used within | 1 1"
the TCP protocol to mark data as 2 data before the urgency pointer
urgent. TCP uses an urgency is ignored, and the data to
pointer that points to the

s which the urgency pointer
be‘!gn‘wnlng of urgent data points is processed
within a packet

Some IDSs do not take into
account the TCP protocol's

the IDS reads that data without

101010 | consideration for the end host's urgency feature, which could
010101 :
101 v urgency flag handling allow attackers to evade IDS, as
' : seen in other evasion
e This means the IDS has more data .
techniques
than the end host actually processed
"1 Byte data, next to Urgent data, will be lost, 1. This example illustrates how the urgency flag works in
Urgency f|ag when Urgent data and normal data are combined." conjunction with the urgency pointer
attack Packet 1: ABC . . )
I Packet 2: DEF Urgency Pointer: 3 2. According to the 1122 RFC, the urgency pointer causes
e Packet 3: GHI one byte of data next to the urgent data to be lost
End result: ABCDEFHI when urgent data is combined with normal data.
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Polymorphic Shellcode

This method also hides the
commonly used strings
within shellcode, making
shellcode signatures useless

It is difficult for IDSs to
identify this data as
shellcode

Polymorphic shellcode allows
attackers to hide their
. shellcode by encrypting itin a
simplistic form

s NEwWS
Cenified Ethical Hacker

Most IDSs contain signatures
1 for commonly used strings
within shellcode

This is easily bypassed by using ™
encoded shellcode containing a
stub that decodes the

shellcode that follows

This means that shellcode
can be completely different
each time it is sent
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ASCII Shellcode

-

ASCII shellcode contains only characters contained
within the ASCII standard

This form of shellcode allows attackers to bypass
commonly enforced character restrictions within string
input code

It also helps attackers bypass IDS pattern matching
signatures because strings are hidden within the
shellcode in a similar fashion to polymorphic shellcode

Using ASCII for shellcode is very restrictive in that it
limits what the shellcode can do under some
circumstances because not all assembly instructions
convert directly to ASCII values

This restriction can be bypassed using other instructions
or a combination of instructions that convert to ASCII
character representation, which serves the same
purpose of the instructions that improperly convert

The following is an ASCIl shellcode example:
char shellcode[] =
"LLLLYhbOpLXS5bOpLHSSPPWQPPaPWSUTBRDJfh5
tDS"
"RajYX0DkaO0TkafhNOfYf1Lkb0Tkd]jfYOLkf0Tk
gfh"
"erfyf1L.kiOtkkh95h8Y1LkmjpYOLkgOtkrh2wn
uxi"
"DksO0tkwjEX0Dkx0tkx0tkyCjinYOLkzC0OTkzCC]
txo" &
"DkzC€O0tkzCj3X0Dkz0TkzCOtkzChjG31IY1LkzCC
ccon"
"tkzChpfcMX1DkzCCCCOtkzCh4pCnY1Lkz1TkzC
CeCc"
"fhdGEXf1Dkzf1tkzCCjHX0DkzCCCCjvYOLkzCC
cja"
"X0DkzCOTkzCjWX0Dkz0TkzCjdX0DkzCjXY0OLkz
ot k™

"zMdgvvn9F1r8F55h8pGo9wnuvj rNfrvx2LGkG3T
Dpf"

"cM2RgmnJGgbinYshdvDo9d"™;

When executed, the shellcode above executes a
"/bin/sh" shell. 'bin’ and 'sh’ are contained in the
last few bytes of the shellcode.
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Application-Layer Attacks

Many applications that deal with media such as images, video and
audio employ some form of compression to be sent in

a form much

When a flaw is found in these applications, the entire attack can occur
within compressed data, and the IDS will have no way to check the
compressed file format for signatures

Many IDSs look for specific conditions that allow for an attack. However,

there are times when the attack can take many different forms

For example, integer overflow vulnerabilities could be exploited using
several different integer values

This fact combined with compressed data makes signature detection
extremely difficult
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Desynchronization — Pre
Connection SYN

This attack calls bind to get the kernel to assign a local
port to the socket before calling connect

Send an initial SYN before the real connection, with an
invalid TCP checksum

If the sniffer ignores subsequent SYNs in a connection, and does
not check the TCP checksum, then this attack will synchronize
the sniffer/IDS to a bogus sequence number before the real
connection occurs
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Desynchronization - Post
Connection SYN

For this technique,
attempt to
desynchronize the
IDS from the actual
sequence numbers
that the kernel is
honoring

Once succeeded in
resynchronizing the IDS
with a SYN packet, send
an RST packet with the
new sequence number
and close down its notion
of the connection

s NEwWS

Canified Ethical Hacker

Send a post connection
SYN packet in the data
stream, which will have
divergent sequence
numbers, but otherwise
meet all of the necessary
criteria to be accepted by
he target host

It will then ignore
any data that is a
legitimate part of
the original stream,
because it will be
awaiting a different
sequence number

However, the target
host will ignore this
SYN packet, as it
references an
already established
connection

The intent of this
attack is to get the IDS
to resynchronize its
notion of the
sequence numbers to
the new SYN packet
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Other Types of Evasion

Encryption '
If the attacker already
establishes an encrypted The attacker sends loads of
session with the victim, unnecessary traffic to
this results to be the most produce noise and if the IDS

does not analyze the noise
traffic, the true attack traffic
may go undetected

effective evasion attack

Flooding
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

) Countermeasures
Testing '

Detecting
Honeypots
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IP Address Spoofing

8
J Using this technique, the attacker gains an unauthorized access to a computer or a
network by making it appear that the message comes from a trusted machine by
“spoofing” the IP address of that machine
J To bypass the firewall, the attacker modifies the address information in IP packet header
and the source address bits field
Z
2  For example, lets consider three hosts A, B ot
and C | -
& Host Cis a trusted machine of host B Destination Address: 10.0.01 L u fosssnss > '--%&9'2'-1"-66 -
e Source Address: 10.0.0.2 .
2 Host A wants to send some packets to host B i
and A impersonates itself to be C by —) =
changing the IP address of these packets | = O -~ — & R
atare
2  When these packets are received, B thinks {=talel}
that these packets are from C, but actually Lo 1 Host C: Trusted Machine
they are from A
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Attacking Session Token Generatior
Mechanism

[ ] g _ sender of the packet designates

When these packets travel through the nodes in the network, each
router will check IP address of the destination and choose the next node
to forward them

In source routing, the sender makes some or all of these decisions on the 4
router

The figure shows the principle of the source routing but it is an optimal way, which makes the decision of
the next hop E

. “ : = ?_{b ..... i

Sender Destination

<

B D
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Tiny Fragments

The attacker uses the IP fragmentation technique to create extremely small fragments and force
the TCP header information into the next fragment

This may result in a case whereby the TCP flags field is forced into the second fragment, filters will
be unable to check these flags in the first octet thus ignoring them in subsequent fragments

Attackers hope that only the first fragment is examined by the filtering router and the remaining
fragments are passed through

This attack is used to avoid user defined filtering rules and warks when the firewall checks only
for the TCP header information

IP-3ar0JIOBOK MK=1, Fragment Offset=0
Source Port Destination Port
Sequence Number
Acknowledgement Sequence Number

Data Offset Reserved ACK Window

Checksum Urgent Pointer=0
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Bypass Blocked Sites Using IP
Address in Place of URL

| |

This method involves For example Host2ip can help If the blocking software
typing the IP address instead of typing you to find the IP can track the IP address
directly in browser’s www.Orkut.com, address of that sent to the web server
address bar in place of type its IP address blocked website the website could not be
typing the blocked to access Orkut unl:nlc::ked or accessed
website’s domain by using this method
name ) =

P .

.' — *

209.85.153.85 ONRUL weemicas

Attacker § s

ST

......

¥
!*"‘ n : T .
l I ! Orkut Login Page
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Bypass Blocked Sites Using
Anonymous Website Surfing Sites

I h

@ Many websites around the net enable | Here is a list of some of the proxy

to surf the internet anonymously. € 3 servers that can help you to unblock
2 Some websites provide options to the blocked websites:

encrypt the URL’s of the websites o @  http://www.anonymizer.com
2 These proxy websites will hide actual

[ S @  http://anonymouse.org

IP address and will show another IP

address, this could prevent the @  http://proxify.com
website being blocked thus allowing o,
to access them e @ http://www.dailybestlinks.com
O=[==. @  http://www.spysurfing.com
\ @  http://alienproxy.com
@  http://indianproxy.com
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Bypass a Firewall using Proxy Server

On the Tools menu of any Internet browser, go to LAN of Network Connections tab,
and then click LAN/Network Settings

R OO OTTTTTTTOTTY T TTTTTTTTTTTOO

3. Under Proxy server settings select the use a proxy server for LAN

4. Inthe Address box, type the IP address of the proxy server
5. Inthe Port box, type the port number that is used by the proxy server for client
connections (by default, 3080}

e T

6. Click to select the Bypass proxy server for local addresses check box if you do not want the
proxy server computer to be used when connected to a computer on the local network

D R

7. Click OK to close the LAN Settings dialog box
FEFEI TP TR RN PRV PR RPN SRR R RSB PN RSB I R R TR P RGP R P TR P F IR F RN R NIRRT R R BRI NP PR TR TR RI ORGP RSN PRRPIRRIERT RIS

8. Click OK again to close the Internet Options dialog box
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Bypassing Firewall through ICIVIP

Tunneling Method

It allows to tunnel a backdoor shell in the data portion of ICMP Echo packets

RFC 792, which delineates ICMP operation, does not define what should go in the data
portion

The payload portion is arbitrary and is not examined by most of the firewalls, thus any data
can be inserted in the payload portion of the ICMP packet, including a backdoor application

Some administrators keep ICMP open on their firewall because it is useful for tools like
ping and traceroute

Assuming that ICMP is allowed through a firewall, use Loki ICMP tunneling to execute
commands of choice by tunneling them inside the payload of ICMP echo packets

Wraps evil client command
in ICMP Echo packet -\
............................ > R ————

Unwraps command, executes it
. locally wraps output in ICMP Echo
Attacker Firewall packet and resends back to attacker Internet Client
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Bypassing Firewall through ACK

Tunneling Method

’ It allows to tunnel backdoor application with TCP packets with the ACK bit set

ACK bit is used to acknowledge receipt of a packet

Some firewalls do not check packets with the ACK bit set because ACK bits are supposed
to be used in response to legitimate traffic that is already being allowed through

Tools such as AckCmd (http://ntsecurity.nu) can be used to implement ACK
tunneling

Wraps evil client m
command in TCP packet Tems] =T

Unwraps command, executes it
locally wraps output in TCP
packet and resends back to attacker Internet Client

"
e
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Bypassing Firewall through HTTP

Tunneling Method

This method can be implemented if the target company has a public web server with port
80 used for HTTP traffic, that is unfiltered on its firewall

Many firewalls do not examine the payload of an HTTP packet to confirm that it is legitimate
HTTP traffic, thus it is possible to tunnel traffic inside TCP port 80 because it is already allowed

Tools such as HTTPTunnel (http://www.nocrew.org) use this technique of tunneling
traffic across TCP port 80

HTTPTunnel is a client/server application, the client application is called hte and the server
is hts

Upload the server onto the target system and tell it which port is to be redirected
through TCP port 80

Wraps evil client commandin  §
payload of HTTP packet = [
G e, WA X

Unwraps command, executes it
: locally wraps output in payload of HTTP .
Firewall packet and resends back to attacker Internet Client
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Bypassing Firewall through External

Systems

Legitimate user works with some external system to access the
corporate network

Attacker sniffs the user traffic, steals the session ID and cookies

Attacker accesses the corporate network bypassing the firewall

and gets Windows ID of the running Netscape 4.x/ Mozilla
process on user’s system

b

o u

Attacker then issues an openURL() command to the found
window

User’s web browser connects with the attacker’s WWW server

Attacker inserts malicious payload into the requested web page

(Java applet) and thus attacker’s code gets executed on the user’s
machine

Corporate Network

Canified Ethical Hacker

http:

Legitimate User
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Bypassing Firewall through
MITM Attack

1. Attacker performs DNS server poisoning User A accesses the attacker’s malicious server
e,

. Attacker connects with the real host and tunnels the
user’s HHTP traffic

@ o

User A requests for WWW.juggyboy.com to the
corporate DNS server :

—

6. Attacker inserts malicious payload into the requested
web page (Java applet), and thus attacker’s code gets
executed on the user’s machine

3. Corporate DNS server sends the IP address
(127.22.16.64) of the attacker

Corporate Network

Juggyboy Server
192.76.23.14

Malicious server Attacker
127.22.16.64
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

) Countermeasures
Testing '

Detecting
Honeypots
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Detecting Honeypots

-

Attackers can determine the Attackers craft malicious probe
presence of honeypots by packets to scan for services such
probing the services running as HTTP over SSL (HTTPS), SMTP

on the system over SSL (SMPTS), and IMAP

over SSL (IMAPS)

lnclude R : Port.s that sh-ow a particular
service running but deny a three-

= Send-safe Honeypot S
o way handshake connection

= Hunter s
indicate the presence of a
= Nessus
) honeypot
= Hping

Note: Attackers can also defeat the purpose of honeypots by using multi-proxies (TORs) and hiding their conversation using
encryption and steganography techniques

1
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Honeypot Detecting Tool: Send-Safe

s P * Send-Safe Honeypot Hunter 3.2.3
Seltings | Status | About |
Send-Safe Honeypot Hunter is a tool designed Prowylsts to check: [uip://192 168 0.2/myprowes. b £
a4 m . hitp://192 168.0.4/ et
for checking lists of HTTPS and SOCKS proxies : T
for "honey pots”
DOutpuit
¥ Vald prowies: [fp://192.168.0. 3/good 4 J
@ [ Faled provies: [C:\Program Fies\Send Safe HoneypotHunterfaled bt . |
Features: vV Honeypols: [E:\.PlogtamFﬂes\‘Send-ﬁale HoneppotHunterhoneppols. J
. . v Al thoneppots:  |ftpc/F192 168 0. 3/nohoneppots, but
@  Checks lists of HTTPS, SOCKS4 and SOCKSS5 proxies i e S bl
with any ports Options
I™ Useprosies: | J
2 Checks several remote or local proxylists at once - =
Nurnber of threads: [ﬁ) Listener IP; |192.168.01 El ™ emote
£ Can upload "Valid proxies" and "All except Connection timeout: 25 Client IP:  |192.168.0.1 x| I remote
honeypots" files to FTP SMTP Fort: |25
. . [ Wiite log ta fle Log levet |S-Detde:lLo-g |
2 (Can process proxylists automatically every F Chock t (301 e iy
- . . proxylist every minutes  FProxy tppe: -
specified period of time jauto =
2 May be used for usual proxylist validating as well ‘ Stait ‘

hrtp:/rwww.send-safe.com
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IModule Flow

-
z
IDS, Firewall and IDS, Firewall and Evading Evading

Honeypot Honeypot System IDS Firewalls
Concepts

Penetration Countermeasures Firewall Evading | Detecting
Testing Tools ' Honeypots
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Firewall Evasion Tool: Traffic 10Q
Professional

Traffic IQ Professional enables security professionals to audit and validate the behavior of
security devices by generating the standard application traffic or attack traffic between two
virtual machines o

’ r - _— -
i = [@ramciomo =loix)
‘E Fle  Help
|[ ; . Wit Tt S 77 Growps [0Y scan MEEE Promer '_v;“‘ Etor | 125, Racort > S sertngs
Traffic 1Q Professional can be used to = B 5 o o = o
= . Troffic Scan Lists
assess, audit, and test the behavioral ow £ Oown b ‘Seve || . Add L2 oty ) owlts | O Py (D) e O
H 2 - A
characteristics of any non-proxy packet- > KA NTTP Bodbie A DIL Conman 198 1005100 :
. . . . . . u 1921681100 102¢ HTTP Blus Coat Systems WirPaoy. 1921682 100 a0 Unknown 000000 0
filtering device including: 6 192164110 104 MITP CochemaySha iwiea2i00 2 Unbrown 000000 0
‘ BE) 1521631100 102¢ HITP Cat32 change ademn passw. 1921682100 0 Unknown 000000 ©
Bg 1921631100 1024 HITP coni2 chort st S ke 1R 1582100 20 Srb.rcweny 000000 0
. . . = 1921621.100 1024 le S S 2 100 | Urdrower 00000 0
‘: Apphcatlon layer flrewalls BE) 1521821100 102¢ 2100 7] 000000 ©
B8 19w m 104 2100 m monm 0
88 1321531100 1024 HITP Cco Catabst 350034, 100 = 000000 0
& Intrusion detection systems | |||B8 20000 10 HITP CacolOSHTTPAuR Seedl  [2100 @0 000000 0
s BE) 1321681.100 1024 HTTP Cico 105 Rowter Denw ) 000000 0
BE&) 1521631100 1024 HTTP Ciaco 105 Soltwae NIE oNe ' oM 0
5 A B 1321831100 1008 HTTP COM Otyoct Instartioion Me.,. 192 16 0008 % 000000 0
& Intrusion prevention systems B& 1921631100 1006 HTTP ELOG Web Loghook anach 122 16 [T 0000 0
B8 1161100 100 HTTP eSignal Remote STREAMD. 15016 Decrecmet. 0 0000 0
25 1521631000 102 HTTP 2rmtwcek HTTP Request 8. 13216 000 0
& o "W iaeaa.-as s ——— - PN - we o Chenge Values » Internal I Address ssan a
£ Routers and switches A St Extend 1 Addess o
Adapter Stotus | N ] Packet Stahs
Inteenal Machre External Machne
3Com NC ﬁ Realteh NC
57 oaasts cortzn D7 sans ektd
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Firewall Evasion Tool: tcp-over-dns

=

@

tcp-over-dns contains a special dns server and a special dns client. The client and server
work in tandem to provide a TCP (and UDP!) tunnel through the standard DNS protocol

d main:
main:
main:
main:

A main:
main:

¢ Command Prompt - java -jar tcp-over-dns-server.jar --domain -

. ——FfForwarc ot 22
tcp-over—dns-server starting
Hosting domain: e it

DNS listening on: /8.08.0.8:53

Forwarding to: ~127.8.8.1:22
HMIU: 1568

Log level: 3

©

~forward-p.. [{[=] E3

step-over—dns-1.8>java —-jar tcp-over—-dns-server.jar ——domain dnstunnms

up
ahds

http://analoghlit.com
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% Covert TCP ' N m Snare Agent
- = http://www.firstmonday.dk R http://www.intersectalliance.com
ol T
A AckCmd j Your Freedom
S ! http://ntsecurity.nu ;— http://www.your-freedom.net
"'m  Tomahawk * .  TCPOpera
http://tomahawk.sourceforge.net - j http://www.csif.cs.ucdavis.edu
—_—
— # Traffic1Q Gateway ™
http://www.karalon.com
————

Atelier Web Firewall Tester

http://www.atelierweb.com

E=
http://ceh.vn
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Packet Fragment Generators

£3 Blast :?.% MGEN Toolset
=\ http://www.foundstone.com oo http://cs.itd.nrl.navy.mil
— 855
© \, Ettercap & Net::RawlP
= http://ettercap.sourceforge.net N, — http://search.cpan.org

hping2 | SING
http://www.hping.org % http://sourceforge.net
R —
Libnet 'ﬂ, j] Nconvert
http://libnet.sourceforge.net A — http://www.xnview.com
\
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

) Countermeasures
Testing '

Detecting
Honeypots
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Countermeasures

Administratively shut down a
switch port interface associated
with a system from which attacks
are being launched

Look for the nop opcode other
than 0x90 to defend against the
polymorphic shellcode problem

Perform "bifurcating analysis", in which the
monitor deals with ambiguous traffic
streams by instantiating separate analysis
threads for each possible interpretation of
the ambiguous traffic

Maintain security vulnerability
awareness, patch vulnerabilities as
soon as possible and wisely choose
the IDS based on the network
topology and network traffic received

Generate TCP RST packets to tear
down malicious TCP sessions, or issues
any of several available ICMP error
code packets in response to malicious
UDP traffic

\ [nteract with the external firewall or
| router to add a general rule to block

" all communication from individual IP

addresses or entire networks

Copyright © by EG-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

S B
EeH NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere s CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Countermeasures

"traffic normalizer": r
Implem?nt 2 9 net-wg : . Ensure that IDSs normalize fragmented packets
forwarding element that attempts to eliminate .
2 ? and allow those packets to be reassembled in the
ambiguous network traffic and reduce the :
; : proper order, which enables the IDS to look at the |
amount of connection state that the monitor g o ) .
S information just as the end host will see it
must maintain

_ Maintain security vulnerability
Keep updating the IDS system awareness, patch vulnerabilities as

: soon as possible and wisely choose
and firewall software regularly the IDS based on the network

topology and network traffic received

Change the TTL field to a large value, ensuring that the end host always receives the packets. In

such case attackers cannot slip information to the IDS. As a result, that data never reaches the
end host, leaving the end host with the malicious payload
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Module Flow

IDS, Firewall and IDS, Firewall and Evading Evading
Honeypot Honeypot System IDS
Concepts

Firewalls

Penetration

) Countermeasures
Testing '

Detecting
Honeypots
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Firewall/IDS Penetration Testing

Firewall/IDS penetration testing is to evaluate the security by testing for ingress and egress vulnerabilities and
proper rule sets of the entire network with respect to the possibility of entry from an external location

,,:,'""" sesanensaan

To check if
firewall/IDS
properly enforces
an organization’s
firewall/IDS policy

i i

To check how
much information
about a network
is available from
outside a network

To check if
firewall/IDS and
components
within network
properly enforce
an organization’s
network security

policy

To check the
firewall/IDS for
potential breaches
of security that
can be exploited

How well does
the firewall/IDS
provide
protection against
externally
initiated attacks

To evaluate the
correspondence of
firewall/IDS rules
with respect to the
actions performed

To check how
effective is the
network’s security
perimeter

To verify whether
the security policy
is correctly
enforced by a
sequence of
firewall/IDS rules
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4

&

Perform port scanning technique to know the available ports that uniquely

(P

Perform banner grabbing technique to detect the services run by the firewall

i p"n identifies the firewalls
the target é

2 Perform firewalking technique to determine access information on the
.................... >§ \\V// firewall, when probe packets are sent
Firewall x i
: detected? ........... NO flrewa"
- il
v A |
Firewall N2 |
detected? : |

Perform Banner

..... %/ ... Firewall
detected?
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@ Iirewall Penetration Testing

(T

Perform IP address spoofing to gain unauthorized
access to a computer or a network

(F

Perform fragmentation attack to force the TCP
header information into the next fragment in order
to bypass the firewall

(F

Use proxy servers that block the actual IP address
and display another thereby allowing to access the
blocked website

Perform ICMP tunneling to tunnel a backdoor
application in the data portion of ICMP Echo
packets

(B

)

Perform ACK tunneling using tools such as AckCmd
to tunnel backdoor application with TCP packets
with the ACK bit set
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@ . Firewall Penetration Testing

(®

Perform HTTP tunneling using tools such as HTTPTunnel to tunnel the traffic across TCP
port 80

(¥

Gain access to the corporate network by sniffing the user’s traffic and stealing the session
ID and cookies

Findings

(T

Perform M-I-T-M attack in order to own corporate DNS server or to spoof DNS replies to it
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@ START - IDS Penetration Testing

Perform obfuscating technique to encode
attack packets that IDS would not detect but an

€

A 11S web server would decode and become
: attacked
Perform Insertion Perform & Perform false positive generation technique to
x create a great deal of log "noise” in an attempt
Attack Fragmentation Attack to blend real attacks with the false
A

(6

: Perform session splicing technique to stop the
A4 : IDS by keeping the session active for longer
time than IDS will spend on reassembling it

Implement Evasion Perform Unicode - _ ' .
Technique Evasion Technique = Perforr_n lUnlcoc.ie evasion techm.que to evade
IDS as it is possible to have multiple
: A representations of a single character
v 2 Perform fragmentation attack with IDS
: B e fragmentation reassembly timeout less and
Perform Denial- e " more than that of the Victim
of-Service Attack Splicing Technique
: A
Y :
Obfuscate or Encode » Perform False Positive
the Attack Payload Generation Technique
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Perform Overlapping
Fragments Technique

<

v
Perform Time-To-
Live Attack

v

Perform Invalid RST
Packets Technique

v

Perform Urgency
Flag Technique

\ 4

Perform Polymorphic
Shellcode Technique

IDS Penetration Testin

Perform Pre
Connection SYN Attack

A

Perform Post
Connection SYN Attack

A

Perform encryption and
flooding Techniques

A

Perform Application-
Layer Attack

A

Perform ASCII
Shellcode Technique

-t

®

(F

(£

41

(E

(E

Perform overlapping fragment technique to craft a
series of packets with TCP sequence numbers
configured to overlap

Perform invalid RST packets technique to evade
detection by sending RST packets with an invalid
checksum that causes an iDS to stop processing the
stream

Perform urgency flag evasion technique to evade IDS
as some |DSs do not consider the TCP protocol's
urgency feature

Perform polymorphic shellcode technique to hide the
shellcode by encrypting it in simplistic form that is
difficult for IDS to identify that data as a shellcode

Perform ASCII shellcode technique to bypass IDS
pattern matching signatures because strings are
hidden within the shellcode as in polymorphic
shellcode

Perform application layer attacks as many IDSs will
have no way to check the compressed file format for
signatures

Establish an encrypted session with the victim or
send loads of unnecessary traffic to produce noise
that cannot be analyzed by the IDS
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a

Intrusion Detection Systems (IDS) monitor packets on the network wire

{ |

and attempt to discover if an attacker is trying to break into a system

System Integrity Verifiers (SIV) monitor the system files to find when an intruder changes. Tripwire
is one of the popular SIVs

Intrusion detection happens either by anomaly detection or signature recognition or Protocol
Anomaly Detection

Firewall is a hardware or software or combination of both designed to prevent unauthorized
access to or from a private network

Firewall is identified by three techniques namely port scanning, banner grabbing, and firewalking

Honeypots are programs that simulate one or more network services that are designated on a
computer's ports

In order to effectively detect intrusions that use invalid protocol behavior, IDS must re-implement
a wide variety of application-layer protocols to detect suspicious or invalid behavior

One of the easiest and most common ways for an attacker to slip by a firewall is by installing
network software on an internal system, that uses a port address permitted by the firewall's
configuration pp— )
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Quotes

L As we've come to realize, the idea that security starts and ends
with the purchase of a prepackaged firewall is simply
misguided. J

-Art Wittmann,
Managing Director,
Informationweek Analytics
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