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Cyberattack Against -
WikiLeaks Was Weak WHAT?? foU'RE PUBLISHING

CONFDENTIAL AFGHANISTAN

S e
WikiLeaks’ main web WAR DocuMENTS 77 BUT...

address and its “cablegate”
site were unreachable as the
organization’s media
partners published their first
analyses from a massive
trove of a quarter-million
U.S. diplomatic cables
Sunday afternoon. Hours
earlier, WikiLeaks wrote on
Twitter: “We are currently
under a mass distributed
denial-of-service attack.”

“The traffic that we’re
looking at going to the But Arbor Networks, which analyzes malicious network traffic crossing the
network where WikiLeaks internet’s backbones, reports that the DDoS generated between 2 and 4 Ghps of
was hosted at the time the disruptive traffic, slightly above the average for all DDoS attacks, but well below
B the peak 60 to 100 Gbps consumed by truly massive attacks against other

igs per second, so 2to 4 )
gigs zn tp of thatiis not websites over the last year.

much”

-Jose Nazario, Senior Security Researcher, Arbor. http://bbertotech.com
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Module Flow
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What is a Denial of Service Attack?

.J Denial of Service (DoS) is an attack on a computer or network that prevents legitimate use
of its resources

) In a DoS attack, attackers flood a victim system with non-legitimate service requests or
traffic to overload its resources, which prevents it from performing intended tasks

p Malicious Traffic

Malicious traffic takes control over all the
: available bandwidth
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What are Distributed Denial
of Service Attacks?

Loss of
Goodwill

=)
Y

Financial
Loss

T =
e
B
S’
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DoS Impact

S,

A distributed denial-of-service
*) (DDoS) attack involves a
multitude of compromised
systems attacking a single target,
thereby causing denial of service

Dicakiled for users of the targeted system

Organization To launch a DDoS attack, an
‘ > attacker uses botnets and
attacks a single system
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How Distributed Denial of Service
Attacks Work?

_ Handler infects a large |H! ‘[.!"-'—‘11
. number of computers -, — —
3 over Internet

] |

Zombie systems are instructed to

@ attack a target server
s
g
% »

g
) g
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Attacker sets a
handler system,+*"

ﬁ @ Handler
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Attacker @

Handler
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Symptoms of a DoS Attack

Unavailability of a *
particular website :

Unusually slow
network
performance

Inability to
access any
website

Dramatic
increase in the
amount of spam

. emails received
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Cvyber Criminals

Cyber criminals are increasingly being associated with organized crime syndicates to take
advantage of their sophisticated techniques

There are organized groups of cyber criminals who work in a hierarchical setup with a
predefined revenue sharing model, like a major corporation that offers criminal services

Organized groups create and rent botnets and offer various services, from writing
malware, to hacking bank accounts, to creating massive denial-of-service attacks against
any target for a price

pele s = = Sl A—
| According to Verizon's 2010 Data Breach Investigations Report, the majority of breaches

i L,
l ﬁ were driven by organized groups and almost all data stolen (70%) was the work of
“ criminals outside the victim organization

The growing involvement of organized criminal syndicates in politically motivated cyber
warfare and hactivism is a matter of concern for national security agencies
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Organized Cyber Crime: Organizational
Chart

Criminal Boss
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Internet Chat Query

) . ‘ 11111111 HE3
-J 1CQ s a chat client used to chat with people ; — —
J It assigns a Universal Identifier Number (UIN) that identifies the Al LEER1
user univocally among other ICQ users AN LEER 2
6] LISER 3
-J When an ICQ user connects to the Internet, his ICQ wakes up
and tries to connect to the Mirabilis server (Mirabilis is the
company which developed ICQ), where there is a database
containing all ICQ users' information
J At the Mirabilis server, ICQ searches for the requested UIN
number inside its database (a kind of telephone directory), and
updates its information b
IE System
- Now the user can contact his or her friend because 1CQ knows &L A Find Users [
the IP address IC:%' gohww

1CQ connects the

User connects to the ICQ Server user to his/her friend

Both start communicating .
using ICQ
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Internet Relay Chat

(IRC)

1 . Internet Relay Chat (IRC) is a system for chatting that involves a set of rules
and conventions and client/server software

N

N It allows direct computer-to-computer connections for easy file sharing
between clients

" Afew websites (such as Talk City) or IRC networks (such as Undernet) provide
servers and assist users in downloading IRC clients to a PC

3

-~

4\\ After the user downloads the client application, he or she can start a chat group
(called a channel) or join an existing one

\ Popular ongoing IRC channels are #hottub and #riskybus. The IRC protocol uses
Transmission Control Protocol (you can IRC via a Telnet client), usually on port 6667
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Module Flow

DoS/DDoS

DoS/DDoS
Concepts

Attack :
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DDoS Case Ros/DDos Counter-
. Attack
Study _ _ V- measures
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DoS/DDoS | DoS/DDoS |
Protection | | Penetration |
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Service ain ICMP Flood
Request Flooding Attack
Bandwidth Floods Attack

Attacks £

Permanent
Denial-of-
Service Attack

Application-
Level Flood
Attacks

Peer-to-Peer
Attacks
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Bandwidth Attacks

When a DDoS attack is launched, flooding a
A single machine cannot make network, it can cause network equipment
enough requests to overwhelm e «===» such as switches and routers to be
network equipment; hence DDoS = overwhelmed due to the significant

<

attacks were created where an " : . R statistical change in the network traffic
attacker uses several computers

to flood a victim

Attackers use botnets and carry out ! Basically, all bandwidth
DDoS attacks by flooding the €r==s===rssssesed

» is used and no
network with ICMP ECHO packets

bandwidth remains for
legitimate use
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Service Request Floods

r g T,

Service request flood w
attacks flood servers
with a high rate of

connections from a valid
source

An attacker or group of
zombies attempts to
exhaust server resources
by setting up and tearing
down TCP connections

It initiates a request
on every connection

L
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SYN Attack

The attacker sends a fake TCP SYN requests to the
target server (victim)

The target machine sends back a SYN ACK in
response to the request and waits for the ACK to
complete the session setup

e et

The target machine does not get the response
because the source address is fake

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

 E— :
http://ceh.vn g FH NEW S 6 T _Tomwmr http://i-train.com.vn
senen S e - CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




SYN Flooding

& SYN Flooding takes advantage of a flaw in
how most hosts implement the TCP three-
way handshake ‘

& When Host B receives the SYN request c—)
from A, it must keep track of the partially-
opened connection in a "listen queue" for

R g e

at least 75 seconds ¢ P
& A malicious host can exploit the small size c—3 \{‘:N
of the listen queue by sending multiple SYI\I\ o SYN Flooding

SYN requests to a host, but never replying \

~ -
-~ -~
- -~

s T
]

network for at least 75 seconds can be
used as a denial-of-service attack

- - - S ~‘~~ -*~~
to the SYN/ACK — = _Y_Ai e ~~f
. . ; . . . % : SYN = ~~~~~ ~~-~~~~‘~ :
& The victim’s listen queue is quickly filled ¢ 3 . g Sy e
I . ~—— ~~‘~~~ 1
Up E -~ ~\~~~ ~*E
. s : T
& This ability of removing a host from the .&. ' ~~ai
i
I
1
]
°
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ICMP Flood Attack

_J ICMP is a type of DoS attack in which ﬁ
perpetrators send a large number of A
packets with fake source addresses
to a target server in order to crash it The attacker sends ICMP

and cause it to stop responding to Attacker ECHO requests with spoofed

Target Server

TCP/IP requests ) source addresses .
_ : ECHO Request E
_J After the ICMP threshold is reached, q ................................................. > :
the router rejects further ICMP echo : ECHO Reply :
reguests from all addresses in the Crrrerrrnrnan s
same security zone for the ! ECHO Request :
remainder of the current second and E .............................................................. )2 E
the next second as well ECHO Reply :
: {............................ E

. - aximum limit of ICMP Echo R;ques:s pe_r S:C'_(;O"Id-_}"'"""" e
f . ECHORequest . . . . . . ... o
{ ECHORequest . . . . o B
T Legitimate ICMP echo request from an ];:. :

address in the same security zone
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Peer-to-Peer Attacks

© @ Using peer-to-peer attacks, attackers instruct clients of peer-to-peer file sharing hubs to @
discannect from their network and to connect to the victim's fake website

© Attackers exploit flaws found in the network that uses DC++ (Direct Connect) protocol, which
allows the exchange of files between instant messaging clients

LS

e © Using this method, attackers launch massive denial-of-service attacks and compromise websites o

@ ©

-

ﬂ
User5 i .(;).....E‘IE%E%T.réfﬁfe....
-7 W
< 00 - @,{
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Permanent Denial-of-Service Attack
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Permanent Da§, also known as phlashing, refers

to attacks that cause irreversible damage to
system hardware

Unlike other DoS attacks, it sabotages the system

b hardware, requiring the victim to replace or
reinstall the hardware

1. This attack is carried out using a method known as
“hricking a system”

2. Using this method, attackers send fradulent
hardware updates to the victims

Sends email, IRC chats, tweets, post videos

] with fraudulent content for hardware updates
r— SEEEEEEEEEEEED ll.ll.lllllllll'll'.l'.}

.,-4
- * {IllllllllIIIIIIIlIIIIIIIIIIII-IIIIIIIIIIIIIIIIIIIII_ ‘.1

Attacker gets access to victim's v
Attacker ESmETE

Victim
(Malicious code is executed on
the victim's system)
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Application Level Flood Attacks

(Application-level flood attacks“ 4
result in the of
a particular network, such as
emails, network resources,
the temporary ceasing of
applications and services,

Gnd more J
/

destroy
programming source
code files

Using application-level flood attacks, attackers attempts to:

2  Flood web applications to legitimate user traffic

2 Disrupt service to a specific system or person, for example, blocking a user's access by

repeating invalid login attempts

bed
-

K Jam the application-database connection by crafting malicious SQL queries y

o
¢ ¥ v
Attacker g% - wane > _
Attacker exploiting application
: : source code .
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Module Flow

DoS/DDoS

DoS/DDoS
Concepts

‘ | Attack
| ’ &— . Techniques

Tools

DoS/DDoS
Botnets & DD;?]?SE Attack
(AR v

DoS/DDoS ¥ Dos/DDos
Protection | Y Penetration
Tools § ' Testing
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Botnet

_) Bots are software applications that run automated tasks over the Internet and perform
simple repetitive tasks, such as web spidering and search engine indexing

) Abotnet is a huge network of the compromised systems and can be used by an intruder to
create denial-of-service attacks

Bots connect to C&C handler u{ I u‘ , Bots attack a
and wait for instructions L ( 4 i 4'1“ target server
..................................... 0 .ed = N - 3 9.

) -
Attacker sends commands l

Bot Command & Control Center g2 e tots trough CAC u |H| ! Target Server
A - ’

Sets a bot :

C&C handleé u /M| u ﬂ

®) e > )

Zombies
.......... - L : ° A
Attacker infects . :
a machine T~ VR SRS aua NS s e :
Victim (Bot) 'e Bot look

s for other vulnerable systems
and infects them to create Botnet
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Propagation Technique

Cybercrime Related IT Operations

Al R —— @)-
/ : } v
‘ Toolkit and Control ‘
\ Database I Center [N SN . ........cccocerucannnnanns
Attackers S Y

- Criminal

Trojan upload stolen

o~ data and receives
o commands from
command and control

center

Malicicus
Affiliation

\

™ Crs

ol G St O Ll

| Victims )

Legltmate \ 4
Compromised Websites
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Botnet Ecosystem

Malicious

o N

Scan & ¥ G5 5| Site

s L\a &'\'o‘\\?“&"/ }4 .................... %
s ¥ Lo N /’ :

? . \\\)\oo" R\ :

Zero-Day
Market

. 4 \4  ~e— E
. o . ”\ ="\ B
- » Do <°°£ e :
A Bot:et M L ————— Licenses : (,&6 6\6@' —_— :
. Market S i DR
: Botnet MP3, DivX : g“_‘ T :
V4 o4 Financial .
V4 ETIRTILIIL & «+==» Diversion .
e : / \  pata .L“"
“-.........p PTTTTTIT ’k J Theft - é E
: = \\%. /“, E g E E
Owner : ‘\\ Crimeware Toolkit Trojan Command ; Email . G
C&C \\\ Database and Control Center g et | = ,
: Aernaranransansesh bt K| sonans :
v ’7(_44 % I' 'd ! ,"......'.....'-.'-.....-
S u.. Client-Side . - Spam Redirect
*., Vulnerability : :
SEassEEsEERRsRERAN. v E Mass Mailing
; :............(...............
Malware Market SR v B
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Botnet Trojan: Shark

“ shark 3.1 fwb++

shark  Deskiop Preview IRC-Chat Website
D [ | ountry Username | PC Name [os CPU [ Ram [ 1de [ version |
127.0.0.1 [ 192.168.190.129 Unded St... ECC-27¥FS3... zrozvbe | 12ssmp  J0o:00:00 ]300 Jms |

Command Control Center

- —
“% New Server - [Server2] R @
o Basic Settings = =
[ Server Installation Servername: |Server2
&, Start Up e
1 tnstal Everss Server Password: | pLwlyQiGEqlplitdmAD
{ Bind Fles
[9:46:35 AM) Initialaing Chert... Y
[9:46:35 AM] Listering on Port: 60123 © Blackist Connection Interval: — |
[9:46:38 AM] shark 3.1 fwb++, Last Compded: 30.03.2008 {1 Anti Debugging Cre e e e B e e Re g
[9:46:38 AM) Updatecheck. .. ’ Steatth 4 seconds
[9:46:40 AM] News Version avalable: [ <!+~ turing_custer_prod X
[9:50:25 AM] * New Server: 127.0.0.1 - Server1 (Hachers D E +# Firewall Bypass .
W Liteserver vV Enable offine keylogger with maximum logsze of (1000 ¥Byte (0 = Unimited)
) Advanced
Summary
Cormple SIN-Addresses:
shrk 3.1 fwb++ 1 L | Port | status ‘ | add '
oo |
| Clear
| testhosts |
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Poison Ivy: Botnet Command Control Center

v Poison lvy

New Server
Connection

DNS/Port

10:

Password

[ Socksd

DNS/Port

[ swtp

Active s Koy
Installation

Filename:

[ Copy fie to

PI_server] exe

[CIMen
[[] Kegtogger

Version2.1,4 \Comnections k B;l;ixSelhngs AStats /M;

Iy

3
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123[121,0.0.1] - Poison Ivy.

Regedk | Windows List | Process Manager | Sennce Manager | Passwwed List

Display Naere Service Name

9 Abeosdik Abicadsk

R 2bp 1005 40008

RoMerosch 0P ALK

R AcPiEC ACPIEC

S adoul60m a0 60w

R Microsclt Kemel  as0

Ry arr AFD

R vl AGPBusFi agpis
Aha154x
acTal
achie
Abeite
ALG
Alide

Apphigat

R Standad IDE/E

R Ak

axkhd

Pat

syslem32\divers\sec. oys
. P 5

CAWINDOWS  system 324 vl
CAWINDOWS\System32isig eve

CAWINDOWS \system32\svchas

wslend2\DRIVERS \agynemec. iys

end\DRIVERS \otmarpe. sys
INDOW? ce P

Rellay | Active Ports

Descsption

AFD Networking Su

Nutfies sebouted we.
Prowvdes support for

Provides software in

RAS: Agynchecrous

ATM ARP Clent Prot

Manage: audo dev

Packet Andlyrer - Remote Shedl - Screen Caphue - 'Webcon

Type
Dewce D
Covice D
Device Dy
Devce Dn
Device D
Device Dii
Device D
Devie
Device Di
Devce Dui
Devica Dil
Shaed Ser
Standerd S
Device Dit
Device Dii
Shaed Ser
Device Dul
Device Dui
Device D
Device Dii
Devica Dit
Uewice Un
Device Du
St

Status
STOFPED
sTorPLo
RUNNING
STOFPED
STOFPED

STOFPED
STOFPED
STOFPED
STOPPED
STOFPED
STOPPED
STOFPED
STOPPED
STOFPED
STOFPED
STOPPED
STOPPED
RUNNING
SI0FED
STOFPED
FUNNING

RUNNING

Startup Type
Dsabiled

Logonas

NT AUTHORITY \LovalSen
NT AUTHORITY\LocalSer

LocalSystem

http:

i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

All Rights Reserved. Repro

Copyright © by EG
uction is Strictly Prohibited.




J PlugBot is a hardware botnet project

Botnet Trojan: PlugBot

It is a covert penetration testing device (bot) designed for covert use during physical penetration tests

ﬁ Dashboard . DropZone
i @, Live Search, Dashboard

Mianags Jobs

& Account

Hilo ADMIH | La#i3 Logs | Settings | Logout

& Settings
Botnet Statistics

ﬁ Help
ADpliCATIONS

. = Panding Jobs
Mumﬁ-\m:

& Add Job

Cuick View
Complated Jobs. + Installed Apps
Agd App
Bots

Managa Bots

PlugBot Statistics
T Ao Boy

Shiwn bl oW B8N0 SOME quUIKK SEANS G0 YO
et

Stacistics

Bots: 2

»  Jobs Pending: 0
= Jobs Complatad: 0
=  Check-Ins: 14636
l Confenence Acom Bot Lobby Bat
http://ceh.vn (il EH NEXW S

http://theplugbot.com
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Module Flow
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DoS/DDoS
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Attack |
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DDoS Case Dos/DDos Counter-
Attack
Study S _ y ‘measures
Tools
DoS/DDoS | DoS/DDoS |
Protection | Penetration |
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WikiLeaks
Operation Payback

A loosely connected group called Anonymous is known
for a series of attacks that it dubbed "Operation

Payback"

Internet Relay Chat (IRC) rooms are used to tell the
botnet which targets to hit, and members have been
congregating in the notorious "/b/" forum on the
4chan message board site.

The IRC server used - irc.anonops.net

One anonymous "hactivist" wrote on the 4chan forum:
"The longer we fire MasterCard, the better." Another
urged: "Keep attacking, let's make it a war, not a battle
like what usually happens."
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DDoS Attack

Attacker Releases Low Orbit lon
Cannon (LOIC) Tool on the Web

....................................................................... >

*_ Volunteers connect to IRC
0 channel and wait for web.server
¥ instruction from attacker Hosting LOIC
. DDoS Attack _— Y eeenr
1 finisscaccanies 2\ s
. 3' \/\ """" g
= Volunteer

€ Go gle > g

Hackers advertise LOIC tool
on Twitter, Facebook,
Google, etc.
Volunteer

e

E=
http://ceh.vn f'
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DDoS Attack Tool: LOIC

;' Low Orbit lon Cannon | U dun goofed | v.11.09 ool @ @
] ' RL Lock on
" Stop flooding
’ 0 P Lock on
G .\\' Selected target
85. 1 1 6. 9 ] 83
T e TTP Subsic Append random chars to the URL TCP/ UDP message
U dun goofed
This tool was used to bring down Paypal, and mastercard websites
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Denial of Service Attack Against
5 , and

.J Attacks against Visa and Mastercard knocked the
official websites of the two offline for a while and
resulted in problems for some credit card holders

- The attacks have been relatively small so far,
mustering less then 10 gigabits per second of
traffic

J It took just 800 computers to take down
MasterCard and 1,000 to take down Visa (10GB of
data per second). LOIC tool is a voluntary botnet

that connects to a remote server that direct the
attacks. Currently, there are 40,000+ people Mas(@
connected to the botnet. : V'SA
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Hackers Advertise Links to Download Botnet
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Module Flow

DoS/DDoS

DoS/DDoS
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Attack |
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DoS Attack Tools

.* DOSHTTP 2.5.1 - Socketsoft.net [Evaluation Mode] x| ’ =10 x|
Fle Options Help
; Hostname or IP-address:
DOSHTTP | fiwm.oosbos S
. - . X t
HTTP Flood Denial of Service (DoS) Testing Tool \ Port Thesde op
Target URL o ? ! I I
192.168.168.97 | : -
User Agent Status: | Connecting to 118.215.252.59.80 ...
IMozdle/S 0 (compatible; MSIE 7.0a; Windows NT 5.2; SV1) L] Connected: | 1174 = Peak: | 1174
Sockets Requests Connect J oK
ISOO :I IConhmous :] Verify URL I Stop Flood Close | Disconnect: No error
Lega! Discaimer hitp-//'www socketsoft net Multisystem TCP Denial of Service Attacker [Build #12)
- - Coded by Yarix (yarix@tut by) hitp: //yarix by, i/
| Running... | Requests: 1 | Responses: 0

! : st Sprut

TYVEVY
0

Target Server
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http:

DoS Attac

BUDI0S

Your IP; (Dont DoS yowrsel!

Stort the Attack—> |

After indiab 05 attatk, please wail wh

PHP DoS

Ik Tools

" Broadcom NetUnk (TH) Gigabit tthernet Driver - Wireshark = = (=] P35}
Ble Edt ¥ew Go Captwe Anshre Statstcs Tekephony ook Hep
= HRES| Qs DT E|EE QA0 ¥R E| B
Fiter: I ¥  Expression... OCear Apply
:I" [ L] I L”'mf 3 Decrypton Keys. .

No. |Time Source [ Destration | Protocal |indo Al

& 2. 1681887 )36 5. F6 U1 3 UbP Source port: 17795 Destination po
08182 165.289717 192.168.168.7 192.168.168. 32 b Fragmented 1P protocol (proto=uce
08183 165.289838 192.168.168.7 102.168.168.32 P Fragmented IP protocol (proto=uoe
08184 165.289968 192.168.168.7 192.168.168.32 IP Fragmented IP protocol (proto=upe
08185 165.290090 192.168.168.7 192,168,168, 32 4 Fragmented IP protocol (proto=uoe
08186 165.290211 192.168.168.7 192.168.168.32 IP Fragmented IP protocol (proto=uoe
08187 165.290271 192.168.168.7 192.168.168.32 uop Source port: 17795 Dpestination po
0B188 165.290403 192.168.168.7 192.168.168.32 P Fragmented IP protocol (proto=ude
08189 165.290523 192.168.168.7 192.168,168. 32 P Fragmented IP protocol (proto=uce
08190 165.290733 192.168.168.7 192.168.168.32 P Fragmented IP protocol (proto=udP
08191 165.290776 192.168.168.7 192.168.168, 32 4 Fragmented IP protocol (proto=uoe
05192 165.290896 192.168.168.7 192.168.168.32 p Fragmented IP protocol (proto=ucP
08193 165.290947 192.168.168.7 192.168,168.32 uoP Source port: 17796 Destination po
08194 165.291091 192.168.168.7 192.168.168.32 IP Fragmented IP protocol (proto=udce
08195 165.291210 192.168.168.7 192,168,168, 32 1P Fragmented IP protocol (proto=-uoe
08196 165.291330 192.168.168.7 192,168,168, 32 Ie Fragmented IP protocol (proto=upe
08197 165.291452 192.168.168.7 192.168.168. 32 P Fragmented IP protocol (proto=-uoe =
08198 165.291582 192.168.168.7 192,.168.168.32 IP Fragmented IP protocol (proto=uoe
08199 165.291633 192.168.168.7 192.168.168.32 voP Source port: 17796 Destination po:_j
ABAAA S EE AAITEE 1A S40 140 T A% 240 2 €0 3 ~— e v BT [ Sy A T
| | 4|
= Frame 674153: 1514 bytes on wire (12112 bits), 1514 bytes caprured (12112 bits) -
+ etherner II, Src: Elitegro.22:2d:5f (00:25:11:22:2d:5f), pbst: pell_fd:86:63 (ad:ba:db:fd:86:63) j
s Internet Protocol, Src: 192.168.168.7 (192.168.168.7), Dst: 192.168.168.32 (192.168.168.32)
+ Data (1480 bytes) ;I
0000 a4 ba db fd 86 63 00 25 11 22 2d 5T 08 00 45 00 esCe® o ~esEe :,
10010 05 dc ab 21 22 2b 80 11 96 4b c0 a8 a8 07 <0 a8 A% oK o
10020 a8 20 58 S8 58 58 58 S8 S8 58 58 58 S8 58 58 S8 . 20000 200000
D030 S8 S8 58 58 58 58 58 58 58 58 58 58 58 58 58 58 OO0 XSO
0040 S8 S8 58 58 58 58 58 58 S8 58 58 58 58 58 58 S8 200000 30OOOOOK .'J
NSNS0 S8 S8 K9 S0 0 S0 €9 S0 S@ T¢ K8 $8 S8 S0 €0 vvvvvwvy vvvvwwww
@ | Fie: "C: \sers\ADMBN ~ 1\ AppData Vol Temp), | Packats: 802763 Displayed: 802763 Marked: 0 Dropped: 953 Profile: Defauit

Traffic at Victim Machine
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Module Flow

DoS/DDoS

DoS/DDoS
Concepts

Attack
Techniques

DoS/DDoS
Attack | Counter-
measures
Tools b, A
DoS/DDoS ¥ Dos/DDos
Protection | Y Penetration
Tools § ' Testing
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Detection Techniques

@ @

.J Detection techniques are based on identifying and discriminating the
illegitimate traffic increase and flash events from legitimate packet traffic

J All detection techniques define an attack as an abnormal and noticeable
deviation from a threshold of normal network traffic statistics

Changepoint Wavelet-based
Detection Signal Analysis
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Activity Profiling

aunEwy
et eay
.

*

** £y

It is the average
packet rate for a

An attack is indicated by: network flow, which

. : - o consists of

» Anincrease in activity B keate
levels among clusters 3

» Anincrease in the
overall number of

L.
b1

Activity profile is
obtained by
monitoring the
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Analysis

'3 -
Wavelet analysis
describes an input signal
in terms of spectral

> CTEe Wavelets provide for
concurrent time and

frequency description

components

\, e

3 \
Analyzing each spectral They determine the time
window’s energy A : at which certain
determines the : : frequency components
presence of anomalies S are present

\ V.
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They initially filter the target traffic data by address, port, or
protocol and store the resultant flow as a time series

deviations in the actual versus expected
time series

" It can also be used to identify the typical scanning activities of the

network worms
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DoS/DDoS Countermeasure
Strategies

—

> ®
e &

Absorbing the attack Degrading services Shutting down the
o I services
U iti it Identi itical i
se additiona ca.xr_aaa y entify critica fst?rwces Shut downali s
to absorb attack; it and stop non critical : 2
requires preplanning services services until the attacs
i has subsided

It requires additional
resources

(L))
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DDoS Attack Countermeasures

Deflect
attacks

Mitigate
attacks

Neutralize
handlers

Prevent
potential
attacks

Protect
secondary
victims

Post-attack
forensics
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DoS/DDoS Countermeasures: Protect
Secondary Victims

An increased awareness
of security issues and

j ST N e Disable unnecessary services,
prevention techniques : - AL
y " : uninstall unused applications,
Install anti-virus and S ol intomet usern ﬁj‘f and scan all the files received
anti-Trojan software and  «-........, ; yr— from external sources
keep these up-to-date v SR

Configuration and regular updates of built-
in defensive mechanisms in the core
hardware and software of the systems
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DoS/DDoS Countermeasures:

Network Neutralize Spoofed
Traffic Analysis Botnet Handlers Source Address

Study of communication There are usually few There is a good

protocols and traffic DDoS handlers deployed as probability that the
patterns between compared to the number spoofed source address
handlers and clients or of agents of DDoS attack packets
handlers and agents in Neutralizing a few handlers will not represent a valid
order to identify the can possibly render source address of the
net'work nodgs that might multiple agt_ents useless, specific sub-network

be infected with a handler thus thwarting DDoS

attacks
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DoS/DDoS Countermeasures:
Detect Potential Attacks

ER !
& 01
_:.i"’#f"\ lmv
i - ] ¢

—_—

@ @ @ © ~ @
Ingress Filtering Egress Filtering TCP Intercept
s ™
Protects from floodin 2 Scanning the packet 2 Configuring TCP
headers of IP packets Intercept prevents
leaving a network DoS attacks by

intercepting and
validating the TCP
connection requests

(2 Egress filtering ensures
that unauthorized or
malicious traffic never
leaves the internal
network
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DoS/DDoS Countermeasures:
Deflect Attacks

. Fle View Sconarn Melp
) Systems that are set up with 23R AR
limited security, also known as B JAERRI AN 8=
Honeypots, act as an > el
. o 22 SSH - Recent Activity
enticement for an attacker € 1 oot - et Actity
. ¢ slm -n:mmmy
) Serve as a means for gaining 3 €0 HTTP MG 115 -,
110 POPMS - H
information about attackers by § 7 wnseten
& 1024 NetSpy, 1
storing a record of their e i — e —— -
activities and learning what p famdurwivg | | I : e~ S
o oz e | 10 . 10 ralli--econgi RN
types of attacks and software 3&,....(..« womoB 3 o e
§ om el (N5 We 1P o . i
tools the attackers used . w e = hn mare e
, =k R = e e
J Use defense-in-depth approach - e o
o Tre w 00 Mg P eadhradCon
with IPSes at different network Gmen e 17 o s
points to divert suspicious DoS | e
traffic to several honeypots |
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DoS/DDoS Countermeasures:
Mitigate Attacks

Providers can increase the . This method sets up routers
bandwidth on critical connections that access a server with logic

to prevent them from going
down in the event of an attack

Replicating servers can provide
additional failsafe protection

Balancing the load to each server
in a multiple-server architecture
can improve both normal
performances as well as mitigate
the effects of a DDoS attack

to adjust (throttle) incoming
traffic to levels that will be
safe for the server to process

. This process can prevent flood

damage to servers

. This process can be extended

to throttle DDoS attacking
traffic versus legitimate user
traffic for better results
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Post-Attack Forensics

Analyze router, firewall, and IDS logs to identify .~ s Traffic pattern analysis: Data can be
the source of the DoS traffic. Although 3 analyzed—post-attack—to look for
attackers generally spoof their source specific characteristics within the

addresses, an IP trace back with the help of attacking traffic
intermediary ISPs and law enforcement

agencies may enable to book the

perpetrators

DDoS attack traffic patterns can help . &

< iy =
the network administrators to develop v Using these characteristics, data can

new filtering techniques for preventing be used for updating load-balancing

it from entering of leaving their and throttling countermeasures
networks
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& Techniques to Defend against
Botnets

A RFC 3704 Filtering N F Black Hole Filtering
, _ ' \
B

©® Packets should be sourced from valid, allocated

lack holes are placed in the network where
address space, consistent with the topology and traffic is forwarded and dropped
space allocation

© The RTBH filtering technique uses routing protocol

© Any traffic coming from unused or reserved IP updates to manipulate route tables at the network
addresses is bogus and should be filtered at the ISP edge to drop the undesirable traffic before it
before it enters the Internet link enters the service provider network

DDoS Prevention Offerings
L from ISP or DDoS Service

—% Cisco IPS Source IP —
| _ Reputation Filtering | ( '
e

© Cisco IPS receives threat updates from the Cisco Turning on the IP Source Guard on the network

SensorBase Network, which contains detailed switches prevents a host from sending out
information about known threats on the Internet, spoofed packets as it becomes a bot itself
including serial attackers, Botnet harvesters,

Malware outbreaks, and dark nets

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn f'

e e e
e NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere S CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




DoS/DDoS Countermeasures

) . Efficient encryption mechanisms need to be proposed for each of the broadband technology

Improved routing protocols are desirable, particularly for the multi-hop WMN

Disable unused and insecure services
Block all inbound packets originating from the service ports to block the traffic from reflection servers
Update kernel to the latest release

Prevent the transmission of the fraudulently addressed packets at ISP level

Implement cognitive radios in the physical layer to handle the jamming and scrambling kind
of attacks
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/ Countermeasures

Configure the firewall to deny external Internet Control Message Protocol
(ICMP) traffic access

Prevent use of unnecessary functions such as gets, strcpy etc.

Secure the remote administration and connectivity testing

Prevent the return addresses from being overwritten 9 [H]
=N
/4

Data processed by the attacker should be stopped from being executed

Perform the thorough input validation

The network card is the gateway to the packets. Use a better network
card to handle a large humber of packets

POEEE@EE
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DoS/DDoS Protection
at ISP Level

l
Bots M =l -
(1.000- < 128kb . 4
100.000) *
= Internet =

: Backbone - :

—a . Most ISPs simply blocks all the requests
during a DDoS attack, denying legitimate
traffic from accessing the service

10GB 10GB 10GB : :
ISPs offer in-the-cloud DDoS protection

&7 for Internet links so that they do not
-, - o Provider become saturated by the attack
A Nceltw°g‘ Attack traffic is redirected to the ISP
1 o= (Eiees B) during the attack to be filtered and sent

: back

|| Target 'CN
e | Network Ciiont Administrators can request ISPs to
vi;gesé;\;er Ne'tv'vlork f blo<.:k t.he original affected IP and move
(6 machines + (Class C) CN their site to another IP after
load balancing) performing DNS propagation

http://www.cert.org
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Enabling TCP Intercept on Cisco
I0OS Software

To enable TCP intercept, use these commands in global configuration mode:

1 access-list access-list-number {deny | permit} tcp Define an IP extended
any destination destination-wildcard access list
2 ip tcp Intercept list access-list-number Enable TCP Intercept

TCP intercept can operate in either active intercept mode or passive watch mode. The default is
intercept mode.

The command to set the TCP intercept mode in global configuration mode:

ip tcp intercept mode {intercept | watch} Set the TCP intercept mode
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Advanced DDoS Protection: IntelliGuard DDoS
Protection System (DPS)

IntelliGuard DPS helps to
mitigate DDoS attacks using a
design that focuses on passing
the legitimate traffic rather
than discarding attack traffic

Its Learn-Rank-Protect
strategy identifies sites
accessed by customers and
continuously prioritizes
and ranks their access

http://ceh.vn

Its multi-level traffic
management configures
traffic limits and guarantees
for managing traffic to each
part of the network
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Module Flow

DoS/DDoS

DoS/DDoS
Concepts

Attack |
Techniques |

DDosS Case DoS/DDos Counter-
T Attack
Study _ _ V- measures
Tools
DoS/DDoS ! DoS/DDoS f
Protection § | Penetration
Tools = Testing
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DoS/DDoS Protection Tool: NetFlow Analyzer
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DoS/DDoS

L)
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Module Flow

DoS/DDoS

DoS/DDoS
Concepts

Attack
Techniques

DoS/DDoS
Attack
Tools

DoS/DDoS W Dos/DDos
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Denial of Service (DoS) Attack
Penetration Testing

DoS attack should be incorporated into Pen testing to find out if the
network server is susceptible to DoS attack

authentic users

A vulnerable network cannot handle a large amount of traffic sent to it
and subsequently crashes or slows down, thus preventing access by

Preventing acc

DoS Pen Testing determines minimum thresholds for DoS attacks
on a system, but the tester cannot ensure that the system is
_ resistant to DoS attacks
authentic users

The main objective of DoS Pen testing is to flood a target
Heavy traffic
on the server

network with traffic, similar to hundreds of people repeatedly
requesting a service, to keep the server busy and unavailable
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Denial of Service (DoS) Attack Pen Testing

" — @ Testthe web server using automated tools such as
Define Objectlve e R +START 0 Web Application Stress (WAS) and Jmeter for load
N capacity, server-side performance, locks, and
other scalability issues.

© Scan the network using automated tools such as
NMAP, GFI LANGuard, and Nessus to discover any
systems that are vulnerable to DoS attacks

€ Flood the target with connection request packets
using tools such as Trin00, Tribe Flood, and TFN2K

© Use a port flooding attack to flood the port and
Document all increase the CPU usage by maintaining all the
the Findings connection requests on the ports under blockade.
Use tools Mutilate and Pepsi5 to automate a port
flooding attack.

© Use tools Mail Bomber, Attache Bomber, and
Advanced Mail Bomber to send a large number of
emails to a target mail server

Flood the website

9 Fill the forms with arbitrary and lengthy entries

v
=~
=9

.|
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IModule

Denial of Service (DoS) is an attack on a computer or netwo‘fk'jf"haf‘:prevent‘s*legitimate use of
its resources

O Adistributed denial-of-service (DDoS) attack is one in which a multitude of the compromised
systems attack a single target, thereby causing denial of service for users of the targeted
system

U Internet Relay Chat (IRC) is a system for chatting that involves a set of rules and conventions
and client/server software

O Various attack techniques are used perform a DoS attack such as bandwidth attacks, service
request floods, SYN flooding attack, ICMP flood attack, Peer-to-Peer attacks etc.

O Bots are software applications that run automated tasks over the Internet and perform simple
repetitive tasks such as web spidering and search engine indexing

O DoS detection techniques are based on identifying and discriminating the illegitimate traffic
increase and flash events from legitimate packet traffic

U DoS Pen Testing determines minimum thresholds for DoS attacks on a system, but the tester
cannot ensure that the system is resistant to DoS attack Ppm—
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Quotes

=&

““The most likely way for the world to be destroyed, most experts
agree, is by accident. That’s where we come in; we're computer
professionals. We cause accidents. J'J

- Nathaniel Borenstein,
Chief Scientist, Mimecast
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