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Chinese attacks 'Byzantine Candor’ penetrated
federal agencies, says leaked cable

Cyher espionage by Chinese military-linked hackers, part of a series of attacks
code-named "Byzantine Candor," extracted at least 50 megabytes of email
messages from a federal agency along with a complete list of that agency's user
names and passwords, states a newly-available leaked State Department cable.

According to the cable, which is labeled SECRET//NOFORN and is dated Nov. 3,
2008, Byzantine Candor has existed since late 2002. Its hackers have
compromised multiple systems, including one U.S. commercial Internet service
provider, in part through social engineering attacks, the cable states.

According to Air Force Office of Special Investigations findings referenced in the
cable, hackers in Shanghai with ties to the Chinese military intelligence
penetrated "at least three separate systems" at the U.S. ISP from which they
were able to download the email, attachments, usernames and passwords
from the unnamed federal agency during & period from April 2008 through Oct.
13, 2008.

http://www.fiercegovernmentit.com
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There 1s No Patch to
Human Stupidity
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What is Social Engineering?

J Social engineering is the art of convincing people to reveal confidential information
J Social engineers depend on the fact that people are unaware of their valuable

information and are careless about protecting it
Confidential Information

Gather
Information

Access Details

Authorization
Details
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Behaviors Vulnerable to Attacks

Ignorance about Social engineers
Human nature of social engineering might threaten

trust is the basis and its effects severe losses in
of any social among the case of non-
engineering workforce makes compliance with
attack the organization their request

an easy target

Social engineers
lure the targets to
divulge information
by promising
something for
nothing

Targets are asked
for help and they
comply out of a
sense of moral
obligation
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Factors that Make Companies
Vulnerable to Attacks

(5| Insufficient
W ARE Security

Training

. -
------------------------------------------------------
oooooo

Lack of Easy
Security Access of
Policies Information
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Why is Social Engineering Effective?

Trresannrttre.,

There is no specific
software or hardware for
defending against a social
engineering attack

There is no method to
ensure complete security
from social engineering

=
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Security policies are as

strong as their weakest link,

and humans are the most
~... susceptible factor

It is difficult to detect
social engineering
attempts
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Warning Signs of an Attack
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Internet attacks have become a business and attackers are constantly
 to invade networks

Show inability to give
valid callback number

Claim authority and threaten

.e‘,on"lpliment or praise
if information is not provided

7

Shoﬁ discomfort
when questioned
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Phases in a Social Engineering Attack

Research on target Select victim
company

Dumpster diving,
websites, employees,
tour company, etc.

£
y

7)) /A
Research J 6 Develop j i Exploit

Develop relationship Exploit the relationship

Develop relationship Collect sensitive account

with the selected information, financial

employees information, and current
technologies
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Impact on the Organization

Economic
Losses
Damage of
Goodwill

Temporary
or Permanent
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Command Injection Attacks

Q Online

Telephone

Internet connectivity enables attackers to approach
employees from an anonymous Internet source and

persuade them to provide information through a believable
user

Request information, usually through the imitation of a
legitimate user, either to access the telephone system
itself or to gain remote access to computer systems

http://cehvn (@R NEW S
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In Personal Approaches, attackers get information by
directly asking for it
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“Rebecca” and “Jessica”

u Attackers use the term Rebecca and Jessica £
.'.'Rebeccau and .'.'Jess-lcan ' medns a person who is an

. easy target for social
to denote social y arg
engineering, such as the

engineering victims receptionist of a company

Example:
* “There was a Rebecca at the bank and | am going to call her to extract the privileged information.”
» “| met Ms. Jessica, she was an easy target for social engineering.”

* “Do you have a Rebecca in your company?”

Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn f'

e e e
e NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere S CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Common Targets of Social Engineering

Receptionists & Help
Desk Personnel

--------

Users and .
Clients s Technlfal Support
Executives
W
. . "
Vendors of the
Target Organization
System
Administrators
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Common Targets of Social Engineering:
Office Workers

(e

Attacker making an attempt as a valid employee

to gather |nforma't|cn from the staff of a compant,f -
The victim employee gives mformatlon back
assuming the attacker to be a valid employee

Victim o
D,

@ @ @ @
p

Attackers can attempt social

Despite having the best w engineering attacks on office

Foenol]] TS \ ] workers to extract the sensitive
’

data, such as:

detection, and antivirus
systems, you are still hit
with security breaches

=  Security policies
=  Sensitive documents

= Office network infrastructure

=  Passwords

Z ) Z o,

N
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Types of Social Engineering

Human-based

Gathers sensitive information by interaction

Attacks of this category exploit trust, fear, and
helping nature of humans

Computer-based

Social engineering is carried out = #y |
with the help of computers
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Human-Based Social Engineering

- Posing as an |mportant - Posing as technical
end user user support

Give identity and ask 3 Call as technical support
for the sensitive company valuable staff and request IDs and
information customer passwords to retrieve data

“Hi! This is John, from n, CFC “Sir, this is Mathew,
Department X. | have m | Technical support, X
forgotten my \ re : company. Last night we had
password. Can I get ‘ m : a system crash here, and we
it?” £ o m are checking for the lost
data. Can u give me your ID
~and password?”
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Technical Support Example

A man calls a company’s help desk and says

e has orgotten his password. He adds that

f he misses the deadline on a big advertising
project, his boss might fire him

The help desk worker feels sorry for him and

quickly resets the password, unwittingly
giving the attacker clear entrance int

o the 3
corporate network ,, //

CALL-W“W'M

J WE WORKING 24 HOURS A DAY
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Authority Support Example

/

(! Hi, | am John Brown. I'm with the
external auditors Arthur Sanderson. We've
been told by corporate to do a surprise
inspection of your disaster recovery
procedures.

v

Your department has 10 minutes to show

me how you would recover from a
website crash. , ,

T | ¢u‘
" a
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Authority Support Example

—
"Hi I'm Sharon, a sales «‘“"«\A
rep out of the New York office. | know this

is short notice, but | have a group of prospective

......

Qyﬁ/ource their security training needs to us.

They're lqcated just a few miles away and | think that if | can give
them a quick tour of our facilities, it should be enough to push
them over the edge and get them to sign up.

Oh yeah, they are particularly interested in what security «
precautions we've adopted. Seems someone hackegi»__-*"‘
into their website a while back, which is one_ ,/"‘
of the reasons they re con5|dermg

our company. , ,

\
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Authority Support Example

!! Hi, I'm with Aircon
Express Services. We received a call
that the computer room was getting too
warm and need to check your HVAC system.,,
Using professional-sounding terms like HVAC
(Heating, Ventilation, and Air Conditioning) may
add just enough credibility to an intruder's
. masquerade to allow him or her to gain
] access to the targeted secured
resource.

v
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Human-based Social Engineering

Eavesdropping Shoulder Surfing

) Eavesdropping or unauthorized
listening of conversations or
reading of messages ‘

_J) Shoulder surfing is the name
given to the procedure that
thieves use to find out
passwords, personal
identification number, account
numbers, etc.

_J) Interception of any form such as
audio, video, or written

J It can also be done using
communication channels such
as telephone lines, email,
instant messaging, etc.

J Thieves look over your shoulder--
or even watch from a distance
using binoculars, in order to get
those pieces of information
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Human-based Social Engineering:
Dumpster Diving

® Dumpster diving is looking for treasure in someone else's trash

<vash Bing

Contact |
Information

Collect ek N ‘ |H

‘ Operations 4 Financial
Information Information

k—/
Sticky Notes
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Human-based Social Engineering

In Person

Survey a target company to
collect information on:

Tallgat|ng =  Current technologies
An unauthorized person,
wearing a fake ID badge,
enters a secured area by e
closely following an LT
authorized person through

a door requiring key access

=  Contact information

Refer to an important person in the
organization and try to collect data

“Mr. George, our Finance Manager,
asked that | pick up the audit reports.
Will you please provide them to me?”
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Human-based Social Engineering

Piggybacking

“| forgot my ID badge at
home. Please help me.”

Reverse Social An authorized person

Engineering provides access to an
unauthorized person by

@ This is when the attacker creates keeping the secured door
a persona who appears to be in open
a position of authority so that
employees will ask him for
information, rather than the
other way around

Reverse social engineering
attack involves sabotage,
marketing, and tech support
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Watch these Movies

KINO AUF [)F_R UBERHOLSPUR! leonardo dicaprio tom hanks

MARK WAHLBERG CHARLIZE THERON EOWARD NORTON

“ITALIAN JOB

JAGD AUF MILLIONEN
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Watch this Viovie

NICOLAS CAGE SAM ROCK\WELL ALISON LOHMAN

VIENT

In the 2003 movie “Matchstick Men”, ;
Nicolas Cage plays a con artist residing in

Los Angeles and operates a fake lottery,
selling overpriced water filtration systems to
unsuspecting customers, in the process
collecting over a million dollars

This movie is an excellent study in the art of
social engineering, the act of manipulating
people into performing actions or divulging
confidential information
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Computer-Based Social Engineering

Hoax letters are emails that issue Gathering personal information

warnings to the user on new by chatting with a selected online

viruses, Trojans, or worms that user to get information such as ' =
may harm the user’s system birth dates and maiden names

Instant
Chat
Messenger

Pop-up
Windows

Windows that suddenly pop up Chain letters are emails that offer Irrelevant, unwanted, and

while surfing the Internet and free gifts such as money and unsolicited email to collect the

ask for users’ information to software on the condition that the financial information, social

login or sign-in user has to forward the mail to the security numbers, and network
said number of persons information
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Computer-Based Social Engineering:
Pop-Ups
J Pop-ups trick users into clicking a hyperlink that redirects them to fake web

pages asking for personal information, or downloads malicious programs such
keyloggers, Trojans, or spyware

ANN Cangratulations! Internet Antivirus Pro Warning!
Harmful and malicious software detected
| ] Al f
I - | >
\
Onlne Scanner detected programs that might compromise your
" E I ' - privacy or damage your computer,
You're the 1 Milliont
& Nama Alort lvel
Vlsnor tnls WGEKI %! Trojan-IM.Win32.Faker.a High ~
C OK" button below to closa wanda %! Virus.Win32Faker.a High
1d contact our Prize Department immediately %! Trojan.PSW.BAT Cunter High
v
e Remove Al | | Ignore
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Computer-Based Social Engineering:
Phishing

@ Anillegitimate email falsely claiming to be from a legitimate site attempts to acquire the user’s
personal or account information

Phishing emails or pop-ups redirect users to fake webpages of mimicking trustworthy sites that ask
them to submit their personal information

R TR e e T i [ —

_ = 5 Py | oo 1 S ey | ke Crdt VA sety e cirds com|
Fotrest Text Revew Orvelope sda-int Py icBcemiCuyen,!

AR ECttank.com <malio senice@toank com>

et Urpent Aention Requied - CITRANK Update

2
| ¥ secwe
Your criacy ans senety
Pryesessr

£ A | Osima Surviom |

CITIBANK Update R T r—
whies sty
- Pwy Crien

Ve recently have discovered that multiple computers have attamepted to log into ‘ | Bprritiped wremromgrad
your CITIBANK Online Account, and multiple password failures were presented e |
before the logons. We now require you to re-validate your account information to ~ —r |
us. 2

|24 rowrs « Ouy, 7 Davn 0 oe

- For Tacheucal Astistance

- VY 200347254
If this is not completed by Sep 14, 2010, we will be forced to suspend your — « #r Ot sbout yor Creet
account indefinitely, as it may have been used fraudulent purposes. e .

To continue please Click Here or on the link below to re-validate your account
information:

http:/fvww citibank com/update

Sincerely
The CITIBANK Team
Please do not reply to this e-mail. Mail sent to this address cannot be answered

secace@onbarkcom
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Computer-Based Social Engineering: Phishing

Dear Valued Customer,

Cur mew security system will halp you to avoid frequently fraud
transactions and 1o keep your Credit/Debit Card details in safety.

Due 1o technical update we recommend you to reactivate your card.
Please click on the link below to proceed: Update MasterCard

‘We appreciate your business. It's truly our pleasure to serve you.
MasterCard Customer Care.

This email is for notification purposes only.

msg-id: 1248471

~ HSBC<® |

As part of our security measures, the H3BC Bank, has developed a security program
against the fraudulent attempts and account thefts. Therefore, our system requires
further account information.

We reguest information from you for the following reason. We need to verify your
account information in order to insure the safety and integrity of our services.

Pleas= follow the link below to proceed.

Proceed to Account Verification

Once you login, you will be provided with steps te complete the verification process.
For your safety, we have physical, electronic, procedural safeguards that comply with
federal regulations to protect the information you to provide to us. &

‘Your online banking is blocked
We are recently reviewad your account, and suspect that your Natwest Bank anfine
Banking account may have been accessed by an unautherized third party.
Protecting the security of your account is our primary concern. Therefore, as a
preventative measure, we have temporarily limited access to sensitive account
features.
T restors your account access, we naed you to confirm your identity, to do sowe
need you to follow the link below and procesd to confirm your information

-
Thanks for your patience as we work together to protect your account.
sinceraly,
Matwest Bank Online Bank Customer Service
*Important®
Please update your records on or before 48 hours, a failure to update your records will
result ino @ tempaorzl hold on your funds.

Dear Sir/kadam, * BA R{. |l A"!‘-Yg; .

Barclays Bank PLC always looks forward for the high security of our clients. Some customers

have been receiving an email clziming to be from Barclays advising them to follow a link to

what appear to be a Barclays web site, where they are prompted to enter their personal Online

Banking details. Barclays is in no way involved with this email and the web site does not belong

0 us.

Barclays is proud to announce about their new updated secure system. We updated our new

SS5L servers to give aur customer better fast and secure online banking senvice

Due to the recent update of the server, you are requested to please update your acoount into

at the following link.
i Mgz L

*Important*

we have asked few additional information which is going to be the part of secure login process.

These additional infermation will be asked during your future login security so, please provide

all these info completely and correctly otherwisa dus to security reasons we may have to coze

WOUF 3ccount temporarily. s

Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.

ceh.vn

Canified Ethical Hacker

3

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Social Engineering Using SIVIS

©

@ Tracy received an SMS text message, ostensibly from the security department at XIM
Bank. It claimed to be urgent and that Tracy should call the included phone number
immediately. Worried, she called to check on her account.

©  She called thinking it was a XIM Bank customer service number, and it was a recording
asking to provide her credit card or debit card number.

o ©  Unsurprisingly, Jonny revealed the sensitive information due to the fraudulent texts.

X © Y

-----

Attacker User Cellphone Tracy calling to Fraud XIM
{Jonny gets an SMS) 1-540-709-1101 (Bank Customer Service)
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Social Engineering by a “Fake SIS
Spying Tool”

The users are enticed to download an application that will permit them to view other
people's SMS messages online

The download file uses alternating filenames, including sms.exe, freetrial.exe, and
smstrap.exe

Fle Edit View Tools Message Help
& o v8 x
Reply Reply Al Forward Print Delete
From:

Date: 16 April 2009 09:27
To: - .

Subject: Are you sure you want to know?

You can download new program for reading sms http:/* sms.com

End of Message

Screenshot of a spammed email
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If a competitor wants to cause damage to your organization, steal
critical secrets, or put you out of business, they just have to find a

job opening, prepare someone to pass the interview, have that
person hired, and they will be in the organization

Revenge

e

It takes only one disgruntled person to take revenge and your
company is compromised

\\ £ 60% of attacks occur behind the firewall
; 4 Aninside attack is easy to launch
/ £ Prevention is difficult

) The inside attacker can easily succeed
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Disgruntled Employee

@ @
_J Most cases of insider abuse can be traced to individuals who are introverted,
incapable of dealing with stress or conflict, and frustrated with their job, office
politics, and lack of respect or promotion etc.
J Disgruntled employees may pass company secrets and intellectual property to
competitors for monitory benefits
2 o,

) Sends the data
5 — a to competitors @ a
3 ‘ 'a using steganography N ) N
0_/ ‘ \

Disgruntled Company’s Company Competitors
Employee Secrets Network
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Preventing Insider Threats

.......
vet®
L LA
-
o”®
LA

................................
. e
LR
.
..
e,
‘e
e

of duties
g el
Archive critical s A
data
".\Tc{/ all
oll ol
Legal policies F = r@ 3 Controlled
;‘ ) : access
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Commuon Intrusion Tactics and Strategies
for Prevention

Area of Risk

Phone (help desk)

Building entrance

Office

Phone (help desk)

Office

Mail room

Machine room/
Phone closet

Phone and PBX

Attacker’s Tactics

Impersonation and persuasion

Unauthorized physical access

Shoulder surfing

Impersonation on help desk calls

Wandering through halls looking for open offices

Insertion of forged memos

Attempting to gain access, remove equipment,
and/or attach a protocol analyzer to grab the
confidential data

Combat Strategy

Train employees/help desk to never reveal
passwords or other information by phone

Tight badge security, employee training, and
security officers

Do not type in passwords with anyone else
present (or if you must, do it quickly!)

Assign a PIN to all employees to help
desk support

Escort all guests
Lock and monitor mail room

Keep phone closets, server rooms, etc. locked at all
times and keep updated inventory on equipment

Control overseas and long-distance calls, trace
calls, and refuse transfers

Cortiiod | Ebical  Nadher

=
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MModule

o Social Engineering

Concepts

4 X N
. . . \ Impersonation on
Social Engineering . .
N = Social Networking

Techniques ]

‘ - Sites
- )y :
-

a N A
= ] Social Engineering
= | ldentity Theft
2 i Countermeasures
\ y >
~ P~

Penetration

W Testing
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Social Engineering Through Impersonation
on Social Networking Sites

Organization
Details

Impersonation means
imitating or copying the
behavior or actions of
others

Malicious users gather
confidential information
from social networking
sites and create accounts

Personal & ' Professional
Details Details

in others’ names

B
Attackers can also use '
collected information profiles to create large
to carry out other 4 networks of friends and
forms of social . ; extract information using
engineering attacks social engineering
techniques

Contacts and

: Attackers use others’
Connections

c E H Copyright © by EG-Gouncil
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Social Engineering Example:

LinkedIn Profile

Linked |,

People Jobs -~ Answers ~ Service Providers -~

View My Profi
Contacts

Chris Stone [z
UX Designer at Nitobi [ Edit ]
Vancouver, Canada Area [ Edil |

What are you working on?

Chris
Stone Profile Q8A Recommendations Connections

UX Designer at Nitodi * UX Designer at Nitobi | Edit |

* PrincipalDesigner at SeaStone Designs (Sole
Proprietorship)

¢ Information Architect, Ul Designer at Clarus
Systems

What are yo

o Manager, Product Marketing at Clarus Systems
sce

Education

Recommended 3)) 4 people have recommended you

Connections (3¥:) 64 connections

Industry  Computer Software | Edit |
Websites o My Website [ Edat )

Public Profile e http://www linkedin com/in/chrisstone [ Edit |

2
Z
2
U
e

Canified Ethical Hacker

Profile Completeness

o — 100%

WebEx MeetMeNow
Unlimited Online Meetngs - Free Wab
Conferencing Made Easy!

Official WebEx ™ Site
WebEx Is The Leader In Web Meetings - Fast. Easy
Secure. Try Free Now!

Chris Recommands

Poople

Recommend colleagues, busingess pantners.
and professional service providers and share
your recommendations on your profile.

1 Recommend people
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Social Engineering on Facebook

@ e
(=]

Attackers create a fake user group on Facebook identified as "Employees of" the company @

Using a false identity, attacker then proceeds to "friend," or invite, employees to the fake group, “ Employees of the
company”

Users join the group and provide their credentials such as date of birth, educational and employment backgrounds,
spouses names, etc.

Using the details of any one of the employee, an attacker can compromise a secured facility to gain access to the
building @

Basic Information

Hals John James

..'\.;1-_--'_--;.,.-..---r'.< fertnation
1 Men
S

Edue ation and Wark
Cortact Information

The University of fuckland
Fhone &4 SO800000 (M =5

e h Sehos Bt e oskil Gramenar

K
duacidaned, T TODDET

iiji‘t it Roskill Gramiar
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Social Engineering on Twitter

Home Profile Find People Settings Help Sign out

john_attacker’s settings

Account Password @ MNotices Profile Dasign Connections

5| Twitter is more fun when used through your mobile phone. Setvours up! Sl i yiour phiokie allowe waita
It's easyl h
Send tweets with texd messaging or
Twitter does not charge for this service. Standard message and data rates may our phone,
apply

Receive texts fo
from users yo

1. Choose your countiyiegion about

5 and the tweets

to be notified

United States W

2. Enter your maobile phone number

OFF ol
g F =
et others find me b

Twitter commands

D Frvn
3. Verify your phone COMmmards

Start FOLLOW psermame
Start following & user

UNFOLLOW wsername

Stnn follnainm & nser
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Social Engineering on
Orkut

location: United States email john [l 005@amail.com &
relationship status: single & birthday: May 5 &

cell phone: NG00 &

add badges
LU EAL L L2
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Social Engineering on MySpace

Home Profile Mail

n

-

¢ 4

-

Photos
Stream
Friends
Comments

Badges

http://cchwn (el EE NEWS
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Discover My Stuft

Friends Photox Music Video Games

ke

James g

Edit Profile

Stream

Allupdates Status  Photos  Topics Music  More ¥

James John st earned the Hey, Good Looking badge
Nice profile pic, you

Kitd, RPobert m. Taylor, Peter Mouha and 10856 Others lked this
Ay

James John uploaded a new photo

http:

Topics (NEW

More v

i-train.com.vn

Help Sign Out

Advertizement

0 IM Friends @

Privecy 1
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Risks of Social Networking to
Corporate Networks

In the absence of a strong policy, employees may unknowingly

post sensitive data about their company on social networking

'

Information on social networking sites could be used for
preliminary reconnaissance in a targeted attack

networking sites are subject to flaws

Lgs that may lead to vulnerabilities in
e company’s network

Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.
v
http://ceh.vn (R EH NEW S

Canified Ethical Hacker

TmREIRF  http:

i-train.com.vn
C

EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



http://ceh.vn

1

=

MModule

Social Engineering

b
Concepts
4 h 4 ) N
. . . \ Impersonation on
Social Engineering . .
A Tachniques .8 Social Networking
‘ - Sites
- V€ 4
(@ I\ ( 1
I — Social Engineerin
2 =i | Identity Theft . =
i Countermeasures
\_ P .

s NEWS

Canified Ethical Hacker

=2 © Penetration

W Testing

6 :-TRAIN http:

i-train.com.vn

Copyright © by EG-GCouncil
All Rights Reserved. Reproduction is Strictly Prohibited.

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Identity Theft
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Identity Theft Statistics 2010

Adults Victims of

% 0 Identity Theft

11.1
Million

; Victim Who Knew Percent of Population
: Crimes Were Committed Victimized by Identity

aaan Fraud
http://www.spendonlife.com
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Identify Theft

Loss of Social
Security Numbers

Theft of Personal
Information

Identity theft occurs when

Kcherie someone steals your name and Identity
T other personal information for
fraudulent purposes
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How to Steal an Identity?

Original identity

— Steven Charles
Address: San Diego CA 92130

DRIVER LICENSE
EXPIRES B86

CLASS:C

AN
STEVEN CHARLES DEN BESKE -
SAN DIEGD CA 92130
SEX:M HAIR:RED
HT: WT:

RSTR:CORR LENS

.-Q

DOB :

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited

http://ceh.vn

1 e NEWS

TIEEEES http:

C

i-train.com.vn
EH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Desi




STEP 1

Get hold of Steven’s telephone bill, water bill, or electricity bill using dumpster diving,

stolen email, or onsite stealing

914 [
|

(@) southem Bel

TS BLL-CAL | NISSAN FOREIGN CAR
832-3412 P O BOX 84
RALEIGH

/YLD

™S B

NC 276032
/=2 ~ P/
4B

AMOUNT LAST Bl PAYMENTS

verizon
Verizon charges

Page 3 of 5
132 X30LX000

April 13, 2002

ADJUSTMENTS L BALANCE

—A9%60 | 197668

SERVICE FROM

_JAN 02 o F

LOC

| 8Y VE.T; fz_

TAX ON SERVICE

DIRECTORY ADVERTISING FROM o
CHARGES FROM LIST OF CALLS INCL TAX

OTHER CHARGES & CREDITS INCL TAX - SEE ENCLOSURE

127202

This month's chasges Monthly charges Apr 13 to May 12 $25.62
FCC Subscriber Line Charge ....... 412,42
Local Number Portadility Surd
Foderal Universal Service Fund Surchal He
Additional charges ..See Page
® NT1 - OXFORD
Taxes CALL LOG REPORT
Federal si.1¢ NJ Sales s a1
ROLANE
Total Varizon charges S G T ™ ma ™
Billing inquiries call 1 80D-584-9911. From outsidh | owruosvascroos ST, e o e il
1 %00-755-1049, BORBCT DAL WESTON  ewes0d 10 03 s
To order service call 1 800-56¢-9311. From cutsidy S 123484 —vos i o e
1 00-755-1040. . T S mvos mB i
For regair call 1-800-275-2355 VOOARONE DOURCT BXAL WESTON  awwi08 31:M (S
o “e 408 1M s o
a poveey 123484 W0 war e
s r ONR3ONE L3SETINI a8 192 e am
29 45 VOOATONE BORECT DAL WESTON  swmd0s 19 e o
NUTCHISON ORANGE DO PARKER M0 “n e
‘9 VODAFONS DOUSCT CLAL FLERNTTIL  1MAMOS 1857 ol Ll
VODATONE DIRECT BUAL WESTON 1000 e o e
MPRCIAL RATE 44771 DAMDS e L0 L2
VODAFONK CERNCT DIAL WESTON 1AL 199 e L
ORANGE NN PIELIMATE (e 000 0 0
A0S 0 low o
33 8‘ B TN w03 1933 W oo
VOOAFONE DERECT DAL WESTON "o e Lo oam
ORANCE DOMSCT DAL MICHBURY ssmicy nes ®ws 1a0
Wil ok et ulln wnilng VAT nm
63 78 A2 sai pemtng - Gham O VO s
TOTAL dsachudng VAT) e
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Produce proof
of identity

Request for new
Driver’s license

Go to the Department of Motor Vehicles
and tell them you lost your driver’s license

They will ask you for proof of identity such
as a water bill and electricity bill

Show them the stolen bills

IR 1

Replacement driver’s
license will beissued  Attacker

Officer ask to

gRC Tell them you have moved from the

original address

The department employee will ask you to
complete two forms—one for the
replacement of the driver’s license and the

DRIVER LICENSE second for a change in address

B84 CLASS:C

STEVEN CHARLES DEN gci' You will need a photo for the driver’s
SAN DIEGD CA 92130 license

SEX:M HAIR:RED - - -
HT: WT: 0OB’: Your replacement driver’s license will be

RSTR: CORR LENS issued to your new home address

[ m

? m Now you are ready to have some serious
) [7F3 S = F0/eS fun
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Comparison

DRIVER LICENSE
EXPIRES B86 CLASS:C

e N
Original STEVEN CHARLES DEN BESTE _____
: w— —
EGO CA 92130 3
El é- §
SEX:M  HAIR:RED :BRN.
HT: WT: DOB:

RSTR:CORR LENS

B86 CLASS:C

STEVEN CHARLES DEN Bﬁ_

' SAN DIEGD CA 92130
Identity Theft i SEX:M  HAIR:RED
HT: WT:

Same name: Steven Charles

RSTR:CORR LENS
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Go to a bank in which the original Steven Charles
has an account and tell them you would like to
apply for a new credit card

Tell them you do not remember the account
number and ask them to look it up using Steven's
name and address

The bank will ask for your ID: Show them your
driver’s license as ID, and if the ID is accepted,
your credit card will be issued and ready for use

shopping

http://cchwn (el EE NEWS 6 s . Toam

Canified Ethical Hacker

{ Fake Steven is Ready to:

Make purchases worth thousands
of USD

Apply for a car loan
Apply for a new passport
Apply for a new bank account

Shut down your utility services

| (Abc |

mtex@emall it

International Citizen

Stevens Charles
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Real Steven Gets Huge Credit Card
Statement

our SEND PAYMENT TO
- Box 1234

rst CREDIT CARD Anytown, USA
ank STATEMENT

ACCOUNT NUMDE R NAng STATEMENT DATE PAYMENT OUE DATE
4125-239-412 Stevens Charles 2/13/01 3/0%/02

ICREDIT AVALADLE NEW BALANCE MINIMUM PAYMENT DUE
$1074.76 $40,000 $20.00

| s0L0 | POSTED)| ACTVITYSIRCETRSTSTATEMENT
403CE7I82 1726 | PAVENT THANK YOU
1IFIIER) /2 1/1% | REOORD RECYCLER ANYTONN  USA
10182 Lo AECFORMNGA REST ANFTOMN  USA
2 GREAT EXPECTORATIONS BI0 CITY USA
DINO-GEL PETROLEUM  ANYTOMN USA
SNIKTE ‘N SOCR TINYVILLEUSA

Somebody stole my
identity!
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WY Identity Theft - Serious Problem

Report 10 Theft | Owdar Publication

B Identity theft is a serious

FIGHTING BACK AGAINST .
problem ENTITY [1] i‘ m

The number of violations DETER DETECT DEFEND

has Increased CONSUMERS | BUSINESSES | LAW ENFORCEMENT = MILITARY | MEDIA REFERENCE DESK EN ESPANOL

Securing personal
information in the

Workplace and at home and OETER-DETECT-DEFENp  11IS WEDSIIE IS & one-stop national resource 1o Ieam about the
crime of identity theft. It provides detailed information fo help you se Our Materials In Your

Iooking over credit card AVO!D deter, detect, and defend against identdy theft

reports are IUSt a few Of the On this site, consumers can leam how to avoid identity theft - and
P - leam whatto do iftheir identity is stolen. Businesses can leamn
ways to minimize the risk of how 1o help their customers deal with icentity thel, as well as how to prevent problems In the
- - first place Law enforcement can get resources and leam how to help victims of identdy theft
identity theft

WELCOME TO THE FTC’S IDENTITY THEFT SITE sl

Whatis phishing?

Read on 10 find out more about identty theft and what you can do about it

If your information has been stolen and used by an identity thief

It your information may have been stolen, but may or may not have
been by an identity thief

Learn more about identity theft
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Social Engineering . )
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\ J\ >
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— Social Engineerin
= | ldentity Theft : 3
2 | | Countermeasures
\ AONS — >/
el

Penetration

W Testing
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Social Engineering Countermeasures:
Policies

@ Good policies and procedures are ineffective if they are not taught and reinforced by the employees

@ After receiving training, employees should sign a statement acknowledging that they understand the
policies

al Security

Periodic password change Y3 > Identification of employees

Avoiding guessable by issuing of ID cards,
passwords uniforms, etc.

Account blocking after failed > Escorting the visitors

attempts > Accessing area restrictions

Length and complexity of »> Proper shredding of useless
passwords documents

Secrecy of passwords » Employing security personnel
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Social Engineering Countermeasures

1 Training

An efficient training
program should consist
of all security policies
and methods to increase
awareness on social
engineering

Operational Guidelines

Ensure security of the
sensitive information
and authorized use of
resources
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Social Engineering Countermeasures

Classification of e
Information

T
o Categorize the information as top There should be administrator, user,
' secret, proprietary, for internal use and guest accounts with proper
only, for public use, etc. authorization
Insiders with a criminal background There should be proper guidelines for
and terminated employees are easy reacting in case of a social engineering
targets for procuring information attempt

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

S B
EeH NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere s CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Social Engineering Countermeasures

= |nstead of fixed passwords, use two-factor
authentication for high-risk network services such as
VPNs and modem pools

Anti-Virus/Anti-Phishing Defenses

Use multiple layers of anti-virus defenses such as at end-
user desktops and at mail gateways to minimize social
engineering attacks

Change Management

= A documented change-management process is
more secure than the ad-hoc process
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How to Detect Phishing Emails?

&)

It includes links that lead to
spoofed websites asking to enter
personal information when clicked

The phishing email seems to be
from a bank, financial institution,
company, or social networking site

Seems to be from a person who is
listed in your email address book

Directs to call a phone number in
order to give up account number,
personal identification number,
password, or confidential
information

Includes official-looking logos and
other information taken directly
from legitimate websites
convincing you to disclose your
personal details

r .
4 = * 9|3 HSBC Account Verification - Message (HTML o @R
Message Developer v @
From : 2 Sent: Mon12/1 20 PM
To
Subject HSEC Account Verification

&

Dear HSBC Onling user

As part of our security measures, the HSBC Bank, has davelopad a sacurity program against tha fraudulent
attempts and account thefts. Therefore, our system requires furthe count information

N raquest information from you for the following reason. \We nead to venfy your account information in order to
insure the safety and integrity of our services

Please foliow the link below to proceed http://www.108.214.65.147.com/Torm.aspx|
Click to follow link

Proceed to Account Verificationf hittp vy hsbe comiuservenfication aspx

Once you login, you will be provided with steps to complete tRe verification process. For your safety, we have
physical, electronic, procedural safaguards that comply with Jederal regulations to protect the information you to
provide to us

Thanks and Regards,

Link that seems to be legitimate but
leads to spoofed website
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Anti-Phishing Toolbar: Netcraft

) Cartitia Ervicel Hacker , (C Copncil, CIH, information Security, Compalee Security, Netwari Sscurity, letes set Secavity, Secarity Courses, Hacking - Mesills Fiesfex

& Uertfied (thecal Macher, (£ Comad, G,

EC-Council N\ 0 \L) - @

Hackers are here. Where are you?

el

FREE iPad with every Conference Pas

October 9-15

el seen Netbock S Begort

Offer Expires 08.31.2

We desire to have all our delegates W

http://www.netcraft.com

INABEABNRONENAEAAABOAADDE
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Anti-Phishing Toolbar: PhishTank

[
PhlShTaﬂk " Outof the Net, into the Tank.

UCTOTE  Add A Phish  Venfy A Phish Phish Search  Stats  FAQ Developers  Mailling Usts My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see f it's in the Tank:

http: /f Isit a phish?

Recent Submissions

You can help! Siqn in or reqister (free! fast!) to venfy these suspected phishes
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Identity Theft Countermeasures

documents containing private

To keep your mail secure, empty the mailbox quickly

Ensure your name is not present in the marketers’ hit lists

%> Suspect and verify all the requests for personal data

\* Review your credit card reports regularly
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Never let your credit card out of your sight
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Social Engineering
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Social Engineering Pen Testing
© ©

) The objective of social engineering pen testing is to test the strength of human
factors in a security chain within the organization

J Social engineering pen testing is often used to raise level of security awareness
among employees

o Tester should demonstrate extreme care and professionalism for social engineering

pen test as it might involve legal issues such as violation of privacy and may result in
o an embarrassing situation for the organization 2

Good
Communication
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Obtain @& Obtain management’s explicit
authorization and details that will
help in defining scope of pen-test
such as list of departments,
employees that need to be tested, or
level of physical intrusion allowed

authorization

@& Collect email addresses and contact
details of target organization and its
human resources (if not provided)
using techniques such as dumpster
diving, email guessing, USENET and
weh search, email spider tools like
Email Extractor

v Y

Obtain a list of emails and

Information No ©  Try to extract as much information as
T x possible about the identified targets
using footprinting techniques

Y - . & Create a script based on the collected
Yes ' & information considering both positive

and negative results of an attempt

Information  No
is available? *

D Yes
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@ Social Engineering Pen Testing: Using Emails

Personal \/ Document all the recovered
Information is
extracted?

I.II.II} mmis llllllllllllllll
received? >

¥ © Email employees asking for persenal information such as their user names and passwords by disguising as network
6 administrator, senior manager, tech support, or anyone from a different department on pretext of an emergency
e

Send emails to targets with malicious attachments and monitor their treatment with attachments using tools such
as ReadMotify

© Send phishing emails to targets as if from a bank asking about their sensitive information (you should have
Vulnerable Targets requisite permission for this)
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Threaten the target with dire

http://ceh.vn iﬁf—‘ﬁ

NEWS

Canified Ethical Hacker

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

TmREIRF  http:

i-train.com.vn
C

EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




@ Social Engineering Pen Testing: In Person

©  Success of any social engineering
technique depends on how well
a tester can enact the testing
script and his interpersonal skills

Befriend employees in

v

11

8@ There could be countless other
social engineering techniques
based on available information
and scope of test. Always
scrutinize your testing steps for
legal issues

.
I
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O Social engineering is the art of convincing people to reveal confidential
information

J Social engineering involves acquiring sensitive information or inappropriate
access privileges by an outsider

W Human-based social engineering refers to person-to-person interaction to
retrieve the desired information

W Computer-based social engineering refers to having computer software that
attempts to retrieve the desired information

O A successful defense depends on having good policies and their diligent
implementation

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

 E— i
http://ceh.vn (@R r: NENW S 6 I.TmREIN http://i-train.com.vn
senen S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Quotes

o If you think technology can solve your security problems, then
you don’t understand the problems and you don’t understand
the technology. 70

- Bruce Schneier,
Security Technologist
and Author
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