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SECURITY NEWS

Interelick purchases
anonymous audience
data from several
vendors for the purpose
of targeting advertising
campaigns.
Consequently, it has a
number of quality
control measures in
place to understand the
quality and effectiveness
of this data. The code
observed in the paper
was a quality measure
being tested.

December 2, 2010

Study of the Day: Which Websites Spy on Your Stuff?

According to a new study, your browsing history may be even less safe than the
last time you heard about how your browsing histary is not safe.
Researchers at the University of California trolled through a wide range of popular

websites to determine which anes were collecting information (“history sniffing”

or “history hijacking”) about visitors.

Though it’s not surprising that YouParn tops the list of spying sites, less racy

sources like Technarati, TheSun.co.uk, and Wired were all fingered for tapping into

your browsing habits. (Perez Hilton was on there too—but again, not that

surprising.)

The information is often used to target advertising campaigns—a very lucrative

field that companies like Interclick are capitalizing on. Their official statement is

that the guilty script is meant only as a form of quality control
http://goadmenproject.com
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Lawful

The service provider then

Lawful intercept is a process The LEA delivers a request intercepts the target's traffic
that enables a Law for a wiretap to the target's as it passes through the router
Enforcement Agency (LEA) to service provider, who is and sends a copy of the
perform electronic surveillance responsible for intercepting intercepted traffic to the LEA
on a target as authorized by a data communication to and without the target's

judicial or administrative order from the individual knowledge
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= The surveillance is performed The service provider uses

through the use of wiretaps the target's IP address or
on the traditional session to determine which
telecommunications and of its edge routers handles
Internet services in voice, the target's traffic (data
data, and multiservice communication)

networks
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Benefits of Lawful Intercept

Allows multiple LEAs to run a lawful intercept on the same target
o\Without each other's knowledge

O Hides information about lawful intercepts from all but the

most privileged users

Supports wiretaps in both the input and output
direction

Does not affect the subscriber’s services on the
router

Supports wiretaps of the individual subscribers who
share a single physical interface

Neither the administrator nor the calling parties are aware
that packets are being copied or that the call is being tapped

Provides two secure interfaces: one for setting up the wiretap
and one for sending the intercepted traffic to the LEA
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Network Components Used for
Lawful Intercept

An intercept access point (IAP) is a device that
provides information for the lawful intercept

A mediation device (supplied by a third-party
vendor) handles most of the processing for
Mediation DevieE the lawful intercept

The collection function is a program that
stores and processes the traffic

, intercepted by the service provider
Collection Function
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Wiretapping

_J Wiretapping is the process of monitoring the telephone and Internet conversations
by a third party

_J Attackers connect a listening device (hardware, software or combination of both) to
the circuit carrying information between two phones or hosts on Internet

E,{ Types of Wiretapping F

Passive Wiretapping
It only monitors and It monitors and
records the traffic records and also

alters the traffic

Note: Wiretapping without a warrant or the consent of the concerned person is a criminal offense in most countries

Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.

S
http://ceh.vn % NEWS 6 I.TmREIN http://i-train.com.vn
Foniea S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LP1, Web Design




Sniffing Threats

By placing a packet
sniffer on a network
in promiscuous
mode, an attacker can
capture and analyze
all of the network
traffic

Many enterprises’
switch ports are
open

= 4

Telnet
Passwords

Syslog
Traffic

An attacker can steal
DNS \a sensitive information by
Traffic \ sniffing the network

/ ,

Router
-_Configuration

" Chat
Sessions

FTP
passwords

A packet sniffer can

only capture packet

information within a
given subnet

Usually any laptop
can plug into the
network and gain
access to the
network
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How a Works?

) Sniffer turns the NIC of a system to the promiscuous mode so that it listens to all the
data transmitted on its segment

-J Sniffer can constantly read all information entering the computer through the NIC by
decoding the information encapsulated in the data packet

= S NIC Card in
‘e . Promiscuous
Switch
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Hacker Attacking a Switch

MAC Flooding
DNS Poisoning

ARP Poisoning

\ /

X v
Attacker i

DHCP Attacks

Password Sniffing

Spoofing Attack
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Types of Sniffing: Passive Sniffing

“Passive sniffing” means sniffing through a hub. On a hub the
traffic is sent to all ports.

Passive sniffing involves sending no packets, and monitoring the
packets sent by the others

Active sniffing involves sending out multiple network probes to
identify APs. Hub usage is outdated today.
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Types of Sniffing: Active Sniffing

) When sniffing is performed on a switched network, it is known as active sniffing

_) Active sniffing relies on injecting packets (ARP) into the network that causes traffic

Active Sniffing
Techniques

., Starvation
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Protocols Vulnerable to Sniffing

Passwords and data Passwords and data ) . '
d 4 Data sent in clear text sent in clear text sent in clear text

Keystrokes including Passwords and data Passwords and data Passwords and data
user names and sent in clear text sent in clear text sent in clear text

passwords
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Tie to in OSI Model

@ Sniffers operate at the Data Link layer of the OSI model. They do not adhere to
the same rules as applications and services that reside further up the stack.

@ If one layer is hacked, communications are compromised without the other
layers being aware of the problem

\ Application Stream (

POP3, IMAP,
IM, SSL, SSH

Application Application

Presentation Presentation

Protocols/Ports

Transport Transport

Compromised

IP Addresses

Network

Network

Initial Compromise

Data Link Data Link

Physical Links

Physical Physical
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Hardware

A hardware protocol
analyzer is an a piece of
equipment that captures
signals without altering
the traffic in a cable

It captures data packet
and decodes and
~analyzes its content
according to certain
predetermined rules

segment

It can be used to monitor
network usage and identify
malicious network traffic
generated by hacking
software installed in the
network
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Agilent N2X N5540A

Agilent E29608B

RADCOM PrismLite Protocol
Analyzer

RADCOM Prism UltraLite
Protocol Analyzer

FLUKE Networks OptiView®
Network Analyzer

FLUKE Networks EtherScope™
Series Il Network Assistant
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SPAN Port

SPAN port is a port which is configured to receive a
copy of every packet that passes through a switch

When connected to the SPAN port,
an attacker can compromise the

entire network

H('Jst

A 1Ds

Hc;st Hc;st

Hést Hcist H(ist Hcist
) e e e e e

Hést

SPAN Port

IDS port
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Sniffing DHCP ARP Poisoning
Concepts Attacks Attacks Attacks
Sniffing P Techniques

T

Spoofing DNS Sniffing Counter
Attack Poisoning Tools measures

Techniques
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MAC Flooding
o

MAC flooding involves flooding
switch with numerous requests

Switches have a limited memory 9
for mapping various MAC

addresses to the physical ports
on switch

MAC Address

Ll

MAC flooding makes use of
this limitation to bombard
switch with fake MAC
addresses until the switch
cannot keep up

Switch then acts as a hub by
broadcasting packets to all machines on
the network and attackers can sniff the
traffic easily
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IVIAC Address/CAM Table

-J All Content Addressable Memory (CAM) tables have a fixed size

J It stores information such as MAC addresses available on physical ports with their
associated VLAN parameters

48 Bit Hexadecimal Number Creates Unique Layer

Two Address
1258.3582.8DAB
First 24 bits = Manufacture Code Second 24 bits = Specific Interface,
Assigned by IEEE Assigned by Manufacturer
I 0000.0aXX.XXXX | I 0000.0aXX. XXXX l
Broadcast Address

| FFFF.FFFF.FFFF |
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How Works?
MAC | PORT

ARPforB->  |iyw
q P CSEeesEsiEaLstseavaenaars '?4"-'—1.:" MAC B
A . o+ = -y
-"!..Aa?..fer..@.:-z ........
= . b
C 3 MAC A Bis unkn;)'\]/:n/,“l:;oadcasts 3 ARP for B--> . MAC C
CAM Table

B GLLLL UL T
A 1 R —
@ @ M

C 3 D— pyret W agusisscivastioseseribsadin u MAC C
MAC A Learn: B is on port 2
CAM Table

IEF Tefica>e | medl
© X

2
C 3

Bis on port 2
CAM Table

Does not see
trafficto B
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What Happens When CAM Table is
Full?

B Once the CAM table on the switch is full, additional ARP request traffic will flood every port on
the switch

@ This will basically turn a switch into a hub

@ This attack will also fill the CAM tables of adjacent switches

Y Is on Port 3

\/7 einsania ﬁ‘lﬁﬁ MAC B
@kt =
QD“.
Y 3 Traffic A--> B i
Z 3

MAC C can see the trafficfromAto B
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Mac Flooding Switches with macof

® macof isa linux tool that is a part of dsniff collection
® Macof sends random source MAC and IP addresses

@ This tool floods the switch’s CAM tables (131,000 per min) by sending
bogus MAC entries

Command Prompt X

—i ethl
:b1:22:12:85:15 13:15:5a:6b:45:c4 0.0.0.0.25684 > 0.0.0.0.86254: s 2658741236:1235486715(0) win 512
:aB:d8:15:4d:3b ab:4c:cd:5f:ad:ed 0.0.0.0.12387 > 0.0.0.0.78B962: 5 123B569742:782563145(0) win 512
:3f:ab:14:25:95 66:ab:6d:4:b2:85 0.0.0.0.45638 0.0.0.0.4568: s 123587152:456312589(0) win 512

:2f:85:12:ac:2 12:85:2f:52:41:25 0.0.0.0.42358 0.0.0.0.35842: S 3256789512:3568742158 (0) win 512

=
=

:25:a3:5c:b2:af 82:12:41:1:ac:d6 0.0.0.0.45213 > 0.0.0.0.2358: S 36B4125687:3256874125(0) win 512
=

:c:b5:8Bc:6d:2a ba:cc:f6:41:8d:df 0.0.0.0.12354 0.0.0.0.78521: S 1236542358:3698521475(0) win 512
:42:ac:85:c5:96 ab:5f:ad:9d:12:aa 0.0.0.0.123 > 0.0.0.0.12369: S 8523695412:8523698742 (D) win 512
:4d:4c:5a:bd:ad ad:ad:5f:4d:e9:ad 0.0.0.0.23685 > 0.0.0.0.45686: 5 236B854125:365145752 (0) win 512

:eb:1la:25:2:a 25:35:a8:bd:af:fc 0.0.0.0.23685 > 0.0.0.0.85236: S 8623574125:3698521456(0) win 512
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MAC Flooding Tool: Yersinia
W Command Prompt x|

yersinia> en
Password:
yersinia# sh

http:

ceh.vn

attacks

cdp
dhcp

dotlg

dtp
history
hsrp
interfaces
stats

stp

users
version
vtp

Show running attacks

Cisco Discovery Protocol (CDP) information
Dynamic Host Configuration Protocol (DHCP)
information

802.10 information

Dynamic Trunking Protocol (DTP) information
Display the session command history

Hot Standby Router Protocol (HSRP) information
Interface status

Show statisties

Spanning Tree Protocol (STP) information
Display information about terminal lines
System hardware and software status

Virtual Trunking Protocol (VIP) information
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How to Defend against 2

00:0c:1c:cc:ccicc | Only 1 MAC Address
00:0a:4b:dd:dd:dd | Allowed on the Switch Port
M N N Bl
132,000 '
Bogus MACs 'E

= W

Port security limits MAC flooding
attack and locks down port and sends
an SNMP trap

Configuring Port Security on Cisco switch:

switchport port-security
switchport port-security maximum 1 vlan access

switchport port-security violation restrict

1

2

3

4. switchport port-security aging time 2

5. switchport port-security aging type inactivity
6

snmp-server enable traps port-security trap-rate 5

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

= -
http://ceh.vn (@R r: NENW S 6 T - FRALR http://i-train.com.vn
Foniea S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LP1, Web Design




IModule

Sniffing

50+
W =
Sniffing MAC DHCP ARP Poisoning
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How Works?

) DHCP servers maintain TCP/IP configuration information in a database such as
valid TCP/IP configuration parameters, valid IP addresses, and duration of the
lease offered by the server

J It provide address configuration to DHCP-enabled clients in the form of a lease
offer

Send My DHCP
Configuration Information

SEasssmsssasssnsennenennnnennnnannnn|l e b s e s s s ne R E s AR E RN RN AR S S e

< DHCP Offer (Unicast) 9
DHCP Request (Broadcast) |
o wenwnusnansussusuenansaevesss Al o v = snuvsusasnnnnnusnunusnannunnanns >
snensssasnsasnssannensesannnnnanns] foeereenannnnnasnsasaananaas o
DHCP Ack (Unicast)
Here Is Your Configuration DHC

IP Address: 10.10.11.120
Subnet Mask: 255.255.255.16
Default Routers: 10.10.11.1
DNS Servers: 192.168.168.6,
192.168.168.7

Lease Time: 12 days
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DHCP Messages

DHCPDISCOVER Client Broadcast to Locate Available Servers

Server to Client in Response to DHCPDISCOVER with Offer of Configuration
DHCPOFFER T

Client Message to Servers Either (a) Requesting Offered Parameters, (b) Confirming

DHCPREQUEST Correctness of Previously Allocated Address, or (c) Extending the Lease period

Server to Client with Configuration Parameters, Including Committed
Network Address

Server to Client Indicating Client’s Notion of Network Address Is Incorrect
(e.g., Client Has Moved to New Subnet) or Client’s Lease As Expired

DHCPACK

DHCPNAK

DHCPDECLINE Client to Server Indicating Network Address Is Already in Use

Client to Server Relinquishing Network Address and Canceling Remaining
Lease

DHCPRELEASE

Client to Server, Asking Only for Local Configuration Parameters; Client

DHCPINFORM Already Has Externally Configured Network Address
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IPv4 DHCP

OP Code Hardware Type Hardware Length HOPS

Transaction ID (XID)
Seconds Flags
Clieat IP Address (CIADDR)
Your P Address (YIADDR)
Server IP Address (SIADDR)

Gateway IP Address (GIADDR)

Server Name (SNAIVIE)—64 bytes

Filename—128 bytes

DHCP Options
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DHCP Starvation Attack

_J Attacker broadcasts discovery request for the entire DHCP scope and tries to
lease all of the DHCP addresses available in the DHCP scope

) This is a Denial of Service (DoS) attack using DHCP leases

Attacker

o DHCP Discovery (Broadcast) x (Size of Scope) > DHCP Server
DHCP Offer (Unicast) x (Size of DHCPScope) 9

-9 DHCP Request (Broadcast) x (Size of Scope)
B~ e R >

DHCP Ack (Unicast) x (Size of Scope) o
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Server Attack

_) Attacker sets rogue DHCP server in the network and provides DHCP address
to the user

o DHCP Discovery {Broadcast)
DHCP Offer (Unicast) from Rogue Server

9 DHCP Request (Broadcast) oo oo =

DHCP Server

By running a rough DHCP server, an attacker
IP Address: 10.10.11.120 . .

P S W - i e can send incorrect TCP/IP setting
Default Routers: 10.10.11.130
DNS Servers: 192.168.168.6,
192.168.168.7

Lease Time: 12 days

—

Wrong Default Gateway = Attacker is the gateway
Wrong DNS server = Attacker is DNS server

Wrong IP Address = Denial-of-Service with incorrect IP

Rogue Server
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DHCP Starvation Attack Tool: Gobbler

DHCP Scope
— 10.10.10.1
< B o
D U UT I I TI T ITITITTITITITIITTOTON | | e > 10.10.10.
—— 00 10.10.10.4
\_/ 00C
k aoo 10.10.10.5

DHCP Server :

10.10.10.254

User

Attacker
(Gobbler Tool)
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How to Defend Against
and "

Enable port security to defend against DHCP Enable DHCP snooping to defend against DHCP
starvation attack rogue server attack
DHCP Snooping —
Enabled I~ | Trusted 3
N WY Lg/
DHCP Server
Untrusted Untrusted
Attacker Uger ‘ Attacker B LTsér ‘
10S Switch Commands I0S Global Commands

switchport port-security 1P dhopisunop Hoguy s fe

switchport port-security S iE 1 no ip dhcp snooping information option
switchport port-security violation restrict S B
switchport port-security aging time 2

switchport port-security aging type inactivity
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What is Address Resolution Protocol (ARP)?

Address Resolution The ARP protocol ' When one machine ‘; All machines on the If one of them
Protocol (ARP) is a broadcasts the needs to communicate | network will identifies with this
protocol for mapping network machines with another, it looks compare this IP address, the machine
an IP address to a to find out their up the ARP table. If the ~ address to their will respond to ARP
physical machine physical MAC | MAC address which will store the
address that is address address pair in the ARP
recognized in the table and

local network communication will

take place
[2)

o

------
. o . .
. " » -
..........
............................

Hello, | need the MAC
address of 172.15.3.1
Think 'll broadcast

[ Hi, 'm 172.15.3.1, here
% ismy MAC address:
MAC: 0800.0400.1111
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Attack

ARP Spoofing involves
constructing a large number
of forged ARP request and
reply packets to overload a

0 e switch
i 'u‘v—— | eeerrnsaraananas oo T .

&

ARP packets can be forged
to send data to the
attacker’s machine

Victim Attacker
F - I
| Switch is set in ‘forwarding !
e’ Alter ARP tablaiis e Attackers flood a target
l‘ flooded with spoofed ARP ! computer S‘ARP C3_3Chf9 with
| replies and attackers can g i forged entries which is also
. sniff all the network packets |~ known as poisoning
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LX) CER LJ Windows Server 2003 Enterprise Edition - VMware Workstation

| File Edit View VM Team Windows Help
mere || G@HR| | DE8& @rEE | 8%

(3 Windows Server 2003 Ent...

How Does

Layer 2 broadcast domain, an ARP request is

A waits for the user B to respond with a MAC address

When a user A initiates a session with user B in the same

breadcasted using the user B's IP addresses and the user

Hey 10.1.1.1

No, I"am 10.1.1.1
and my MAC
address is
9:8:7:6:5:4

Malicious user eavesdrops on this unprotected
Layer 2 broadcast domain and can respond to
broadcast ARP request and reply to the user A by
spocfing the user B's MAC address

Attacker

the ARP request and
responses and spoofs as the

lagitimate user Gl B

=10]x|

Yes, | am here
This iz 10.1.1.1 and
my MAC address is
1:2:3:4:5:6

are you there? User B
,_& .
Switch broadcasts ARP : Actual legitimate user :
request onto the wire : responds to the ARP request .
sends ARP request - .
-.................... mEm m 4...-*.".‘; | S T S T ——— . *_)
. - :
User A o, Switch H
Lt .
(10.1.1.0) sy gy e, -
3 4, P ] :
%}b '94140 : Malicious user eavesdrops on ¥
I User D

Information for IP address
10.1.1.1 is now being sent to
MAC address 5:8:7:6:5:4
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of ARP Poisoning

Using fake ARP messages, an attacker can divert all communications between
two machines so that all traffic is exchanged via his/her PC

Denial of Service (DoS) Attack

Data Interception

J VolIP Call Tapping
J Stealing Passwords Mé"'ifx:t';ec-kmiddle
J Manipulating Data
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ARP Poisoning Tool: Cain and Abel

=Ee ]

File View Configure Tools Help

BN Y B EIDMEE22092 0 ? i

|&& Decoders lg Network Iﬁ Sniffer l:/ Cracker ln Traceroute l CCDU l'o Wireless ];‘z) Query I

S APR Status IIPeddu:ss IMAC address [Pa(kcts » | <- Packets [MAC address [li" address i
s Blpowonng 192160 SHENEN 0 0 CoocolN  1S.coMMN |
2 APR-DNS

B APR-SSH-1 (0)
& APR-HTTPS (0)
9% APR-RDP (0)
5 APR-FTPS (0)
S APR-POP3S (0)
& APR-IMAPS (0)
£ APR-LDAPS (0)
& APR-SIPS (0)

Status l IP address ] MAC address Packets -> | <- Packets | MAC address [ IP address
@ Full-rovting 192168 00215A) 2 2 000681
@ Full-routing 192168 00215A 2 2 000681
> Half-routing  192.168 00215A 3 0 000681
@ Full-routing 192168 00215A 3 2 000681
® Full-routing 192168 002154 2 2 000681
@ Full-routing 192168 00215A 2 2 000681
® Full-routing 192168 00215A 2 2 000681
@ Full-routing 192168 00215A| 2 2 000681
@ Configuration / Routed Packets l
I;g Hosts | @ APR [ Routing [\ Passwords |2 voip |
Lost packets: 0% '

http://www.oxid.it
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ARP Poisoning Tool: WinArpAttacker

Untitled - WinArpAttacker 3.5 2006.6.4
Fle Scan Attatk Detect Options View Help

Do - w0 ga [0 4 W

an Stop | Defect Sersd Recoust Optica:  LUvelb  About
Hostname | Oriine | Sniftirg | Artack apsQ | ape | apro | aprp Packets Traffic(x)
17 04 70 400, 168, Online  Normal  Sniffian 1 1 4 23 18 1.06
92,168.163 Onkne  Normal  SniffLan 270 1 12 63 0 0.00

B 1szaeses Onine  nNormal  Snffian (1] 1 s P el .27
B192.168.168 Onine  Normal  Soffian 0 1 s 2 » 20.01
E1s2.168.163 Onlne  Normal  SniffLan ( 1 8 23 0 0.00
Ei92.168.168 Onine  Normal  SnfffLan 0 1 3 z 9 0.53
B192.168.188 Orline  Normsl  Snfffian 0 1 3 23 4 46.04
192,168,168 Onlne  Normal  SniffLan 19 1 4 24 10 0.73
B192.168.168 Oriine  Normal  SniffLan ) 1 3 23 7 0.41

192.168.168 Onine  Normal  SoiffLan 0 1 3 2 £ 14.99

2 ire o SniffL
B 1%2.163.168 Online  Normal  SniffLan 0 1 4 23 2 9.44
[192.168.168 Onine  Normal  SniffLan 0 1 2 23 0 0.00
B152.168.168 Online  Normal  SniffLan 6 1 4 24 s 0.3
[E192.168.168 O Normel  SodffLan 0 1 é 23 0 0.00
M 192.168.163 Ocine  Normal  SniffLan 3 1 4 24 0 0.00
B192.169.168 Croine  Normal  SniffLan 3 1 4 24 2 0.81
B 192.168.168 Oine  Normal  SniffLan 0 2 46 23 0 0.00 <
Time | Event | EffectHost EffactHon2 | Court ~ [
2010-08-25 18:10:44  New_Host 1
2010-08-25 18:10:44  New_Host 1
2010-08-25 18:10:44  New_Host 1 192.168,
2010-08-25 18:10:44  New_Most 1 192168
2010-08-25 18:10:49  New_Host 1 192.168,
2010-08-25 18:10:46  Arp_Scan 270 192,168,
2010-08-25 18:10:44  New Most 1 192.168,
2010-08-25 18:12:13  Attack_Flood 1000
2010-08-25 18:12:13  Attack_IP_Conflict 01-01-01-0... 1000 <
[D8725/10 12:10.38) - WinApATACker 3.5 2000 0 $ece A
P82510 18:10:28] This program is freesare, 50 you CaN Lse and reSanbue it fresly
D82410 15:10:44] Starting host's onliee Status scannly
082410 12:1040] Host's stanus soanning fnished
082510 1£:1156] Floeding mission cant stan.
P825/10 19:12:13] Nloeding mission stamted successiuly
PR25410 1£:12:13] Noading mission firkshed v
Ready IP: 192,168.168.15 Mac; 00-15-53-A1-30-49 GW: 192,168,168.16: On; 23 Off: 0 Sniffing: 0
http.//www.xfocus.net
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= Sniffer

ARP Poisoning s

<
| l I f S ft S f = [v]Ethernet Order  Timestamp Summary
To o l | a o nl Packets 4133 9[25[201012:3.., ARP, Request who-has 192,168, 168,17 tell 192.168.1... TRUNCK

4124 npqmm 122 anp anirl 102 142 142 17 ek OO ADF e TRIENCATENL NI
4134 9[25[201012:3.., ARP, Reply 192.168.,168.17 is-at 00:01:6¢:0f:c... TRUNCATED! 1
(] IEEEE0Z_t1 4135 9[25[201012:3.., ARP, Request who-has 192,168, 168.168 tell 192.168.1... TRUNC
@ b 4135 9/25/201012:3.., ARP, Request who-has 192.168. 168,168 tell 192,168, 1... TRUNC
4136 9[25/201012:3.., ARP, Request who-has 192,168, 168.12 tell 192.168.1,.. TRUNCK
= Sniffer 4136 ARP, Request who-has 192,168, 168,12 tell 192.168.1... TRUNCE
4137 ARP, Reply 192.168,168.12 is-at 00:15:58:a1:0... TRUNCATED!
4137 ARP, Reply 192.168,168.12 is-at 00:1 ... TRUNCATED!
4138 9/25[2010 12:3... ARP, Reply 192.168.168.168 is-at 00:06:b1:3:1... TRUNCATED!
4138 9/25/201012:3.., ARP, Reply 192, 168.168.168 i-at 00:06:b1:3:1.., ATED!
Plugins ARP-spoofing Packets Statistics 4139 ARP, Request who-has 192,168, 168,32 tell 1921688, . TRUNCAT
Al 5139 ARP, Request who-has 192,168, 168,32 tell 192.168..., TRUNCAT
S772  9j25§2010 12:3... ARP, Reply 192.165.165.165 - SD-06:b1 1. TRUNCATED! 1t 140 Sl ARP, Request who-has 192.168,168.1 tell 192.168.1... TRUNCAL
ST 9[25f2010 12:3 ARP, Reply 192.168.168.168 k5-a¢ 00:06:b1:3:1.. TRUNCATEDI 1t | || #140  9/25/2010 12:3.., ARP, Raquest Who-has 192.168. 168.1 tll 192, 165.1... TRUNCAY
07 af2ep010123 ruscare ||| 4148 972572010 12:3... ARP, Request who-has 192.168, 168. 1 tell 192,168.16... TRUNCK
§773  9/2812010 12:3... ARP, Rocuest who-has 192, 165, 168.32 tel 192,168.1,.. TRUNCATE 4149 9/25/2010 12:3... ARP, Request who-has 192.168,168.1 tell 192.168.16... TRUNCZ
5774 9]25{2010 12:3... ARP, Raquest who-has 192.168.168.12 tell 192,168.1... TRUNCATE 4150 9/25/2010 12:3... ARP, Request who-has 192,168, 165.100 tell 192.163.... TRUNCF
5774 9J75’20‘D ]2A3 Z 2 m’ RMW’M 192.168168.,2‘&1921“.1”%“ AEn AMCIHOIN LD AND Namonsh dha hos 1O 160 160 tON AN 1OV 46O el T
S775  9/25§2010 12:3... ARP, Reply 192.168.168,32 k-at a4:ba:db:fd-8,.. TRUNCATED! It i < >
B 5775 9252010 12:3... ARP, Reply 192.168,168,32 is-at a4:ba:db:fd:8, .. TRUNCATED! It &
: o, §776  9[25§2010 12:3. AR, Reply 192.168.168. 12 t5-at 00:15:58:31:0... TRUNCATED! 3t |
24 192.168.168. 1. 5776 ARP, Reply 192.168.168.12 5~at 00:15:58:51:0... TRUNCATED! 3t | Save
M 192.168.168.1 5777 . ARP, Request who-has 192,168, 163,61 tell 192,168.1... TRUNCATE
192,168,168, 5777 3., ARP, Request who-has 152,168,165,61 tell 192,168, 1... TRUNCATE Al
192.168.168.3 S778 92502010 12:3... ARP, Reply 192.168.168.61 is~at 00:25:11:22:3... TRUNCATED! It i
} 192.168.168.4 5778 9/25{2010 12:3... ARP, Reply 192.168.168.61 5-8¢ 00:25:11:22:3... TRUNCATED! Iti
192.168.168.5 5780 9/25{201012:3... 6 ARP, Request who-has 192.168.168.90 tell 192,168.1,.. TRUNCATE
8 16h 60k S780  9/25{201012:3... ARP, Request who-has 192.168.168,50 tell 192.168.1... TRUNCATE
Sy 5762 92512010 12:3... ARP, Request who-has 192.168,168.90 tefl 192,168.1,.. TRUNCATE http.'//WWMI.UfOSOﬂ’.COIn

J 192.168.168.91 S782  9[250201012:3... ARP, Request who-has 192,168,168.90 tell 192,168.1,.. TRUNCATE
(PRI T ST R ¥:
> >

File Edt View Caplre Tools Help

Fle ARP- f Order  Tmestamp Sumenary

3888 ETELBLEBB

D9 U 2 B 0 0 0 gyyeyy... s Ufasoft Snif is an automated ARP
1D 91 11 F2 C0 A8 AB FB ..,
Protocol 0xB06

ap poisoning tool that sniffs passwords
and email messages on the network

Works on Wi-Fi network as well
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How to Defend Against =

Use DHCP Snooping Binding Table and Dynamic ARP Inspection

sh ip dhcp snooping binding

10.10.10.1
MACA

MacAddress IpAddress Lease Type VLAN Interface

dhep- 4 FastBthernet
snooping 3/18

No ARP entry in the

7.y binding table then
: DHCP Snooping Enabled discard the packet
Dynamic ARP Inspection Enabled vy
Crrrrvnrrsssnnantnsnnnsannnanny . (e 3010101
¥RREassssnusssesinasnaseaneans > M mm M (,_,,,,_,_,.,_,_.,,,.,,_.._.: Saying 10.10.10.2
: ey P ol is MAC C

: [z Poi o |
: S s oF
10.10.10.2 |’ ’ ARP 10.10.10.2 Saying "HI a 10.10.10.5

MACB b= 10.10.10.1 is MAC C - % MAC C

Check the MAC and IP fields to see if the ARP
from the interface is in the binding; it not, traffic
is blocked
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Configuring and
on Cisco Switches

Switch({config)# ip dhecp snooping Switchi{config)# ip arp inspection vlan 10
ig)# ip dhep snooping vlan 10

i

Switch (cc
Switch{config)$ ~Z
Switch# show ip dhep

Switch{config)g& *~B

snoopindg Switchi show ip arp inspection

Switch DHCOD .31‘.0:-}_:-1 7 iz =nakled Spource Mac Validation : Disakled

DHCE ping is configured on foll i TANS: { Destination Mac Validation : Disabled

DHCE ping is operaticonal con P Rddress Validation : Diszabled

=y T S - =R, - - Wlan Configuration Operation ACL Match Static ACL

DHCP Tn,-.-plr‘.__{ is configured on 1o Erabled s

Interiaces: Wlan ACL Logging DHCP Logging Probe Legging

o 10 Deny Deny Cff

DHCP snooping trust/rate is configured on the Wlan Forwarded Dropped DHCP Drops ACL Drops

= i - T 10 a a a a

folle wing Interraces Wlan DHCP Permits ACL Psrmits Frobe Permits Source MAC Failures
10 o] o] 0 il

Interface Trusted Rate limit (pps) Vlan C Failures IP Validation Failures Invalid Protocol Data

10 il 0

Switch# show ip dheop snooping binding

ot

o
i

Machddress IpAddress Lease Type VLAN Interface

1a:12:3b:2f;df:1c 10.10.10.8 125864 dhcp-
snoopling

W
[3 =

Total number of bindings: 1 —
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MAC /

- MAC duplicating attack is launched by sniffing network for MAC addresses of clients who are actively
associated with a switch port and re-using one of those addresses

J By listening to the traffic on the network, a malicious user can intercept and use a legitimate user's
MAC address to receive all the traffic destined for the user

Switch Rule: Allow access to
My MAC address

the network only if your
is A:B:C:D:E MAC address is A:B:C:D:E

> Grcsusunsanane > €usansusansansn o f }
Legitimate User : Attacker sniffs the network for MAC addresses
No! My MAC = of the currently associated users and then .
3 + uses that MAC address to attack other users v
Address is * associated to the same switch port

Attacker

Internet
Note: This technique works on Wireless Access Points with MAC filtering enabled
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Attack Threats

MAC spoofing

2 If MACs are used for network access
an attacker can gain access to the
network

) An attacker can take over
someone’s identity already on the
network

s IP spoofing

Ping of death
ICMP unreachable storm
SYN flood

Trusted IP addresses can be
spoofed

Attacker

g 8 & @&
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IMAC Spoofing Tool: SMAC

‘s SMAC 2.0 Professional Edition - KLC Consulting: www.klcconsulting.net

Fle View Options Hep

Active [ Spoofed [N_etwork Adapter

IP Address
Bluetooth Personal Area Network from TOSHIBA... | 0.0.0.0 3
0010 Yes Yes Intel(R) PRO/Wireless 2915ABG Network Conne...  192.168.0.107 00-50-08-F5-BD-23
0016 VYes No VMware Virtual Etheret Adapter for VMnet8 192168171 00-50-56-C0-00-08
[v' Show Only Active Network Adapters Update MAC I R WA l
New Spoofed MAC Address he
Restart Adapter | IPConfig l
|00 =/ 10 =|FE ={81 =/D6 = 91 x|
Random | MAC List l
|DIGITAL EQUIPMENT CORPORATION [0010FE) | Refresh | Exit ]
Spoofed MAC Address Network Connection > |
f00-10-FE-81-D6-91 & | |Local Area Connection
Active MAC Address Hardware ID > |
{00-10-C6-EE-D6-FE & | [pluetooth\00040007

Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any system.
This program is not to be used for any illegal or unethical purpose. Do notuse this program if you do not agree with

http://www.klcconsulting.net
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How to Defend Against =

Use DHCP Snooping Binding Table, Dynamic ARP Inspection and IP Source Guard

sh ip dhecp snooping binding

10.10.10.1
MacAddress IpAddress Lease
‘ q ‘ MACA
2a:33:4c:2£;4a:1c 10.10.10.9 185235 dhcp- 4 FastBthernet J
snooping 3/18 Y IP and MAC entry in the
A : : binding table does not match

: _ DHCP Snooping Enabled then discard the packet

Dynamic ARP Inspection Enabled

IP Source Guard Enabled vy

B

Traffic Sent with IP
10.10.10.5 Mac B

‘ Traffic Sent with IP |
10.10.10.2 Mac C

10.10.10.5
MACC

10.10.10.2 [E"
MACB e

Received Traffic Source
IP 10.10.10.2 Mac B

Check the MIAC and IP fields to see if the traffic
from the interface is in the binding table; if
not, traffic is blocked
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Techniques

1. DNS poisoning is a technique that tricks a DNS server into believing that it has received
authentic information when, in reality, it has not

2. It results in substitution of a false Internet provider address at the domain name service
level where web addresses are converted into numeric Internet provider addresses

0 o
@/ Q, Intranet DNS u
ﬁ ﬁ ......................... Spooﬁng (Loca| ......-..........--.-) -
“ < network) : “
\_—»/

. : Attacker

Victims Internet DNS ! :
: \ DNS Cache :
: Spoofing (Remote o :
: | Poisoning :

: network)

. Proxy Server DNS
Gooorssssonsnnasnnnsannen’ Poisoning _#fesesscnnssnnsnansnasanannsanns
DNS Attack Scripts
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DNS Spoofing

_J For this technique, you must be connected to the local area network (LAN) and be able

What is the IP
address of

_J It works well against switches with ARP poisoning the router
: www.xsecurigicom‘ "’J

Router IP 10.0.0.254
DNS Request A— Real Website
..e...-....-......-..---) ....... MmN ™ WWw.Xsecurity.com
IP: 200.0.0.45
.0 =
) 8 X
& . "'~f?‘,”$erCo v ) )
Rebecca e, .-.,_'.77?% t Attacker poisons the router
1 0 Tes, el 10'00 and redirects DNS requests
1000 Asp **, e to his machine
'9@%
op "t .
@

A
Www.xsecurity.comy
{ s located at

b 10.0.0.5

- ¢ ‘ )

N

» Attacker sniffs the
. credential and

redirects the request
= to real website

Attacker runs
arpspoof/dnsspoof

Fake Website

E=
http://ceh.vn

1
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DNS Spoofing

Internet DNS Spoofing, attacker infects Rebecca’s machine with a Trojan and

What is the IP
! address of

changes her DNS IP address to that of the attacker’s

2 y
| Www.xsecurity.com

Rebecca’s Browser
o connects to 65.0.0.2

» Attacker sniffs the >
credential and redirects the
V‘... O/VS . ”’
. " *o, R.GSDOO Fake Website
’ e sp Sey, IP: 65.0.0.2
Rebecca W, 9%., .
(IP: 10.0.0.5)

request to real website

Real Website
WWw.xsecurity.com
IP: 200.0.0.45
l’f@r s, =2 ‘n' g
ao: X
e,
S,
&

Attacker runs DNS Server in
Russia (IP: 200.0.0.2)

E=
http://ceh.vn

1
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DNS Poisoning
_) Attacker sends a Trojan to Rebecca’s machine and change her proxy server settings in
Internet Explorer to that of the attacker’s

What is the IP Proxy server
address of | s
% ; Www.Xsecurity.com ~

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | 200.0.0.2

Port: | 8080
[TIBypass proxy server for local addresses

[Lahoccsa]

Rebecca
(IP: 10.0.0.5)

7

Real Website

>
wWww.xsecurity.com

(IP: 200.0.0.45) }m{.

* Attacker's fake website
« sniffs the credential and
: redirects the request to

: the real website

Attacker runs Proxy Server
in Russia IP: 200.0.0.2

Fake Website
(IP: 65.0.0.2)
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Poisoning

DNS cache poisoning involves changing or adding records in the resolver cache of a DNS, so that a
DNS query for a domain returns an IP address of a fake website set by the attacker

If the server can not validate that DNS responses have come from an authoritative source, it will
cache the incorrect entries locally and serve them to users who make the same request

What is the IP address
of wwwi.xsecurity.com

v for DNS inf; Query for DNS info >
& v Q..e..‘}essy_p_r ..... I W e Lkt — > [
B e nassnins e :
DNS cache at user is updated

Uier : with IP of fake website = 2% X
9 Internal

: Redirectedto a S
. fake website

Authoritative server
for xsecutity.com

Attacker Rogue DNS
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How to Defend Against

Resolve all DNS queries to local DNS server

Block DNS requests from going to external servers

Implement DNSSEC

e [ e o e

R A Configure DNS resolver to use a new random source port
=Tl from its available range for each outgoing query

Configure firewall to restrict external DNS lookup

Restrict DNS recursing service, either full or partial, to
authorized users
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IModule

Sniffing
A
o ﬁ, j|
o = - oo
Sniffing MAC DHCP ARP Poisoning
Concepts Attacks Attacks Attacks
Sniffing P Techniques

<N e |

Spoofing DNS Sniffing Counter
Attack Poisoning Tools measures

Techniques
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Sniffing Tool: Wireshark

Wireshark is a free packet sniffing tool

Wireshark uses Winpcap to capture packets, so it can only
capture the packets on the networks supported by Winpcap

Captures live network traffic from Ethernet, IEEE 802.11,

PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay,
FDDI networks

- e -~ = e e -
Captured files can be programmatically edited via command-
line

A set of filters for customized data display can be refined using
a display filter

Wireshark Tool
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Sniffing Tool: Wireshark

% Realtek RTLB139 Family Fast Ethernet Adapter (Microsoft's Packet Scheduler) - Wireshark

Fie Edt Yew Go Caphre fdnalyze Staticticc Telaphony Jook Hep

Seoee EEXRXZSS Aesa T2 BRER QB
Fiter: ¥ Egressin.. Jear Agply

| No., - Tme Source Destination Prokocol Info

9 0.222971 DR11_03:04:80 Broaudcast ARF Who has 192.108.198.837 Tell 1S

10 0.807269 239.255.255.i% M-SEARCHM ¥ HTTP/L.1

11 0.826148 Foxconn_0a:8e: Broadcast who has 192,168.168.%" Tell 192

12 0.981889 Foxconn_0Of :cf:ca Broadcast e

13 1,170966 192.168.168 192,168,168, 377 Wireshark: Filter Expression - Profile: Default

14 1,171225 Micro-st_98:9b:49 Broadcast
1.171342 192.168.168.% 192.168.168. 111
1.171706 192.168.168. 14 192,168,168, :31 Fi
1,171722 1168.168. 3 192,168,168, 111 oD

. YU o5 1 0. W _1bd._1 = HNS

1.981862 a aroagcast # Expert - Expert Info
2.092018 Broadcast :
2.334687 fica Broadcast # 104apd - IEC 60870-5-104-Apcl
2.397226 1ccll:asd3:3c ffo2::c M-SEARCH % 1048sdu - [EC 60870-5-104-Asduy
2.397323 192.168.168. 8 239.255.255.a%
2.398155 fe80::5491:ccll:a6d3:3¢c FFO2;::¢ 2dparityfec - Pro-MPEG Code of Practice #3 release 2
2.398241 ¥ 239.255.255. 4%
2.981868 of icf: Broadcast ' JCOMINS - 3Com XN Encapsulation
3.002035 = . Broadcast 3GPP2 Al - 3GPP2 Al <=
3.374949 11_03:dd:80 Broadcast who has 1

B0Z.11 MGT = IEEE B0Z.11 wareless LAN manayeiet wtanty
# Frame 19 (110 bytes on wire, 110 bytes captured) BOZILL Ridotap ~IEEE 802:11 Racklap Caphas hen S

# Ethernet II, src: Del1_03:dd:80 (00:26:b9:03:dd:80), Dst: Broadcast (Ff:ff:ff:ff ¥ 802,3 Slow protocols - Slow Protocols
# Internet Protocol, Src: 192.168.168.4 (192.168.168.4), 0st: 192.168.168.19% (192, 9p - Plan 9 9P

# User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
> A eyl AALL - ATM AALL

f ff 03 dd 80 08 vesens T -0 2
6d <0 a8 a8 i 7/ AALI[4 - ATM AAL34

60 .
ff 00 <8 d8 29 0 saane ) ¥ AARP - Annlatak Address Resolution Protacol
00 00 44 a5 44
44 41 43 a1
41 00 01 cO
o0 <0 a8 a8 4

Packets: 209 Displayed: 209 Marked: 0 Dropped: 0

http://www.wireshark.org
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http:

Follow TCP Stream in Wireshark

ceh.vn

Follow TCP Stream

Stream Content

1220 (vsFTPd 2.0.7)
331 Please specify the password.

o-------n-..--..--

230 Login successful.

1211-Features:
EPRT
EPSV
MDTM
PASV
REST
SIZE
TVFS
UTF8
211 End

200
257
200
227

150
226

Password revealed
in TCP Stream

STREAM

Always in UTF8 mode.

" g

Switching to ASCII mode.

Entering Passive mode (195,189,143,122,119,75)

Here comes the directory Tlisting.
Directory send OK.

|
- Entire conversation {431 bytes)

s NEwWS

Canified Ethical Hacker

" Realtek RTL8169/8110 Family Gigabit Ethernet NIC
Ble Edt Yew Go Goptwe fnoboe  Statetks Tekphony ook el
BEaaE DEREE ¢+ DT L2 EEIQAQAQAEN K EW K

Flar: topstream 99 45 v Egpramsion.,. Ceag Apgly

(Microsoft’s Packet Scheduler) - Wireshark

B[]0

B

Mo, -

g m 0 =
pl3-01.opera.com 192.168.168.7
pl3-01. opera.con 192.168.168.7
192.168.168.7 pl3-01.opera. ¢t
P13-01. opera.con 192.168.168.7
pl3-01.opera.com 102.168.168.7
192.168.168.7 pl13-01.0pera. <«
PL3=01. 0pera.con 192.168.168.7
pl3-01. opera.con 192.168.168.7
192.168.168.7 pl3-01,opera. &t
192.168.168.7 pl3-01, opera. ct
pl3-01, opera.con 192.168.168.7
192,168.168.7 pl3-01.opera. ct
pl3-0l. opera.con 162.168.168.7
192.168.168.7 pl3-01, opera. c«
pl3-0l, opera,con 192.168,168.7
192.168.168.7 pl3-01.opera. ct
pl3-01. opera.con 192.168.168,7
162.168.168.7 0l3-01. opera. ct

FTP
FTP
TCP
FTP
FTP
TCP
FTP
FTP
TCP
FTP
FTP
ETP
FTP
FTP
FTP
FTP
FTP
ETP

2010~
2010~
2010~
2010~
2010-
2010~
2010=
2010-
2010~
2010-
2010~
2010-
2010~
2010-
2010~
2010-
2010~
2010~

Response: 211-Features:
RESPONSE: EPRT
ft-role > frp [ACK] Seqed9 Ack=100 win=65436 Len=0
Rasponse: EPSV
RESpONse: MDTM
fr-role > frp [ACK] Seqe49 Ack«ll4 Win=65422 Len=0
RESPONSE: PASY
Response: REST STREAM
fr-role > frp [ACK] Seqe=40 ACKk=165 Win=65371 Len=0
Request: OPTS UTFE ON
Response: 200 Always in UTFS mode.
REQUEST: PWD
Response: 257 "/
Request: TYPE A
Response: 200 switching to ASCII mode.
REqUEST: PASV
Response: 227 entering Passive Mode (19%5,189,143,1
REQUEST: LIST
>

4884 (77 bytes on wire, 77 bytes caprured)

Ethernet II, src: Ssonfcwal_3f:le:a0 (00:06:bl:3f:1e:a0), Dst: Elitegro 22:2d:5f (00:25:11:22:2d:5F)

Internet Protocol, Src: pl3-01.opera.com (195.189.143.122), 0st: 192.168.168.7 (192.168.163.7)

Transmission Control Protocol, src port: ftp (21), Dst Port: fr-role (2429), Seq: $5, ack: 43, Len: 23
= File Transfer pProtocol (FTR) %

>

2%
3f
07
do
75

2d sf 00 06 b1 3f
94 a7 00 32 06
00 15 09 7d ce 3¢
ca 75 ©0 00 32 33
63 63 65 73 73 65

11 22 08 00 45
8f 7a <0 a8  .7..9.2. “2es
ra ad 45 SO }.< EP.
67 69 de u..23 0 Login

0040 0a successf ul...

O Filo: “CADOCUME~ 1 RAALOCALS~ 1 Tempiwares . Packets: S560 Displryed: 33 Marked: 0 Dropped: 0
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Display Filters in Wireshark

Display filters are used to change the view of packets in the captured files

tep.port==23

Example: Type the protocol in
the filter box; arp, http, tcp,
udp, dns

ip.addr==192.168.1.100
machine
ip.addr==192.168.1.100 &&
tep.port=23

(D

ip.dst == 10.0.1.50 && frame.pkt len >
400

ip.addr == 10.0.1.12 && icmp &&
frame.number > 15 && frame.number < 30
ip.src==205.153.63.30 or
Qp.dst==205.153.63.30 /

ip.addr == 10.0.0.4
ip.addr == 10.0.0.5

ip.addr == 10.0.0.4

Copyright © by EG-Council
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Additional Wireshark Filters

for the HEX values of udp conta
<58 at any offset 33:27:58
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Sniffing Tool: CACE Pilot

314 O .

http://www.cacetech.com
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Sniffing Tool: Tcpdump/Windump

TCPdump is a very powerful command line interface packet sniffer which runs on
Linux and Windows

tecpdump —i ethl

13:13:48.437836 10.20.21.03.xoutar » RIF2-ROUTERS.MCAST.NET.router:
| RIP2=ROUTERS .MCAST.NET udp

ott. Juggyhoy.com, router » RIFZ-ROUTEZRS.MCAST,

= 010 5 ; ‘ha g

RIFVE
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Discovery Tool: NetworkView

J NetworkView is a network discovery and management tool for Windows

J Discover TCP/IP nodes and routes using DNS, SNMP, Ports, NetBIOS and WMI

4 Pt warkviews - [ Titoristead]

;i Fie Edk View Lits (ogs Wndow Help
D ER& M- 17 da|+—H| 20a T  EelDuaits

= = 9 8 8
CLEE 10142 w13 [ EEE] "1 7
Wadtatiariyy Upwi 3 wired el Tdpe acamp avpomashan. com U 4 HP Prisinr

} = San Francss V100 294 298 385 |
1] Londen 121,10 355 3553060
0105 Wi TERET] L naA h
n e

[T Pyt | Fligastl il (st sasem 16

o
] =
(RE0 10.4.0.23 L RRE- {[ER] 10.4.9.20 LERE ]
Mac Saner Wana g Macking Rt by ACCESH Dridgs BRSO BNy, S MR St A partr

Covvmaiien be Sbyei By i g 10 3 00010}

0
i

- = =

Al

LEREL] L TRE ] LEEE LERE"] LTET LRI
ain Priniee S 35 Fleor Heda 305128 HP Torninal do1 NT X Tarmival pelcompany T A0 Earenr
\
1 |
L | lF—
S0 hders Pordzarg 1 O [ — 0Pdks 0 Mas Sont Saved

http://www.networkview.com
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Discovery Tool: The Dude Sniffer

The Dude sniffer scans all devices within the specified subnets and draws a
detailed layout map
* admin@localhost - The Dude 3.6 H=E3

(@ | Pretessnces || @ LocatServer || Heo R IIETANCE WIRELESS LINKS = A_._A;
= A Toon —_— ———

“ adminBlocalhost - The Dude 36

@' | Prefererces || @ Local Server Help I ISTAN

SRSl ~ scrver Configuration BEE | 1|10} | Sameme
ayer

[ Cortents _ Genesl SNMP Poling Setve Apsnis | Syslog Msp Chat Repet | ,

] Addess e =
Adwns Folowng DNS setvers wil be Usad fo lock up device
Chods names and [P addwestas :
XE‘:‘“‘ Primary DS EERTERTER] i =
Remote Cornecton TR ae 101 ]|

Funchions | Gecondary ONS: (0000
Scan

History Act ! f—_— .
B Lnks Emad notfications wil be tant Lising ons of thess s v Srmgeals Type: |bacemute
- SMTP servers and Emad addsess Ml (specruson —
= Teint
Pamary SMTP. (0000 = | = . i
[y Y Torch
Secoedsy SMTP- 1000 |& : —
From: |dade@some. doman com Web
>l Winbox

e =

T 2= 0 W&

| 2

Cleek 1 0 bps / tx 0 bps Setver, mObps /e Obps

http://www.mikrotik.com
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Password Sniffing Tool: Ace

Ace Password Sniffer can monitor and capture passwords through FTP, POP3, HTTP,
SMTP, Telnet, and webmail passwords

d Sniffer
File VYiex Control Help

0 Bl A5 ?

| Server [ Frotocol [U. {anvcrd I Info
. PP3 1234 +0K User successfully lo, <<
. POP3 1234 +0K User successfally logged

1234 40K User successfully logged on
1234 3 40K User successfully logged on
root KITP/1.1 302 Document Follows
root KITP/1.1 200 Document Follows
root HITP/1.1 200 Document Follows
root KITP/1.1 200 Docusent Follows
root K HKITP/1.1 200 Docusent Follows
root HTTP/1.1 200 Document Follows
root HTTE/1.1 200 Docusent Follows
root HITP/1.1 200 Docusent Follows
root HTTP/1.1 200 Document Follows
root KITP/1.1 200 Docusent Follows
root HITP/1.1 200 Document Follows
root 230 User logged in, proceed
root KTTP/1.1 200 Document Follows
root HITP/1.1 200 Docusent Follows
rool HITP/1.1 200 Document Follows
root HITP/1.1 200 Document Follows
3 200 Document
HTTP/1. 1 200 Document Follows

KTTP/1.1 200 Document Follows
KITP/1.1 200 Docusent Follows
KITP/1.1 200 Document Follows
NTTP/1.1 200 Document Follows
HITP/1.1 200 Document Follows
NITP/1.1 200 Document Follows
0K User successfully logged on
40K User successfully logged on
235 LOGIN asuthemtication sue
HITP/1.1 100 Comtinue

e e o R e Y SN
VRV WRRPWRUWOIOWBLUVVIV VDR WD D DD WDWD WD

Count: 57

http://www.effetech.com
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Packet Sniffing Tool:

Capsa network analyzer captures all data transmitted over the network and provides a wide
range of analysis statistics in an intuitive and graphic way

/ Dashboard IIS'J”‘"‘-".VTD"‘J“W-“""Cw“" [Physical E”d:Cr“!TP Endpo ﬂ']f'hys-( | Co ic 4 ipcint” 1P Endgoint [ Physical Conversation IIP Conversation TTCP 'Icn-.ermvcnIUDP Iiow.ersaucnrf—-' «»
o 18 By & - $) a2l ¢Sk O~ | Full Analysis\IP Endpoint: | 552 |
Name Bytes v Name Bytes Packets Interval .. Intervel . Br.. Bro.. Multi. *

= °f Ethesnet I RS s 76 76092 M 26645 WPEE PW. 5 5 Private-use ... 3711754 113668 3601669 08 0 08

S 3711757 | 76092 M 6,645 | 99.998% 9999 = & 10000/8 3711355 680820.. 2421103 0B 0o 08

& T [ 143G 1010, W 128640M8 217824 . - 08 0o 08

@ T uoep | 1674 M8 10218 | 124.872K 68 0143% | 0.275% 010 B 8 831133 - - 08 0 08

BT & 1010.. § 142954 - - 08 0 08

&1 | : 1010 | 170,047 - - 08 ] 08

I Other | 1.092K8 13 Obps 0 0000% 0000% & 1010 ) 80954 - - 08 0 08

T | ‘g ~1010.. || 80,508 - - 08 0 0B

@ T = 1000.. | 163673 - - 08 0 08

- | 928 2 0 bps 0 0000% 00005 S 1010.. | 153,582 - - 08 0 08

| 928 2 0 bps 0 0% | 0000% = 1010. | 65,782 - - 08 0 08

@ T Gthermet SNAP | 10371 ¥9 02 0 bps : 0.003% & 10100 | 142152 . - 0D 0o oo

&1 = 1010.. | 133,777 - - 0B 0o 08

e a0 = 1010 | 113981 - - 08 0 o8
(e - Y | = 1010 | 379637 - - 08 0 08 .
vl w85k & | Ethernet INIP Endpoint: | 1.463 ‘ E = '
Niras o Packets | Bytes Recel..| Packets | Bybes Sk | Packets | =] IP Conversation [ 1CP Conversation | UDP Canvessation | : q 2
5 &9 Private-use N 3711754 SOI6MB 10904  3323MB 9,091 4 % - [ 10.103.2.410P Conversation: | 2¢
5 52 10000/8 3711355 147200MB 611963 343914MB 673289 Endpointl ->  <-Endpoint2 Duration Bytes Bytes-> <-Bytes Packets Pac.. <-P. *

= 10101... | ME 217824 8040MB 93164 120599 MB 124,660 17218 9101032, 000401 1123MB  45808KB 1079 M8 1952 732 1220

= 10301 § 104 831133 3786MB 413536 66752MB 417,597 S 101032.. 000401 1096MB 45688KB 10S1MB 1918 47 117

= 10103 || 142054 78037TMB 80743 SSO1MB 62,211 101032, 000401 5233MB 141258 S100MB 6415 2244 4171

= 10303... | 170047 G1548MB 99549  6729MB 70,498 & 101032.. 000401 1137MB 45808KB 1092MB 1922 732 1190

= 10203... | 80954 ST ME 45440 3550MB 35,514 = 172186.. 00:0401 1.141MB 1035MB 46265 .. 1952 1,204 748

= 10103.... | 80,598 5393MB 29410 54757 MB 51,188 o 172181.. 000401 1137MB 1091 MB 46808.. 1944 119 748

& 10103 | 163673 20258MB 78685  38.004 MB 84968 & 101031.. 000202 328082.. 320707 7375K8 % 250 118
103 | 153582 19250 MB 75103 34768 MR JR479 00032 DO0M1 1 00RME 7208 KR 1 05 M2 1952 7% 3106 "

http://www.colasoft.com
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the world that traffic is coming

I
Fiterstates 4m  Accest o pacten

MeTwork USization - 2 Minute Window () Secosd Average]

UE )

Yoo Talkers by 1P Address.

http://www.wildpackets.com

C[EH

http://cehon  ((ElET NEWS
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OmniPeek Network Analyzer

® OmniPeek sniffer displays a Google Map in the OmniPeek capture window showing the
locations of all the public IP addresses of captured packets

B This feature is a great way to monitor the network in real time, and show from where in

Buffer usage: | 100 | mmm—.,

Filter state:| = | Accept al packets

{ Location: SURREY, BC, CANADA
| IP Address: 216.113.193 52
' Bytes: 156
Packets: 2 ’

Extemal links to mformation about this [P

e 7l 5 ) ; -
. puasritands | ooy | siger - {
5 A 3 AChad” sudan N gl )
W‘: B Nigera Etniopla v
ko, el Adans
-5 Qs amagene Eousa Teammcoges - ‘

9 Remote TCPDump Adapter: eth4 Packets: 19,628 Duration; 0:11:04
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Network Packet Analyzer: Observer

Observer provides a comprehensive drill-down into network traffic and provides back-in-time
analysis, reporting, trending, alarms, application tools, and route monitoring capabilities

woli Adions Optices Wiedew Hey Bct Teendegidnmys Teok Adsoms Ogisrs Wwsdew Help

@AY LBRZ|S TS LEOS ONMARAAX LJATZIATH

- Wavions Obscrver Fesmmee I Olssrves Status Dashbond Ostk  Osicp # Chiw ™ Settings  ~ View
[ TT— auu—nunm.. . tatemact Paticd 1P Pairs fMatiie) 1P Sobschoeols

Slatod Tue Sep 28 115213 Slomen Panis 13 Fdler Nl wning Sdlers
& T ¢ Demo Suruiation SHMD Agect Navigate oSy | S MY Tobig Wy B | Fesem | Lk seen ‘ 'ﬂj" :&:
mplpopf moka . 207 90287 TREM e HhSndSe 1140 N 122500 M O
o5 urett) g geD000wereBy | VIMEDNIT | ThSn it
90300 0cres TEDN T | 1hSn6e
AT W8072 S 1IN
A7TI802H  W9N028TH B3 | IS
3 1IhSm 4s
v pudl 1ok ) b T ST 1IN &N
7182 2RN8ET VREX IS | TSt
x TSl 1T &
Conrect to Probe. 200 2 TR 1IN b
s PRI TA DR AT VRIS | IR e
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g CEHv7 Module 08 Sniffers.pdf (SECURED) - Adobe Reader 10| x|
*

File Edit W¥iew Document Tools Window Help
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Session Capture Sniffer: NetWitness

NetWitness Investigator can locally capture live traffic and process packet files from virtually
any existing network collection device for quick and easy analysis

Real-time, Patented Layer 7 Integrated GeolP for resolving IP
Analytics addresses to city/county

Analyze data starting from SSL Decryption (with server
application layer entities : certificate)

Extensive network and : Interactive time charts, and
application layer filtering : summary view

Analyze
Traffic
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Session Capture Sniffer: NetWitness
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Email Message Sniffer: Big-IViother

/Uguask‘b Oripeck,
4'1, Rue due ‘.-.(,\.(d:'g

FSooe CariS

Big-Mother is an eavesdropping
program that uses a switch sniffer

to capture and analyze

communication traffic overa
home network

It logs in real time URL visits,
Email, chats, games, FTP, and data
flows, and also takes webpage
snapshots, duplicates Email and FTP
copies, records MSN messenger
content, and gives statistical reports
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() Big Mother
Control (C) Tools (T) Help ()

o£3 | O
S ‘et @ S -~
Control  Fiker Host  Oplions

gf:gzo";,ﬂ I~ FindbyPesiod  [10/1/2006 ¥|=|  Delete(D)
Host | Time | Website
© Host 3 2006-10-01 15:18:53 bost
2 & Host 3 2006-10-01 15:18:53 b
= B WORKGROUP @ Host3 2006-10-01 15:18:53 b
S Hoxt4 @ Host 3 2006-10-01 15:18:53 b

s Host o i = : o ;

Website: www bostonmagazine.com  Title: Boston Magazne: Restawants, Shopping, Events, Best of Boston
URL: hitp: /7w b agazine. com/aicles/botson_magasne_big mothes

Big Mother

Parents are using dozens of new technologies to track their
kids, What ever happened to trust?

= {3 Operation View
5] ReatTime Log
- &5 Big Mothet
A Onne Ststus
@8 VWeb
D Emal
o FIP A self described “serial
! Chat/Game
B MSN Transcript
@ Web Statistics
sl Flow Analysis

BY MICHAEL BLANDING

entrepreneur,” Alan Phitlips had
already founded two companies and
wias looking for a third when he wat
Inspired by an untikely source—his
14 ynar-ald can. One day, Phillipe
called his son on his cell phone
after school, and was told he was at

a friend’s house. But 20 minutes

Host(s): S 376 record(s) 1024 X 768 or higher resoluticn recom

http.//www.tupsoft.com
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TCP/IP Packet Crafter: Packet Builder

r(i‘_Colusoﬁ Packet Builder —D J
File Edit Send Help

\# ¢ ¢ D & :
wportv Add Inset Copy Checksum L

2 Decode Editor PacketNo. 3 | @ Packetlist | Packets 4 | Selected | 1
= TJM . Neo. Delta Time Scurce Destination

1 0.100000 00:00:00... FF:FF:FF:FF:FF:f
2 0100000 00:00:00... FF:FF:FF:FF:FF:F
3

" SAPOERS. D ' 0100000 0000 0000
{f) Delza e 0.100000 Second_

4 0100000 00000 00000

Ethernet Type II

¥ Destination Address: 00:00:00:00:00:

) Address: 00:00:00:00:002
E zol: 0x0800

«

I' | ‘2 HexEditor Total
00 00 00 00 00 00 0 00 08
00 45 00 00 2E 00 ¢ 3AD
00 00 00 00 00 00 00 0
00 00 00 00 00 00 00

(=}

oo oo
[SR=="
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Additional Tools

L«_Y],‘ | ]| EtherDetect Packet Sniffer | &*(/“/A\\ Ettercap

= http://www.etherdetect.com http://ettercap.sourceforge.net

> dsniff

http://monkey.org

Windump

http://www.winpcap.org

@) . .
im EffeTech HTTP Sniffer @’ SmartSniff

(oo http://www.effetech.com http://www.nirsoft.net

r s
E Ntop - | EtherApe
http://www.ntop.org X http://etherape.sourceforge.net
J—
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Additional

Tools
Network Probe

http://www.objectplanet.com

Snort

http:/fwww.maatec.com

http://www.snort.org

& Eﬁ Alchemy Network Monitor

http:/fwww.mishelpers.com
Colasoft MSN Monitor
http:/fwww.colasoft.com

-‘.'3_\| x \

\ng, CommView

http:/fwww.tamos.com
S—
7\ o
\L- Sniff'em

http://www.sniff-em.com

s NetResident
el 3

http://www.tamos.com
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Additional Tools

J_-)-‘}
&\ 9 Kismet IE HTTP Analyzer
- http://www.kismetwireless.net http://www.ieinspector.com
Bl
" JHl ] AIM Sniffer I,,@_, Y, MiniStumbler
= http://www.effetech.com - Y http:/fwww.stumbler.net
.‘-_-'l_l‘
() 'i.}:' Netstumbler ‘, : PacketMon
{H"* http://www.stumbler.net 1 http://www.analogx.com
) | vy
&« Packet Sniffer < . EtherScan Analyzer
L- hitp://erwan.lfree.fr n ¥ ._( http:/fwww.etherscan.com
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@ L J
Additional Tools
= & NADetector ﬁ’ PRTG Network Monitor
=5 _—_/ http://www.nsauditor.com http://www.paessler.com

r-;ﬂ Microsoft Network Monitor ]T i‘" % Sniff-O-Matic

http://www.microsoft.com http://www.kwakkelflap.com

AmA N
R ——

NetworkMiner % Network Security Toolkit

http://networkminer.sourceforge.net ol http://www.networksecuritytoolkit.org

Jitbit Network Sniffer l dr b ﬁ:zl::;e\lr\l(e:\;:;tAS)Trafflc

http://www.jitbit.com
http://www.atelierweb.com
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How an Attacker
Using 2
‘ # ™  An attacker connects his laptop to a

1 |/
switch port

He runs discovery tools to learn about
@ network topology
, | (=)
- ................. > H - Fq E) ‘ P ernnenans > D -J|
A

8 [ [ Jesr
He identifies victim’s machine to target ? n He poisons the victim machine by using
\ J his attacks u G [! ﬂ u - \4 J ARP spoofing techniques
=03 = =0
s . L R L e

: : ! |§V&i:‘ Grroes >£ ':'_ Eroree >T|EWA!‘,]%
H gg q ;“ g ? “ - =

#20%  The traffic destined for the victim machine is ‘

&)

redirected to the attacker

The hacker extracts passwords and
@ sensitive data from the redirected traffic
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IModule

Sniffing
A
FeEE:: rﬁ _ﬁ|
@ ;‘—“f Ho
Sniffing MAC DHCP ARP Poisoning
Concepts Attacks Attacks Attacks
Sniffing P» Techniques

=110 \j [@

Clise
Spoofing DNS Sniffing Counter
Attack Poisoning Tools measures

Techniques
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How to Defend Against Sniffing?

Restrict the physical access to the network media to ensure that a packet sniffer
cannot be installed

Use encryption to protect confidential information

Permanently add the MAC address of the gateway to the ARP cache

Use static IP addresses and static ARP tables to prevent attackers from adding the spoofed
ARP entries for machines in the network

Turn off network identification broadcasts and if possible restrict the network to authorized
users in order to protect network from being discovered with sniffing tools

Use IPv6 instead of IPv4 protocol

Use encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP, SSL
for e-mail connection, etc to protect wireless network users against sniffing attacks
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Sniffing Prevention Techniques

Use PGP and : Use VPNs (Virtual
S/MIME - ! private Networks)

Use IP Security 6 Use One-time : Use SSL/ TLS
(IPSec) passwords (OTP) : Protocol

_0
e 3
NEOPICTURE
N06070808
: HuHn
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How to Detect Sniffing?

Promiscuous
" Mode

" You will need to

" check which machines

are running in the
promiscuous mode

Promiscuous mode allows a
network device to intercept
and read each network packet
that arrives in its entirety

http://ceh.vn
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/' IDS can alert the

Network Tools

Run network tools such as

HP Performance Insight

to monitor the network
for strange packets

Run IDS and

+_.—"'notice if the MAC address"‘:_
of certain machines has

changed (Example:
router’s MAC address)

It enables you to collect,
consolidate, centralize and analyze
traffic data across different network

administrator about resources and technologies

" suspicious activities
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Promiscuous Detection Tool: PromqryUI

& Promgry ['ZJ O E

File Edit Help

Systems To Query Query Results
Ctat P addiess | EndIP address | Query Status Query start time: 9/24/2010 4:14:20 PM
Hi1zicc I 1526 done

pinging 192.166.168.10...
19216816810 response - skipping query

pinging 192 168.168.11 ...

192168.168.11  response - skipping query
PromgryUl is a security tool

from Microsoft that can be
used to detect network
|pinging 192.168.168.13... interfaces that are running in

Querying Specified Systems... pinging 192.168.168.12...

Processing... 18216816812 response - skipping query

192168.168.13  response - skipping query promiscuous mode

pinging 192.168.168.14...
19216816814  response - skipping query

pinging 192 168.168.15...

Start Query I

ttp://www.microso
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Promiscuous Detection Tool: PromiScan

PromiScan
Fie Setup Help

¥ Range
From |192.168 4

Eitegroup Computer Systems Co., Ltd,
unkNown

FOXCONN

Eltegroup Computer Systems Co., Ltd
FOXCONN

FOXCONN

Hon Hai Precision ind. Co.Ltd
FOXCONN

Eltegroup Computer Systems Co., Ltd
FOXCONN

FOXCONN

Eitegroup Computer Systems Co,, Ltd,
Hon Hai Precision ind. Co. Ltd
Eitegroup Computer Systems Co,, Ltd
FOXCONN

FOXCONN

Eltegroup Computer Systems Co., Ltd.

WinPcapd. 1.

http://www.securityfriday.com
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Module

Q By placing a packet sniffer in a network, attackers can capture and analyze all the
network traffic

1 Attackers can sniff confidential information such as email and chat conversations,
passwords, and web traffic

1 Sniffing is broadly categorized as passive and active; passive sniffing refers to sniffing
from a hub-based network whereas active sniffing refers to sniffing from a switch-based
network

[ Sniffers operate at the Data Link layer of the OSI model and do not adhere to the same
rules as applications and services that reside further up the stack

U Attackers use MAC Attacks, DHCP Attacks, ARP Poisoning Attacks, Spoofing Attack and
DNS Poisoning techniques to sniff network traffic

L Major countermeasures for sniffing include using static IP addresses and static ARP
tables, and using encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP)
instead of FTP, SSL for data transmission I e
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Quotes

uThe young security pro knows the rules, but the old
security pro knows the exceptions. 77

- Oliver Wendell Holmes,
An American Physician,
Professor, Lecturer, and
Author
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