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Why Gawker's Security Breach Is So Bad

A group of hackers has infiltrated Nick Denton's Gawker Media empire in what some
are calling the most damaging cyber security breach of a media company to date.

The usernames, emails and passwords of up to 1.3 million registered users were
published to the web over the weekend. The blogs under the Gawker Media
umbrella include Gizmodo, Deadspin, Kotaku, Jezebel, i09, Jalopnik, Lifehacker and
Fleshbot.

A group named "Gnosis" is taking responsibility for attack, telling Mediaite: "We
went after Gawker because of their outright arrogance.” Many suspect this in
reference to the cyber attacks waged against Gawker in July, in which Gawker
taunted hackers at 4Chan.org and flaunted its ability to withstand DDOS attacks.

The hacker group also sent a message to Gawker:

Your empire has been compromised, Your servers, Your database's, Online accounts
and source code have all be ripped to shreds! You wanted attention, well guess
what, You've got it now!

http:/fwww.theatlanticwire.com

Copyright @ by EC-Gouncil
All Rights Reserved. R -

1 HA(*"_"*)Mai mai 1 tinh yeu*{*_")* is now
@ Giang Heai is now online
B -- (- LOVE, ) Trojandsx (- LOVE,. 7)) truny

http://cchwn (el EE NEWS

Canified Ethical Hacker

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




IModule

J Enumeration J Unix/Linux Enumeration
2 Techniques for Enumeration | I LDAP/Active Directory
: Enumeration
J NetBIOS Enumeration _
-J NTP Enumeration
J Enumerating User Accounts BT, S T B
SN Enumeration .J Enumeration Countermeasures

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

TEAIR http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

(5, NEWSS 3 :

Canified Ethical Hacker




Module Flow

Enumeration
Concepts

Enumeration
Counter-
measures

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://cchwn (el EE NEWS

Cenified Elhical Hacker 6 ==== =

~) vuongtunt
= ==== http://i-train.com.vn
C

EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




What is Enumeration?

) Enumeration is defined as the process of extracting user names, machine
names, network resources, shares, and services from a system

.J Enumeration techniques are conducted in an intranet environment

Types of information
Enumerated by intruders:

Network
Users Applications Auditing
resources and :
and groups and banners settings
shares
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Techniques for Enumeration
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Module Flow
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Netbhios Enumeration

Attackers use the NetBios enumeration to obtain:
1. List of computers that belong to a domain
2. List of shares on the individual hosts on the network

3. Policies and passwords
Port Service
TCP 53 Wl\'S zonetransfer
(0 BELY Microsoft RPC Endpolnt Mapper
(0 BEYA NetBIOS Name Serviee (NBNS) :
UDP 139 E\E:i el Session Service (SMB over NetBlOS)
TCP 445 ESVLRAVS TCP (Direct Host)

UDP 161 BSiiiT408 Network Management protowl (SNMP)

TCP/UDP 389 Ughtweight Dlrectory Amess Protocol (I.DAP)

- TCP/UDP 3368 | & .- Cahlog Serwce

‘
!
(
'
!
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}
{
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NetBIOS Enumeration Tool: SuperScan

= SuperScan 4.0 g@@

Scan | Host and Service Discovesy | Scan Options | Tooks  Windows Enumeration | About |

Hostname/IP/URL (19216816825 [ Erumerste | gptions. |

HetBIOS information on 192.168.165.26

T NetBIOS Name Table
EINULL Session

B MAC Addresses UNIQUE Workstation service name
B2 Worekstation type - il a CROUP Workstation service name
B Users INTOUR Rerver corvicee name
EGPO'JOZ » GROUP Croup nane

4 naxes in table

BARPCEndpomt Dump  |yac address 0: 00:15:58:7A:9A:F1
) Account Polices
ESMQ: Attenpting a RULL session connection on 192 168.168.26
B Domans

[ Remote Time of Day
[ Logon Sessons MAC addresses on 192.169.169.26
B2 Drives

[ Trusted Domans
ESHV!CQ‘, Yorkstation/server type on 192, 168 168.26

[ Registy

NULL session successful to \\192 168, 168, 26\IPCs

Useas v 13L.168.160.36

Croups on 192.168.168.26

RPC endpoints on 192, 168 168 26

Passvord and account policies on 192,168, 168.26

Shares on 192.168.168.26

http.//www.foundstone.com
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NetBIOS
Enumeration
Tool: NetBIOS
Enumerator
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I NetBIOS Enumerator

Scan]

Cewr_ |

Wi 192,168,168,10 Your local ip:
192.168.168.7

to:| 192.168.168.13
v [1...254)

Debug window

= D 192.168.168,10 [E0- 2]
- [} NetBIOS Names (3)
68 Evusss - Workstation Service
%Eu—a-ootnahum
Eusst - File Server Service
ﬁUsemame: (No one logged on)
£ Domain: E sl

B3 MAC: 00- #-1c-12
4 Round Trip Time (RTT): 0 ms - Time To Live (TTL): 128
= 9D 192.168.168.13[E 1
- NetBIOS Names (4)
& E | - Workstation Service
% E \ - Domain Name
E i - File Server Service
63 E i, - Potential Master Browser
€% Username: (No one logged on)
4 Domain: Elessiins
¥ MAC: 00-15 -07-b2
4 Round Trip Time (RTT): O ms - Time To Live (TTL): 128

Scanning from: 192.168.163.10
to: 192.168.168.13
Ready!

Scanning from: 192.168.168.10
to: 192.168.168.13
Ready!

http://i-train.com.vn
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Enumerating

.;ﬂ PsExec

aaala http://technet.microsoft.com

W \.‘~ 4 PSFiIe
- http://technet.microsoft.com

PsGetSid

http://technet.microsoft.com

‘?'):J \
(&) PsKill
http://technet.microsoft.com

5 ()

af

/‘.m .
P
~4
o

Psinfo

http://technet.microsoft.com

PsList

http://technet.microsoft.com

PsLoggedOn

http://technet.microsoft.com

PsLoglList

http://technet.microsoft.com

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

http://cchwn (el EE NEWS 6

Canified Ethical Hacker

http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Enumerate Systems Using Default
Passwords

default password list

Browse by character: ABCDEFGHIJKLMNOPQRSTUVWXYZ0-9 = Devices |ike Sw|tches' hubs} and routers

Search

Manufactor: dpl might still be enabled with a “default
Product: dpl passwor

B Attackers gain access by using default
and common passwords

Contribute to the default paccword list.
Add your own experience

Manufactor: Product: Rewvision:

Protocol: Mult v Access:

User ID: Password: dpl

http://www.defaultpassword.com
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Module Flow

SNMP
Enumeration

Enumeration
Counter-
measures
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SNMP (Simple Network Management Protocol)
Enumeration

ﬁ—@ Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote
o5 = monitoring and managing hosts, routers, and other devices on a network

Attackers enumerate SNMP to extract information about network resources such as
hosts, routers, devices, shares, etc.,

iE' SNMP consists of a manager and an agent; agents are embedded on every network
e device, and the manager is installed on a separate computer

The default community string that provides the monitoring or read capability is often
"public,” whereas the default management or write community string is often "private"

G |
r.-...‘|L‘ SNMP enumeration uses these default community strings to extract information about a
device using the read community string "public”
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Management Information Base (IVIIB)

MIB is a virtual database containing formal description of all the network
objects that can be managed using SNMP

The MIB database is hierarchical and each managed object in a MIB is
addressed through object identifiers (OID)

MIB managed objects include scalar objects that define a single object instance
e and tabular objects that define group of related object instances

ey 3 T

T %  The OID includes the object's type such as counter, string, or address, access
I ' level such as read or read/write, size restrictions, and range information

A

SNMP manager uses the MIB as a codebook for translating the OID numbers
into a human-readable display
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SNIMMIP Enumeration Tool: OpUtils
Network Monitoring Toolset

-~ | Bulde ¢ 1 | Support « | Settings | License | Talk tack | About | Help | Logout [ admin )

phl;,gr

Metwoidh Monaarng -

® adaswach | P addnovier | O Scheduier | O semage |

Sumemary arery Alarts Svchas Groups noute “

Select Criterta 1 AN User Al Changes = ANl Penod All Actron Generate ]

Export Ay 2 14 of 14
Orarrge s in Do e rption
Others ¥ Schduler has been enabled
Oefault Group ¥ Sehduler has been enabled for the group is Dela Group
eco2oll B Liscoz011 has been manually added to the Routers list with SNMP community wag
1921603373 ¥ Physical location has been changed from [Not Defined) to test2s for pert [22]
1921680172 M Physical location has been changed from [Not Defined] to test2 for port [9)
admen Jcoma400 ¥ 3comad00 has been moddied
adman 192168337 B Adced swach 192 168.117.1 manually 10 Default Group with ping sweep false
adman foundry 2402 B Added switeh foundry 2402 manually to Default Group with ping sweep false
sdmen procurver W Added swieh procurve 2924 manuslly 1o Default Group with ping sweep false
sdmen opUtle w2k T W Added swich P - w Ik 2 manually to Default Group with ping sweep false
sdmen Icome400 ¥ Added switeh 30064400 manually to Default Group with ping sweep false
sarmen aseo2811 W Added switch cisco2011 manually 16 Default Group with ping sweep falie
o oGmen Gsolon F A0080 YWATA GITOZV1 MANUANY 15 DITSUR GIouUd with Bing sweep 181ss

06:48 404 adrmun catalyst2900 - Added swich cataly 12900 manually to Default Group with ping sweep false

-
© 20042009 TOHO Corp Report an 1es od Festures | 5 Uger Forums

http://www.manageengine.com
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SNMP Enumeration Tool: SolarWinds

[E] 1P Network Browser [ Range from 10.31.2.1 to 10.31.2.255 ] ' =10} x|
file Edit Nodes MIBs Discovery Subnet View Help

0‘-‘!\ éi‘a@"d»))@@eu@
New Restart | Export Print Copy Copy Stop  Zoom Ping Telnet Trace Config Surf ‘1
‘.31.2.11
e 10.31.2.14 : ROY
i'n Windows NT Workstation
Q Comnmunity String: public
Systen MIB

Interfaces

Shared Printers

Sexvices

Accounts

ﬁ Administrator

ﬁ Guest
IUSR_ROY
IWAM_ROY

=l

http://www.solarwinds.com 4
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Enumeration Tools

‘iﬁé Getif SNMP MIB Browser rﬁ@Eu LoriotPro

http:/fwww.wics.org Lo o] http://www.loriotpro.com

i
M OidView SNMP MIB Browser [Fo]| SNMP Scanner
— x o http://www.oidview.com 5 http://www.secure-bytes.com
, , < Nsauditor Network Securit
f iReasoning MIB Browser |\ Audi Y
1 : http://tl.ireasoning.com uditor
L= [~y http:/ www.nsauditor.com

SoftPerfect Network Scanner
http:/fwww.softperfect.com

M SNScan
' http://www.foundstone.com
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Module Flow

UNIX/Linux
Enumeration

Enumeration
Counter-
measures
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UNIX/Linux Enumeration

Commands used to enumerate UNIX network resources are as follows:

finger
showmount 1. Enumerates the user and the host

B L rod directories 2. Enables you to view the user’s home directory,

ey i ine ) login time, idle times, office location, and the
gﬁ last time they both received or read mail

[root §] showmount -e )
T 9x"16x =xx . xx (e [root$] finger -1 @target.hackme.com

|

>- : ’, v o ‘»~-’\‘ = Q&
| " Enumeration " Z‘ :
Commands

rpcinfo (RPC)

1. Helps to enumerate Remote
Procedure Call protocol

rpcclient

2. RPC protocol allows applications

1. Using rpcclient we can enumerate 3
to communicate over the network

usernames on Linux and OS X

[root $] rpcclient $> netshareenum [root] rpcinfo -p 19x.16x.xxx.xx
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sh-3.2% enumd4linux.pl -r 192.168.2.55
Starting enum4linux v0.8.2 ( http://labs.portcullis.co.uk/application/enum4linux/ ) on Wed Apr 2 14:14:35 20(

————— Target information -----

TOYPEL: ivusiecensis 192.168.2.55

RID Range ........ 500-550,1000-1050

Username ......... e

Password ......... bl

Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

————— Enumerating Workgroup/Domain on 192.168.2.55 --—-—-
[+] Got domain/workgroup name: WORKGROUP

----- Getting domain SID for 192.168.2.55 ----- ° o

Domain Name: WORKGROUP Linux Enumeration

Domain Sid: S-0-0

[+] Host is part of a workgroup (not a domain) Tooll Enum4linux
-

----- Session Check on 192.168.2.55 -----

[+] Server 192.168.2.55 allows sessions using username '', password ''

----- Users on 192.168.2.55 via RID cycling (RIDS: 500-550,1000-1050) -=---

[I] Assuming that user "administrator" exists

[+] Got SID: S-1-5-21-1801674531-1482476501-725345543 using username '', password ''
S-1-5-21-1801674531-1482476501-725345543-500 W2KSQL\Administrator (Local User)
S-1-5-21-1801674531-1482476501-725345543-501 W2KSQL\Guest (Local User)
S$-1-5-21-1801674531-1482476501-725345543-513 W2KSQL\None (Domain Group)
S$-1-5-21-1801674531-1482476501-725345543-1000 W2KSQL\TsInternetUser (Local User)
S$-1-5-21-1801674531-1482476501-725345543-1001 W2KSQL\IUSR_PORTCULLIS (Local User)
S$-1-5-21-1801674531-1482476501-725345543-1002 W2KSQL\IWAM_PORTCULLIS (Local User)
§$-1-5-21-1801674531-1482476501-725345543-1004 W2KSQL\mark (Local User)
S$-1-5-21-1801674531-1482476501-725345543-1005 W2KSQL\blah (Local User)
S-1-5-21-1801674531-1482476501-725345543-1006 W2KSQL\basic (Local User)

enum4linux complete on Wed Apr 2 14:14:40 2008

http://labs.portcullis.co.uk |
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Module Flow

LDAP
Enumeration

Enumeration
Counter-
measures
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LDAP Enumeration

\ The Lightweight Directory Access Protocol is a
\ > CETTTPRTPR protocol used to access the directory listings within
Active Directory or from other directory services

e e e R NN A directory is compiled in a hierarchical and logical
format, like the levels of management and
employees in a company
It tends to be tied into the Domain Name System to
allow the integrated quick lookups and fast

~ ~ resolution of queries

N e It runs on port 389 and tends to confirm to a distinct
Q/ ., -y 4- ' set of rules Request for comments (RFC's) like other
~N &j ™~ protocols
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LDAP Enumeration Tool: [Xplorer

.'-',ﬂ-: JXplorer

File Edit View Bookmark Search LDIF Options Tools Security Help

’~ shREE X DE 4 0

v!
|

o Explore # Resuits. @ schema
GWorld
= Al

]

9]

A

U

= & DEMOCORP
# & Corporate

S, Customer

% Engineering
¥ S Human Resources
Manufacturing
Markelng
Operations
£ Building Senvices
25 Communications

Data Collection

-
% 5
S
*
*

# € Ken PARKINSON
# € Kermyn VINCENT
5 € Kev MACKENZIE
+ @ Kirk PIDOTO
# g Kit CHISHOLM
+ @ Kiara MONTGOMI
¥ & Head Office
£ s Internal
+ .& Mainland
+ &% Maintenance

< >

Quick Sealcn
[&) HTML View | [T Table Editor
inetOrgPerson\Main htm!

Lo
@), eTrust ™ Directory - JXplorer
inetOrgPerson

G)Use this page to modify your entry. This page contains the main information

for the entry. Use the buttons on the top right of the page to navigate to the
rest of the entry.

Photo: Image N/A
Common Name: |atrina SIMMONS

Given Name:

Surname: SIMMONS

Initials:
v

C-t;nnected To 1dap#COMPD1:19289' =

http://www.jxplorer. o?g
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Enumeration Tool

é 9 Symlabs LDAP Browser 1 _q' a/ Softerra LDAP Administrator
- http://symlabs.com o 8 http://www.ldapadministrator.com
=2 X i p
| —
; k '
@ LDAP Admin Tool E 3 LDAP Browser Editor
ttp://www.ldapsoft.com http://www.openchannelsoftware.com
S———
j@m LDAP Account Manager ‘ Q@’ LDAP Explorer Tool
A a— http://www.ldap-account-manager.org ‘ http://ldaptool.sourceforge.net
o) ‘ U
‘ LEX - The LDAP Explorer ‘ & Idp.exe
http://www.ldapexplorer.com & http://www.microsoft.com
P
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Module Flow

NTP
Enumeration

Enumeration
Counter-
measures
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NTP Enumeration

-J Network Time Protocol (NTP) is designed

to synchronize clocks of networked

NTP can maintain time to within 10 milliseconds
(1/100 seconds) over the public Internet

computers . . a
P .J It can achieve accuracies of 200 microseconds or
_J Iltuses UDP port 123 as its primary means better in local area networks under ideal
of communication conditions
- -
= = = \

ntptrace

NTP Server
Commands

= 3
C 3
(S 3

.
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NTP Server Discovery Tool:
D NTP Server Scanner

m—
2O R4+ 4 B &

B NTP Server Scanner helps sckup | Options  Help  About  www

you easily locate NTP and Sorer [IProtacol’ || Locaon || Prosis(me) | Offset 4] | Souwce |

SNTP servers on your 19255250 ntp/sntp  intemet 181 70.35
130.14917.21 ntp/sntp  intemnet 60 7035 GPS

network or the internet 130.149.17.8 npisntp  intemet 40 70.35 GPS
193.204.114.231 ntp/sntp  intemet 80 70.35 IEN

It helps administrators in
setting and configuring
time management on
their networks

It automatically scans
and displays available
servers

http:/fwww. Bytéfusfon?:om]
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NTP Server: PresenTense Time Server

PresenTense Time Server can be used to
el SNTP Time Source | NTP Time Source | GPS Clock | Log | License synchronize PCs to a primary time source,
I e Tes S caace N LE Vot Lo such as an atomic clock on the internet or an
[ SNTP Time Source | EEnable [ Minimal Syslog Serees inhouse GPS receiver, and offer time services
I NTP Time Sourcs ‘ i Detaded Deskiop Setings to clients in the local area network

Ll GPS / Radio Clock |
bt Enrors O
1 iath A@ PresenTense Time Server F =

SMTP Usetname -"Maxum About  Admin = Settings SNTPTmeSowcel S GPS Clock | Log | License

- Alarm Notification

[ 1| 7

SHTP Password ¢ Reference Time Source 1 1 Tunables

{SiMfT e Primary Server B NTPVersion  Port
— i ftick usnogps.navy.md | ke ’ivushon 4 F | 1237'

{

Redundant Server Minimum Poll Interval

[p2spse | Imote &
Maximum Poll Interval
117 mirutes F

L Use burst mode

http://www.bytefusion.com

L Let me edit ntp.conf directly

OK

c E H Copyright © by EG-Cauncil
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E tion Tool
% PresenTense Time Client N m PresenTense NTP Auditor
g http://www.bytefusion.com - http://www.bytefusion.com
. B T
}\ LAN Time Analyser o NTP Time Server Monitor
s http://www.bytefusion.com = http://www.meinberg.de
M NTP Server Checker (W NTP Time Server Monitor
| http://www.galsys.co.uk - j http://www.meinberg.de
C——
% Time Watch
——

http://www.blue-series.com

L

X

AtomSync

http://www.emtec.com

E=
http://ceh.vn
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Module Flow

SMTP
Enumeration

Enumeration
Counter-
measures
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SIMITP Enumeration

Attackers can directly interact with SMTP via the telnet prompt: .

'E—L, Command Prompt X

telnet 192.168.0.1 25

220 uk03.cak.uk ESMTP Sendmail 8.9.3; Wed, 9 Nov 2005 15:29:50 GMT
EXPN ROOT

250 <root@uk(03.nu.cak.uk>

250 <smith.j@uk03.nu.cak.uk>
EXFN BIN

250 <bin@uk03.nu.cak.uk>
VRFY NOBODY

250 <nobody@uk03.nu.cak.uk>
EXPN NOBODY

250 /dev/null@uk03.nu.cak.uk>
VRFY ORACLE

550 ORACLE... User unknown
QUIT
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SIMITP Enumeration Tool: NetScanTools Pro

8 - NetScanTools Pro 10.61 (TM)

IFle View Accessibiiy Help

N
"W

Welcome

Tools

il

2§ Network Statistics
&' 05 Fingerprinting
-3 Packet Generator

M Promiscuous Mode Scan

ga Realtime Black List Chec
fc RFC Reference

Re. RPC Info

*u, Simple Services

é SMTP Email Generat|

mp SNMP
s Subnet Calculator
B TCP Term

© TimeSync

7 Traceroute

LE TICP

*, URL Capture

"Iz wake-on-LAN (WOL) [+

>
Optional Tools

Oniine

Program Info

For Help, press F1

SMTP Email Generator and Relay Test Use this tool to send test emal messages with SMTP.
Check SMTP servers for open relays without sending email using 17 common relay tests.

SMTP outgoing mail server name
{server.domain.com or IP address - required)

I someweirddomain.com

3 Send Test Message
=

g] Message Settings
Global Test Settings

HELO login 1D | Dellxp|

SMTP Port Network Timeout
v |
25 [50 o] Seconds

[V Enable Logging

View Log File

Email Relay Testing

“E  Start SMTP Relay Test

Your Sending Domain Name

:
5
5§

l junkdomain.com

9

View Relay Test Results

" View Results as Text

(& View Results in Web Browser

AU A

g‘@@\IO‘U\AQN—

[a)

NetScanTool Pro’s SMTP Email Generator and Email Relay Testing Tools are designed for
testing the process of sending an email message through an SMTP server and performing
relay tests by communicating with a SMTP server
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Module Flow

Enumeration
Counter-
measures

Enumeration
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DNS Zone Transfer Enumeration
Using nslookup

) Itis a process of locating the DNS server and the records of a target network

) An attacker can gather valuable network information such as DNS server names, hostnames, machine
names, user names, etc

_J In a DNS zone transfer enumeration, an attacker tries to retrieve a copy of the entire zone file for a
domain from a DNS server

Ci".-J Command Prompt

c:\>nsloockup

Defanlt Server: nsl.example.com
Address: 10.219.100.1

> server 192.168.234.110
Defanlt Server: corp-dc.example?.org
Address: 192.168.234.110

> ls -d example2.org
[[192.168.234.110]]

example?.org. S0A corp-dc.example2.org admin.
example?.org. A 192.168.234.110
example?.org. NS corp-dc.example?.org

_gc. tep SRV priority=0, weight=100, port—=3268, corp-dc.example2.org
_kerberos. tcp SRV priority=0, weight=100, port=88, corp-dc.example?.org
_kpasswd. tcp SRV priority=0, weight=100, port—464, corp-dc.examplel.org
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DNS Analyzing and Enumeration Tool:
The Men & Mice Suite

Y |

Distributed Users

o Hifigianan . 40 e @ gl HSHEHE

® The Men & Mice Suite

provides comprehensive L | -
i v
D _ana_ly5|s H AD The Men & Mice Suite |
monitoring capabilities |
DNS . |
It performs over 80 Man(a):esmont e at L eam @mlg)
different tests on the DNS v \_/ —

configuration and
enumerates and reports

any issue that might affect
the health of your DNS ’ W W W

DNS Servers DHCP Servers MS Active Directory

http://www.menandmice.com
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Module Flow

Enumeration
Counter-
measures
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Enumeration Countermeasures

SNMP i DNS
& Remove the SNMP agent or turn off | | @ Configure all name servers to disallow
the SNMP service —3 the DNS zone transfers to the untrusted
2 If shutting off SNMP is not an option, @===9 nosts
then change the default “public” € Ensure that nonpublic hostnames are
community’s name c— not referenced to IP addresses within
i s, b oh Ererynts ‘ gwl\tlaSDNS zone files of publicly accessible
- , ~ c— servers
passwords and messages |
=
€ |mplement the Group Policy security ©====§ 525:; :;ite:wrﬁ%:,r;dzzg;efr”;icords
option called “Additional restrictions |
for anonymous connections” €——=9 & Provide standard network
administration contact details in
€ Access to null session pipes, null (= Network Information Center databases
session shares, and IPSec filtering to prevent social engineering and war
should also be restricted dialing attacks
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Enumeration Countermeasures

(P

®

SMITP

Configure SMTP servers either
to ignore email messages to
unknown recipients or to send
responses that do not include
these types of information:

— Details of mail relay systems

being used (such as Sendmail or
MS Exchange)

— Internal IP address or host
information

Ignore emails to unknown
recipients by configuring SMTP
servers

| |
|
—

—=

»

(P

®

LDAP -

Use NTLM or Basic authentication
to limit access to known users
only

By default, LDAP traffic is
transmitted unsecured; use SSL
technology to encrypt the traffic

Select a username different from
your email address and enable
account lockout

™ ()
W W
‘/ N
oo
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SIVIB Enumeration

Disabli ng SMB - Local Area Connection Properties @

General | Advanced

@ Go to Local Area Connection A
7 Connect using
Properties B9 Realtek RTLB169/8110 Famiy Gigab
@ Select the Client for Microsoft This cannection uses the following items:
Networks and File and Printer ?~" A
' . O VMware Bridge Protocol
Sha ring for MICI‘OSOft Networks v ngeandPnntet Sharing for Microsoft Networks
. . v
check boxes, and click Uninstall 1] #8005 Packet Schedule .
@ Follow the uninstall steps (_tostah. | Urinstal  J|[ Propeties ]
Description
Allows your computer to access resources on a Microsoft
network.

Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

ok |[ cancel |
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Module Flow

Enumeration 4
Enumeration
Counter- .
Pen Testing
. measures
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Enumeration Pen Testing

J ltis to identify valid user accounts or poorly-protected resource shares using active
connections to systems and directed queries. The information can be users and
groups, network resources and shares, and applications

- Itis used in combination with data collected in the reconnaissance phase
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Enumeration

Use tools such as -
Find the network
Whols Lookupand 12 < START ~

Graphical DNS Zones range r 7
@ In order to enumerats important servers, find the network range using |
tools such as Whols Lookup and Graphical DNS Zones
] i i a a i a
Use tools such as Subnet Calculate the & Calculate the s_uhnet mask required for_thIP range as an inputt
- EEED 2 many of the ping sweep and port scanning tools by using tools such as
Mask Calculator subnet mask SubnetMask Calculator
- 2 Find the servers connected to the Internet using tools such as Nmap
\ 4 2 Perform port scanning to check for the open ports on the nodes using
Use tools such as tools such as nmap
N p P, S Undergo host &  Perform DNS enumeration using tools such as nslookup and The Men
map (nmap - s discovery & Mice Suite
{network—range>] - 2 Perform NetBIOS enumeration using tools such as SuperScan, NetBlIOS
. Enumerator, and PsTools suite
4
Use tools such as Perform port L y
Nmap (nmap -sS T .
scanning
<network-range>)
: A
\ 4 =
Use tools such as -
| N Perform DNS Perform NetBIOS L5 Use too!s such as SuperScan,
nslookup and The . . MNetBlOS Enumerator, and
enumeration enumeration

PsTools suite

Men & Mice Suite

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

=

http://ceh.vn

(0 NEWS 6

Canified Ethical Hacker

TREIRS http://i-train.com.vn
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Enumeration

Use toaols such as OpUtils
6 eaai HRULLL Sh_IMP - ST Network Monitoring Toolset,
enumeration SolarWinds, and SNScan
r 8 ;
@& Perform SNMP enumeration using tools A4
such as OpUtils Network Monitoring P T
erform Unix/Linux
Toolset, SolarWinds, and SNScan / i Hasin S_UCh as
_ enumeration Enumélinux
9 Perform Unix/Linux enumeration using .
tools such as Enumélinux v
8 Perf LDAP e ati ing tool
e o_rm enumeration using tools Perform LDAP Use tools such as
such as Jxplorer . <
_ enumeration JXplorer
9 Perform NTP enumeration using tools )
such as ntpdate, ntptrace, ntpdc, ntpq v
8  Perform SMTP enumeration using tools Perform NTP Use commands such
such as Super Webscan and Power E-mail . €--et 35 ntpdate, ntptrace
enumeration ! !
Collector ntpdc, ntpq
4
qr\f\"ﬂ'/ Document all the PerformSMTP = Use tools such as Super
, > findings enumeration ebscan gnd bover

Email Collector
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Module /44

J Enumeration is defined as the process of extracting usernames, machine names,
network resources, shares, and services from a system

O Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote
monitoring and managing hosts, routers, and other devices on a network

L MIB provides a standard representation of the SNMP agent’s available information and
where it is stored

L The Lightweight Directory Access Protocol (LDAP) is a protocol used to access the
directory listings within Active Directory or from other directory services

L Network Time Protocol (NTP) is designed to synchronize clocks of networked computers

L Devices like switches, hubs, and routers might still be enabled with a “default password”
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Quotes

L% The Internet is the first thing that humanity has built that
humanity doesn't understand, the largest experiment in anarchy
that we have ever had. J

- Eric Schmidt,

Chairman and CEOQ,
Google
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