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SECURITY NEWS

November 26, 2010
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Your identity is for sale on Internet black markets

The online black markets, called carding sites, deal in hig batches of folks' Visa-card
numbers, PIN numbers and more, Kerry Tomlinson, an investigative reporter with KATU TV
Mews, told an audience on Nov. 4 during Scam Jam 2010, organized by the Better Business
Bureau and held at Jantzen Beach Center.

About a dozen experts from agencies and groups including the FBI, U.5. Postal Inspection
Service, Federal Trade Commission and Portland Crime Prevention spoke about scams.

One report you'll find describes http://www.shadowcrew.com, a global website with
thousands of members who conducted their business anonymously, using nicknames and
passwords, and running their online business through "proxy servers,” separate computers
that cover their trails by not revealing the true IP addresses on the crooks' computers.
Shadowcrew operated for two years before being taken down after a yearlong undercover
operation by the U.S. Secret Service.

"Shadowcrew members collectively trafficked in at least 1.5 million stelen credit card
numbers that resulted in over $4 million in actual losses to credit card companies and
financial institutions," says the report. It was written by Kimberly Kiefer Peretti, a senior

counsel with the U.5. Department of Justice's Computer Crime & Intellectual Property
Section.

http://www.thenewstribune.com
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Network Scanning

r"

IP address and ) Services

open ports of Live Hosts Running on Hosts

] %/
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Scanning refers to a set of procedures for identifying hosts, ports, and
services in a network

Scanning is one of the components of intelligence gathering for an attacker
to create a profile of the target organization

@ Sends TCP/IP probes Hﬂ
Attacker ﬁ B Y Network
JEE———,

Gets network information &3(2 —
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Types of Scanning
= 2 =0

Port Scanning Vulnerability Scanning Network Scanning
A series of messages sent by The automated process of A procedure for identifying
someone attempting to break proactively identifying the active hosts on a network
into a computer to learn about vulnerapilities of the Either for the purpose of
the computer’s network computing systems present attacking them or for network
services in a network

security assessment
Each message is associated with

a "well-known" port number
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CEH Scanning Methodology

Check for | Check for

Live 'Ope_n Banner ,.

Scan for_
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Checking for Live Systems -

ICMP ECHO reply

£ Ping scan involves sending ICIMIP ECHO requests to a host. If the host is live, it will return an

€ This scan is useful for locating active devices or determining if ICMP is passing through a

firewall
Source Destination Summary
192.168.168.3 192.168.168.5 ICMP:Echo
192.168.168.5 192.168.168.3 ICMP: Echo Reply

ICMP Echo Reply

Destination
192.168.168.5

Source
192.168.168.3

The ping scan output using Nmap:

#nmap -sP -v .168.168.5

Starting nmap 5.21 (http://nmap.org) at 2010-07-11 16:30 EDT
Host 192.168.168.5 appears to be up.

MAC Address: 00:E8:48:12:CD:8A (Hewlett Packard)

Nmap finished: 1 IP address (1 host up) scanned in 0.889 seconds
Raw packets sent: 5 (30B) Rcvd: 2 (25B)
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Ping Sweep

& Ping sweep is used to determine the live hosts from a range of IP addresses by sending
ICMP ECHO requests to multiple hosts. If a host is live, it will return an ICMP ECHO reply

(P

Attackers use ping sweep to create inventory of live systems in a network

The ping sweep output using Nmap:

nmap -sP -PE -PRZ1,23,80,3389% 1%2.168.168.1-
50
Starting Nmap 5.21 ( http://nmap.crg ) at

2010-07-13 14:16 EDT
Nmap scan report for 19Z.168.1¢
Host is up (0.00s latency).
MAC Address: 00:A8:354:E0:

Packard

]

(Hewlett

e L
a3t lo

.

Nmap scan report for 19%2.1658.168.Z2
Host is up (0.0lés latency).

MAC Address: 00:01:6B:02:8E:15 (Foxconn)
Nmap scan report for 192.168.168.4

Host 1s up
MAC Address:

0.00s latency).
5:03:DD:80 (Dell)

Nmap scan report for 192.168.1€8.¢

Host is up

O0:2A:

(0.00s latency).

Qe i ICMP Echo Reply

ICMP Echo Request .

192.168.168.5

]

192.168.168.6

]

192.168.168.7

i 1CMP Echo Request
s

Source
192.168.168.3

ICMP Echo Request .

i 1CMP Echo Reply

R
ICMP Echo Request
192.168.168.8
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Ping Sweep Tools

Angry IP Scanner

% p Range - Angry IP Scanner

Favortes Tools Hebp
Naxt abive host
Next open port Queled
Next dead host QK
Previous alive host  CirieShift+H
Previous open port  CirieShift+)
Previous dead host Cirl#Shift+K
CQulbF
B 72 [ 15
ECC
[nis)

[nis]

@ 122163 [nis])
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SolarWinds Engineer's Toolset

3t wrv solarwinds net

i) arv scharwirds ret
COrOna Srv Solrwinds net
Mokaon Srv_ sokarwras net
ognt oy sckarwinds oet
WPN2 WV kAT ret
e Y Sl wnas et
etherturnel srv solarwinds net
DACDOS e try SORewrns het
STO004 trv. solarwined et
S005 v Soke s net
W06 trv. 3ok wind net
AT 1Y S R

AChOnman trv Sckrwinds ret
spemnd1 arv sokwrwinds et
g2 Srv solerwiads ret
U2 Sy Schewinds et
Y 31V _sclerwinas ret
DALTWO 3V S0k wings Net
prary srv solwwwads ret
Cotign orv ok wngs ret
proryd sev solarwinds net
P2 srv ischarwnds ret
109 3ev solwwings net
conscied srv sclerwings et
amanda 7V SoR s fet
WO Gew 17V Tobwrnras rel
]
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Ping Sweep

| _

é 9 Colasoft Ping Tool ‘ 2
A http://www.colasoft.com

p

P

Ping Scanner Pro
A\

http://www.digilextechnologies.com
—

r———

SolarWinds Standard Edition ﬂ
http://www.solarwinds.com
~——

@ Utility Ping @
G == http://www.wavget.com

;l Ultra Ping Pro

http://ultraping.netfirms.com

PingInfoView

http://www.nirsoft.net

|
|

Visual Ping Tester

5
(- PacketTrap pt360
http://www.pingtester.net

http://www.packettrap.com

~——
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Check for

CEH Scanning Methodology

Check for
Open

Scan for
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Three-Way Handshake

TCP uses a three-way handshake to establish a

connection between server and client “- DR --»D A=/

Bill Three-way Handshake Sheela
10.0.0.2:21 ‘ ------------------------- > 10.0_0‘3:21
The Computer A (10.0.0.2) initiates a connection to the
server (10.0.0.3) via a packet with only the SYN flag set s /""OU/
.... ?eela o) d//ke o
*ea: 0N gy ke, .
ol P ft21 Wlth
Sy ...... ’ ’4’9 VOU
L Sfé .... ?U Obey, >

The server replies with a packet with both the SYN and %10 ".\
the ACK flag set

3’\\\\1 ‘‘‘‘

e X2 2y e
06 on @0ty
200 09‘_’{\. et N p&\m
For the final step, the client responds back to the server \“A Ak
% . & N
with a single ACK packet
.."'?.k: thy
ACA&; i -fl.'?e/a
If these three steps are completed without complication, then a % SEQ”IJ..""'-
TCP connection is established between the client and the server 2
A 4 A 4
Time Time
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TCP Communication Flags ‘

e
© =

SYN (Synchronize) . . URG (Urgent)

Used to initiate a connection It states that the data contained

between hosts in the packet should be
processed immediately

ACK (Acknowledgement) . " ‘ FIN (Finish)

Used to acknowledge the .‘j : . It tells the remote system
receipt of a packet N r 4 that there will be no more
N transmissions

PSH (Push) '

Used to instruct the sending system to
send all buffered data immediately

CEH

.....
.......
. . . .,
eattey S e
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Create Custom Packet using TCP Flags

<

F Komodia's packet crafter

Source poit:

Destination IP: Destination port:

TCP parameters
—_—

Flags: I~ URG [~ ACKI™ PSH I RSTI™ SYNI FIN

Sequence:
Acknowledge:
Window:
Urgent

Offset: 5
TCP checksum. |0 v Default checksum
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Hping2 / Hping3

v

It runs on both Windows and Linux operating systems

hping3 is a scriptable TCL language command line tool
compatible with hping2
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Hping3 Screenshot

root@bt: ~ - Shell - Hping3

Session Edit View Bookmarks Settings Help

root@t:-# hping3 -1 192.168.168.26

HPING 192.168.168.26 (eth® 192.168.168.26): icmp mode set, 28 he
ytes
len=46 ip=192.168.168.26 ttl=128 id=6524 root@bt: ~ - Shell - Hping3 <2>
len=46 ip=192.168. : ttl=128 id=6524 Session Edit View Bookmarks Settings Help

len=46 ip=192.168.168.26 ttl=128 id=65248 .o -.rawip RN IP: Bode

len=46 1ip=192.168. . ttl=128 1d=6524 -1 --icmp ICMP mode

len=46 ip=192.168. g ttl=128 1d=6525
len=46 1p=192.168. " ttl=128 1d=6525
len=46 1ip=192.168. .26 ttl=128 1d=6525| o0tebt: # hping3 -1 192.168.168.x --rand-dest -I etho

len=46 ip=192.168. % tt1=128 1d=6525|HPING 192.168.168.x (eth® 192.168.168.x): icmp mode set, 28 headers + 0 data b

Lan=4g. 1p=192.108. : ftlmlas 6 ip=192.168.168.31 ttl=128 id=3035 icmp_seqel rtt=0.7 ms
len=46 ip=192.168.168.26 ttl=128 6 ip=102.168.168.2 ttl=128 id=3036 icmp seq=5 rtt=0.7 ms
len=46 ip=192.168. . ttl=128 25 46 ip-102.168.168.2 tt1-128 id-3060 icmp c6q-27 rtt=0.5-me
len=46 ip=192.168. : ttl=128 55| len=46 ip=192.168.168.50 tt1=128 id=3061 icmp seqe=28 rtt=l.
len=46 ip=192.168. : tt1=128 - en=46 ip=192,168.168.32 ttl=128 id=3090 icmp seq=60 rtt=0.
ip=192.168.168.62 ttl=128 1d=3093 icmp se 2 rtt=0.6
ip=192.168.168.29 ttl=128 id=3110 icmp se rtt=0.
len=46 1p=192.168.168.26 ttl«128 1d«3115 icmp se rttel.
len=46 ip=192.168.168.26 ttl=128 id=3116 icmp rtt=0.
len=46 ip=192.168.168.32 ttl=128 id=3117 icmp seq=95 rtt=0. S
= ip=192.168.168.29 ttl=128 id=3129 icmp seq=102 rtt=0.5 ms
ICMP Scannlng en=46 ip=192.168.168.2 tt1=128 id=3130 icmp seq=113 rtt=0.7 ms
ip=192,168.168.31 ttl=128 id=3131 icmp seq=116 rtt=1.0 ms

More help is available use hping3 -h to see all parameters

\ @ Shell

Scanning a subnet for live hosts http://www.hping.org
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Hping Commands

mm |CMP Ping SYN scan on port 50-60
- hping3 -1 10.0.0.25 hping3 -8 50-56 -S 10.0.0.25 -V
s ACK scan on port 80 FIN, PUSH and URG scan on port 80
hping3 -A 10.0.0.25 -p 80 hping3 -F -p -U 10.0.0.25 -p 80
UDP scan on port 80 Scan entire subnet for live host
hping3 -2 10.0.0.25 -p 80 hping3 -1 10.0.1.x --rand-dest -I eth0

Intercept all traffic containing HTTP

168610 Collecting Initial Sequence Number Rt

101
\._ hping3 192.168.1.103 -Q@ -p 139 -s
— el R hping3 -9 HTTP -I eth
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Scanning Techniques

Stealth Scan |
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TCP Connect / Full Open Scan

@  TCP Connect scan detects when a port is open by completing the
three-way handshake
@ TCP Connect scan establishes a full connection and tears it down

by sending a RST packet

SYN Packet + Port (n)

SYN / ACK Packet

-----------------------------------------------------------------------------------------

Attacker
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Stealth Scan (Half-open Scan)

Attackers use stealth scanning techniques to bypass firewall rules, logging mechanism, and hide
themselves as usual network traffic

SYN (Port 80)

Bill . Sheela
10.0.0.2:2342 Port is open 10.0.0.3:80 10.0.0.2:2342

e d q Sheela
Port is close 10.0.0.3:80

The client sends a single SYN packet to the
server on the appropriate port

T ==

9 If the port is open then the server responds
with a SYN/ACK packet
— ———=

9 If the server responds with an RST packet, then
the remote port is in the "closed” state

= =

The client sends the RST packet to close the initiation
before a connection can ever be established

ﬁ
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Xmas Scan
a FIN, URG, PUSH a FIN, URG, PUSH

S (e . " e o
“ —— <."..".N6.ﬁé;‘;6;‘;g"""" : I “g) <-"“"-""-I.ié'}"-"""“" : I

Attacker : Server Attacker : Server
10.0.0.6 Port is open b0 10.0.0.6 Port is closed G055
& Xmas scan sends a TCP frame to a remote device The Xmas scan output using Nmap:
with URG, ACK, RST, SYN, and FIN flags set bl R AL L
& : Starting nmap 5.21 (http://mmap/.org at 2010-07-11
= FIN scan only with OS TCP/IP developed 16:30 EDT
: Initiati XMAS S i t 10.0.0.8 [1663 ts
according to RFC 793 atooi i s : poce)
. . ) The XMAS Scan took 1.55s to scan 1663 total ports
2 It will not work against any current version of Host 10.0.0.8 appears to be up ... good.

Interesting ports on 10.0.0.8:

(The 1654 ports scanned but not shown below are in
state: closed)

PORT STATE SERVICE

21/tecp open|filtered ftp

Microsoft Windows

,‘ U‘

| 22 /tcp open|filtered ssh
L. T.\ 79/tcp open|filtered  finger
) 110/tcp open|filtered POP3
514/tcp open|filtered Shell
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FIN Scan

FIN FIN
......................... > seseasesssanaseansnnsusna)
No Response RST/ACK
Attacker Server Attacker Server
10.0.0.6 Portis open  10.0.0.8:23 10.0.0.6 Portis closed 10.0.0.8:23

& FIN scan sends a TCP frame to a remote nmap -sF 192.168.168.13

device with FIN ﬂag set Starting Nmap 5.21 ( http://mmap.org ) at 2010-07-
. _ 15 20:51 EST
2 FIN scan only with OS TCP/'P developed Nmap scan report for 192.168.168.13Host is up

: (0.000052s latency) .

accordlng to RFC 793 All 1000 scanned ports on 192.168.168.13 are closed
) : : S MAC Address: 00:15:58:A1:07:B2 (Foxconn)
2 It will not work against any current version Nmap done: 1 IP address (1 host up) scanned in 5.55

seconds

of Microsoft Windows

In FIN scan, attackers send a TCP frame to a remote host with only FIN flags set
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NULL Scan

TCP Packet with NO Flag Set

[ == 3
NSNS SRR SRR R R | 2 g g
M ssEsssEEsEEAESEEEEEEEEEmEE
No Response |
Attacker Server
10.0.0.6 Port is open 10.0.0.8:23

2 NULL scan only works if OS" TCP/IP
implementation is developed according
to RFC 793

< It will not work against any current

version of Microsoft Windows

" TCP Packet with NO Flag Set i
S o -
= - |
RST/ACK |
Attacker 1 Server
10.0.0.6 Port is closed 10.0.0.8:23

nmap -sN 192.168.168.13

Starting Mmap 5.21 ( http://mmap.org ) at 2010-07-15
21:10 EST

Nmap scan report for 192.168.168.13 Host is up (0.00s
latency) .

All 1000 scanned ports on 192.168.168.13 are
open|filtered

MAC Address: 00:15:58:Al1:07:B2 (Foxconn)

Nmap done: 1 IP address (1 host up) scanned in 29.03
seconds

In NULL scan, attackers send a TCP frame to a remote host with NO Flags
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IDLE Scan

2 Most network servers listen on TCP ports, J A machine which receives an
such as web servers on port 80 and mail unsolicited SYN | ACK packet will
servers on port 25. Port is considered “open” respond with an RST. An unsolicited RST
if an application is listening on the port will be ignored

J One way to determine whether a port is open J Every IP packet on the Internet has a
is to send a "SYN" (session establishment) "fragment identification” number

packet to the port
J Itis a TCP port scan method that allows

sending spoofed packets to a computer
through software tools such as Nmap
and Hping

J The target machine will send back a
"SYN|ACK" (session request
acknowledgment) packet if the port is open,
and an "RST" (Reset) packet if the port is
closed
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IDLE Scan: Step 1

O 1. Send SYN/ACK packet to the zombie machine to probe its IPID number @

2. Every IP packet on the Internet has a fragment identification number (IP ID), which is
a 4 digit number that increases every time a host sends IP packet

3. Zombie not expecting a SYN/ACK packet will send RST packet, disclosing the IP ID
o 4. Analyze the RST packet from zombie machine to extract IPID o

IPID Probe SYN / ACK Packet

Response: IPID=31337
RST Packet Zombie
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IDLE Scan: Step 2.1 (Open Port)

) Send SYN packet to the target machine (port 80) spoofing the IP address of
the “zombie”

SYN Packet to port 80 spoofing zombie IP address
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IDLE Scan: Step 2.2 (Closed Port)

- The target will send RST to the “zombie” if the port is closed but zombie will not
send anything back

SYN Packet to port 80 spoofing zombie IP address

Attacker

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

O _+)0%~ +)U*cHuA__*

http://ceh.vn

o o
e
1

e e e
e NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere S CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




IDLE Scan: Step 3

.1 Probe “zombie" IPID again

IPID Probe SYN / ACK Packet

Response: IPID=31339
Attacker RST Packet Zombie

IPID incremented by 2 since Step 1, so port
80 must be open
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ICMP Echo Scanning/List Scan

LI LL LI PP
.t T,
.t w
- ay

. .'b
@ ICMP Echo Scanning @ 9 @ List Scan @
¢ N

— This is not really port scanning, since
ICMP does not have a port abstraction

()

This type of scan simply generates
and prints a list of IPs/Names

_ But it is sometimes useful to without actually pinging or port
determine which hosts in a network scanning them

are up by pinging them all

(D

A DNS name resolution will also
. nmap -P cert.org/24 b ied
152.148.0.0/16 e carried out

z Z © Z
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SYN/FIN Scanning Using IP Fragments

-J ltis not a new scanning method but a modification of the earlier methods

J The TCP header is split up into several packets so that the packet filters are not able to
detect what the packets intend to do

I Command Prompt

C:\>nmap -s5 -T4 -A -f -v 192.168.168.26

Starting Nmap 5.21 ( http://omap.org ) at 2010-11-29
13:05 India Standard Time

Initiating SYN Stealth Scan at 13:05

Scanning 192.168.168.26 [1000 ports]

Discovered open port 139/tcp on 192.168.168.26
Discovered open port 135/tcp on 192.168.168.26
Completed SYN Stealth Scan at 13:05, 1.16s elapsed
{1000 total ports)

SYN/FIN {Small IP

Fragments) + Port (n)
......................................... >
ﬁﬁ RST (if port is closed)
Attacker Target
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UDP Scanning

Are you open on UDP Port 29?

If Port is Closed, an ICMP Port unreachable message is received
Attacker

Server

UDP Port Open UDP Port Closed

@ There is no three-way TCP ' )
handshake for UDP scan

If a UDP packet is sent to open port,
the system responds with ICMP port
unreachable message
© The system does not respond with a ¢
message when the port is open e

Spywares, Trojan horses, and other
malicious applications use UDP ports
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Inverse TCP Flag Scanning

) Attackers send TCP probe packets with various TCP flags (FIN,URG,PSH) set or with no flags,
no response means port is open and RST/ACK means the port is closed

PORT IS OPEN
By el EnneT.,
=

“ Xq ...............................
No Response
Attacker Target Host
@ PORT IS CLOSED
%, .. Probe Packet (FIN/URG/PSH/NULL)
B U
RST/ACK
Attacker Target Host
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ACK Flag Scanning

L

(®

Attackers send an ACK probe packet with random sequence number, no response means port
is filtered (stateful firewall is present) and RST response means the port is not filtered

nmap -sA -PO 10.10.0.25
Starting nmap 5.21 (http://mmap.org) at 2010-05-16 12:15 EST
All 529 scanned ports on 10.10.0.25 are: filtered

Stateful Firewall is Present
Probe Packet (ACK)

No Firewall
Probe Packet (ACK)

Attacker Target Host
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Scanning: IDS Evasion Techniques

Use fragmented IP packets

Use source routing (if possible)

Connect to proxy servers or compromised
trojaned machines to launch attacks
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D IP Fragmentation Tools (

Fragtest fragroute

Determines exactly which types Utility intercepts, modifies, and

of the fragmented ICMP rewrites egress traffic destined for
messages are processed and a specific host, according to a
responded to by the remote host predefined rule set

(0445

-

Syntax: fragtestTESTS ... host A . Syntax: fragroute [-f file] host

http://linux.die.net http://monkey.org

Fragmenting Probe Packets
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Scanning Tool: Nmap

. Nmap is a free open source utility for network exploration

.1 Network administrators can use Nmap for network inventory, managing service upgrade
schedules, and monitoring host or service uptime

_J Attacker can use Nmap to extract information such as:

Services
(application name
and version)
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r Hosts ][ Services J

05 ¥ Host el
< 192.168.168.26
< 192.168.168.1

Nmap

http://cehon  ((ElET NEWS

Canified Ethical Hacker

| Filter Hosts | »

v | Profile: | Intense scan, all TCP ports

Command: |nmap -p 1-65535 -T4 -A -v -PE -P522,25,80 -PAZ1,23,80,3389 192.168.163.1

Nmap Output | Ports [ Hosts | Topology | Host Details | Scans|
nmap -p 1-65535 -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389 192.168.168.1

Starting Nmap 5.21 ( http://nmap.org ) at 2010-07-16 14:10 India Standard Time
NSE: Loaded 36 scripts for scanning.

Initiating ARP Ping Scan at 14:10

Scanning 192.168.168.1 (1 port)

Completed ARP Ping Scan at 14:10, 0.05s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 14:10

Completed Parallel DNS resolution of 1l host. at 14:10, 0.00s elapsed
Initiating SYN Stealth Scan at 14:10

Scanning 192.168.168.

Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port

1 (65535 ports)

3389/tcp on 192.168.168.1
80/tcp on 192.168.168.1
139/tcp on 192.168.168.1
445/vcp on 192.168.168.1
S3/tcp on 192.168.168.1
135/tcp on 192.168.168.1
2l/tcp on 192.168.168.1
34572/tcp on 192.168.168.1
49153/tep on 192.168.168.1
49179/tcp on 192.168.168.1
3268/tcp on 192.168.168.1
34573/tcp on 192.168.168.1
88/tcp on 192.168.168.1
49194/tcp on 192.168.168.1
34571/tcp on 192.168.168.1
593 /tcp on 192.168.168.1
1688/tcp on 192.168.168.1

AR IOMIITANN AN http://nmap.org ¥
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Scanning Tool: NetScan Tools Pro

Y8 . NetScanTools Pro 10.61 (TM)

[ Fle View Accessbity Help

[y

Tools

L&) N&tBIOS Info-Shares/Sy A
L8 NetBIOS Info-Advancec

{8 NetScanner (Ping Swee
Z§ Network Statistics

%' 0S Fingerprinting

~& packet Generator

@ Port Scanner

PM Promiscuous Mode Scan

S@ Reattime Black List Chec
Fo RFC Reference

Re. RPC Info

“u, Simple Services

l%? SMTP Emad Generator/F

mp SNMP

il TCP Term

® TimeSync
<5 Traceroute

Optional Tools

Port Scanner Use this tool to detect open TCP or UDP ports on a target computer.
NEVER scan a computer you do not own or have the owner's permission to scan.

Target Hostname or Start IP Address

Start Port

[ 192.168.0.243
End IP Address

_v_]'All

End Port

I

See nght hand wandow |
© sean Q stop
|Sequential Port Scan |
o Setwp

Ports

Edi...
Targets

WinPeap Interface [P
|192.168.0.202

=l
Create Reports

Connect Timeout (ms)
Wakt After Connect (ms)

Onine
Program Info

For Help, press F1

l =

1024 r

~| %

& Scan Single Host
" Scan IP Range

ageeve

B Target Computer List

- B 192.168.0.243
@ (00080 - TCP - htrp|
@ 00139 - TCP - nethios-s:
® 00515 - TCP - printer

Analyzing TCP SYN Half Open
Connect Scan Results...

Total Scan Time = 13.890
seconds

'TCP Ports Scanned: 1024
Total TCP Displayed
Responses: 3

192.168.0.243--This IP has 3
active TCP port(s) in the
port range scanned. The rest
of ports scanned are not
listening.

-Web server found (80).
-NetBI0OS Session Service
found (139), probable
unprotected Windows

computer.

~
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Tools

Global Network Inventory

® O scanner [’] Advanced Port Scanner

Lol ‘ > http://www.radmin.com
http://www.magnetosoft.com

. AWSPS: UDP Scanner S MegaPing
b I_ http://www.atelierweb.com http://www.magnetosoft.com
=\ e >
PSR /? Net Tools Suite Pack Netifera
S| A8 http://users.telenet.be http://netifera.com

(
|

http://www.atelierweb.com http://www.10-strike.com

.;“"; y
[' ﬂ,'i’l AWPTA lu.l Network Inventory Explorer
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Tools

Free Port Scanner
http://www.nsauditor.com

r% Infiltrator network security
L=  Sscanner

SuperScan

http://www.infiltration-systems.com
http://www.foundstone.com

/‘@ Nscan

http://www.nscan.org

Komodia's PacketCrafter

http://www.komodia.com

2 D\
\;/ XCAT Portscan
X http://www.xcat-industries.nl
/"'7\\
\‘, IP Tools
' http://www.ks-soft.net

PhatScan
http://phatlinks.com

http:

ceh.vn

1

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited
e NEXWS

Canified Ethical Hacker 6 .

TEAEIR http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Desi



Do Not Scan These IP Addresses

(Unless you want to get into trouble)

RAMGE 128
128.37.0.0 Army Yuma Proving Ground
128.35.0.0 Maval Surface Warfare Center

125.45.0.0 Defence Research Establishment-Ottawa
125.47.0.0 Army Communications Electronics Command

125.49.0.0 Maval Ocean Systems Center
128.50.0.0 Department of Defense

128.51.0.0 Department of Defenze

128.56.0.0 U5, Maval Acadeny

128.60.0.0 Maval Research Laboratory
128.63.0.0 Army Ballistics Research Laboratory

125.80.0.0 Army Communications Electronics Command

128.102.0.0 NASA Ames Research Center
125.145.0.0 NASA Headguarters

128.154.0.0 NASA Walleps Flight Facility
128.155.0.0 NASA Langley Research Center
128.156.0.0 NASA Lewis Network Control Center
128.157.0.0 NASA Johnson Space Center
128.153.0.0 NASA Ames Research Center
128.155.0.0 NASA Ames Research Center
125.160.0.0 Naval Res=arch Laboratory
128.161.0.0 NASA Ames Research Center
128.153.0.0 NASA Goddard Space Flight Center
128.202.0.0 50th Space Wing

125.216.0.0 MacDill Air Force Base

128.217.0.0 NASA Kennedy Space Center
1258.236.0.0 U.5_ Air Force Academy

RAMNGE 129

129.23.0.0 Strategic Defenzs Initiative Organization
129.29.0.0 United States Military Academy
125.50.0.0 MASA Marshall Space Flight Center
128.51.0.0 Patrick Air Force Base

125.52.0.0 Wright-Patterson Air Force Base

129.53.0.0 - 129.53.255.255 BESPTG-5CB
129.54.0.0 Vandenberg Air Force Base, CA
129.52 0.0 Air Force Institute of Technology
129.599.0.0 MASA Ames Research Center
129.121.0.0 Maval Weapons Center

129 163.0.0 NASA/Jochnzon Space Center
129.164.0.0 MASA VY

129 165.0.0 NASA Goddard Space Flight Center
129.167.0.0 MASA Marshall Space Flight Center
129.165.0.0 MASA Lewiz Research Center
129.190.0.0 Naval Underwater Systems Center
129.195.0.0 Air Force Flight Test Center
129.209.0.0 Army Ballistics Resesarch Laboratory
12922900 US. Army Corps of Enginsers
129.251.0.0 United States Air Force Academy

RAMNGE 130

120.40.0.0 MASA Johnson Space Cenfer
120.90.0.0 Mather Air Force Bass

120.109.0.0 MNaval Coastal Systems Center
120.124.0.0 Honeywell Defense Systems Group
120.165.0.0 U5 Army Corps of Enginsers
130.167.0.0 HASA Headguarters

RAMNGE 131

1231.5.0.0 Langley Air Force Base
121.10.0.0 Barksdals Air Force Base
131.17.0.0 Sheppard Air Force Base
121.21.0.0 Hahn Air Base

31.32.0.0 37 Communications Squadron
121.35.0.0 Fairchild Air Force Baze
121.36.0.0 Yokota Air Base
121.37.0.0 Elmendorf Air Force Base
121.38.0.0 Hickam Air Force Base
121.39.0.0 354C5/SCSN

RAMGE 132

122.3.0.0 Wilkams Air Force Base
122.5.0.0 - 132.5.255.255 45th Fighter Wing
132.6.0.0 Ankara Air Stafion

122.7.0.0 - 132.7.255.255 55G/SINC
122.9.0.0 25th Bomb Wing

122.10.0.0 319 Comm Sg

122.11.0.0 Hellenikan Air Baze

122.12.0.0 Myrile Beach Air Force Base
132.12.0.0 Bentwaters Royal Air Force Base
122.14.0.0 Air Force Concenifrator Network
122.15.0.0 Kadena Air Base

122.18.0.0 Kunsan Air Base

122.17.0.0 Lind=ey Alr Station

132.18.0.0 McGuire Air Force Base
122.12.0.0 100CS (MET-MILDEMHALL)
122.20.0.0 35th Communications Sguadron
132.21.0.0 Plattsburgh Air Force Base
132.22.0.0 23Communications Sq
132.24.0.0 Dover Air Force Base
122.25.0.0 786 CS/SCBEM

132.27.0.0 - 132.27.255.255 38CS/ISCBBN
132.28.0.0 14TH COMMUMICATION SQUADRON
132.30.0.0 Lajes Air Force Base

122.31.0.0 Loring Air Force Base
122.33.0.0 60CS/SCSHM

122.34.0.0 Cannon Air Force Base
132.35.0.0 Altus Air Force Base

132.37.00 75 ABW

122.38.0.0 Goodfellow AFB

132.35.0.0 K.I. Sawyer Air Force Base

For a complete list, see the file in DVD
IP ADDRESSES YOU SHOULD NOT SCAN.txt
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Scanning Countermeasures

Configure firewall and
IDS rules to detect and ...... .

block probes
Use custom rule set to

lock down the network

ooooooooo

Block unwanted

ports at the firewall

Hide sensitive information
from publicview = ceeeeeeee
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Scanning Countermeasures

Hit=s inbound ICMP message If a commercial firewall is in use,

types and all outbound ICMP : ensure that:
type 3 unreachable messages :
at boarder routers and

1. The latest service pack is installed
firewalls
2. The Antispoofing rules have been
. correctly defined
w‘ 3. Fastmode services are not used in
Check Point Firewall-1
< . environments
X, L ]
B
Ensure that routing and Understand the network
filtering mechanisms cannot be configuration and its accessible

ports by launching TCP and
UDP port scans along with
ICMP probes against your
own IP address space

bypassed using specific source
ports or source-routing
techniques
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War Dialing

f

4

War dialing Companies do not A tool that It generally works
involves the use of control the dial-in identifies the by using a
a program in ports as strictly as phone numbers predetermined list
conjunction with a the firewall and that can of common user
modem to machines with successfully make names and
penetrate the attached modems a connection with passwords in an
modem-based a computer attempt to gain
systems modem access to the
system

s . - Organization *
ME N W € :
P ‘ v, Network :

e I Modem
g - :..

n ..... > ST S I T
& st Modem
Attacker PSTN -

Internet
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Why War Dialing?

B It does not matter how strongly you have locked the front door to your
network if you have left the back door wide open

Do your modems reveal
banners with their
identity?

Is there unknown open
access to a legacy system?

- Do your modems still have | e 78 : Are your authorized
default manufacturer 5 J) modems susceptible to a
passwords? break-in with a wardialer? -

Are you at risk by not : Has someone inside your "
conducting regular audits ({ J ' organization attached a
across your organization? modem to your network?
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War Dialing Tools

WarVOX

K ONRAAP  GUUA NI SARS G

o--v'coA W Mip Ameotaspol

walumx

ANALYSIS OF Jos ID 13

com:&555Smnalyze/] Iview

Stertnd Liwws by Fype

2800

LI 6o
00 T W A
= Vaden barer

23456789 229225 Ned »

Nyumber Typo Siyna

i) Mﬂi |

74959390003 vy

http://warvox.org

eH NEWS
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PhoneSweep — War Dialing Tool

§PhoneSweep - BOSTONS

Fle View Hep

" @ @ & & =z 2 B O W

Stat Siop HRescan  Se o Defak Impot Expot Repot Graph  What's thes?
||||llllllll||||||||||l|||Illllllllllllllllllllll|||||l||||||l||||| ks
Phane Numbess ]Rnul: | Staur | Hitoy | Sep

Prel (b [o[mfa[Tme

[Modem  [Resn  [ap[spmemiD  [2]

s17555110000 @ &
@srresnoy W &
QPorrossne @ &
erressnek @ &

200104201153 15
SOECER T T Y
Qerrssnesy @ &
Qerromsisty @ &
Q@s1 74551107 0% =2
Qsi7esely W &
Q@errsssnosCy @ &
QGerrsssolk @ &
Qe @ &
Qs17e55111208 =
Qsr7emsel @ &
617555111400 U g

MR c17 FEE 1116077

CARRIER

|
O BN 5 e M OO

http://www.sandstorm.net
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P~ >
@ % THC Scan ' TeleSweep Secure®

http://freeworld.thc.org m http://www.securelogix.com

(s
. PAW / PAWS N Toneloc
http://www.wyae.de [:] http://www.oldskoolphreak.com

M« iWar E j‘ Plax Network Suite

J ISl https://www.softwink.com http://www.bestsecuritytips.com
Ce—

S
n ShokDial

http://www.w00w00.0rg

Visual NetTools

http://www.airgrab.com
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War Dialing Countermeasures

/A\
Develop and implement 4 . Conduct a manual
security policies reconnaissance of your network
=
Use phone numbers in a range
completely different from Document floor plans and
your internal PBX numbers 4 all your equipment

Check your auto answer
configurations on your modem

Log all successful and failed
login attempts
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war Dialing ¢ Sandtrap Properties @@
Modems Alerts lEmu!a!ion[ Trap | Logging |
Countermeasures: i e
Alert Types
SandTrap TOOl vV Answer V' Logn Attempt vV Modem Disabled
V' [Caller ID; ¥ Tiap Mode V' Shutdown
SMTP Settings
To address: [ma@mymmmv ~nm
. Cc address: [boss@mycompmy com
Bee address: l
From address [sandrap-aleﬂs@smdstorm net L
.j;_\o —_— Sublect e profac [smmwpum.
,';) Outgoing mall (SMTP) server: [smtp Mycompany.com
\
\ HTTP Setting
) Sandtrap can detect war e T m—
! o
\ dialing attempts and Username: [myuaser
J - s e [ 1L - [e—
' notify the administrator Password |
\ 5 - . lor=red
| immediately being called, Cohoc i jakxce
| : SYSLOG Settings
(‘~ connected, via HTTP POST D g
( to a web server Server pott [514
http.//www.sandstorm.net | g8 I Cancel Apply
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Check for

CEH Scanning Methodology

Check for
Open

Scan for
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OS Fingerprinting

)OS fingerprinting is the method to determine the operating system running on a remote
target system. There are two types of OS fingerprinting: Active and Passive.

@ Specially crafted packets are 2 Passive banner grabbing uses
sent to remote OS and the sniffing techniques to capture
response is noted packets flowing from system

@ The responses are then 2 Captured packets are then

compared with a database
to determine the OS

analyzed for OS information

2 Itis also based on the
@ Response from different OS’s differential implementation of
varies due to differences in the stack and the various ways
\ TCP/IP stack implementation) k an OS responds to it )
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Active Banner Grabbing Using Telnet

™ Command Prompt

. A O Server identified as
Server: AkamaiGHost .
1.0 AkamaiGHost

Mime-Version:

Content-Type: text/html
Content-Length: 216

Expires: Mon, 29 Nov 2010 09:34:54 GMT
Date: Mon, 29 Nov 2010 09:34:54 GMT

Connection: close

Connection to host lost.

C:\>

C:\telnet www.juggyboy.com 80 HEAD / HTTP/1.0

This technique probes HTTP servers to determine the Server field in the
HTTP response header
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Banner Grabbing Tool: ID Serve

® D Serve is used to (2 oseve

|dent|fy the ma ke' Internet Server Identification Utility, v1.02

> Personal Secunty Freeware by Steve Gibson
model, and version of ID Serve ot ) 015 G Fosasi
any web site's server

software

Background ~ ServerQuery | Q8A/Help |

Enter or copy / paste an Intemet server URL or IP address here (example: www.microsoft. com) :

It is also used to 1 |www _juggyboy.com
identify non-HTTP

‘When an Intemet UBL or IP has been provided above,
(non'Web) Internet @ I Query The Server I - press this button to initiate a query of the specified server.
servers such as FTP,

SMTP, POP, NEWS, etc. )i weanmmmemr

| The server returned the following response headers:
[HTTP/1.1 200 OK

!Server ApplelDiskServer,1G3010
[x-responding-server: hpng033-0

i’i‘*’.—dmlﬂlser haja

> |

The server identified itself as :
@ ‘ApplelDiskServer.1G3010

Goto 1D Serve web page
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GET xample code: "HELD /../ HTITE/1.0°',
"GET', "HEAD /../../../../../ HITB/1.0",

i, '"HEAD .. HITR/1.0',
/ HITP/999.99", 'HEADY©/\tH L0,

RE QUESTS / HHTB/1.0%, ' "HERD f/// /777447707 HITR/L.00,
/ HIP/1.07, 'Head / HITEB/1.0°',

/ HHTP/999.93", "“nHEAD / HITE/1.0°',
/ hhtp/293.387, ' “nHERD / HITER/1.0',
/ http/999.9%", ' HEAD / HTTR/1.0',

/ HITB/Q.3', '"HELZD / HQWERTY/1.0',

/ HITEBS
/ HITE/T

'HEAD %s HTTPR/1.0' % url,

& You might want to try by HERD a1 %l
these additional get [ EITE/L 'HEAD htcp:/ HITR/1.0°,
seEEd e '"HEAD http: HITP/1.0',
requests for banner HEAD heep ErTEre.or)
; "HEAD h HITE/1.0°,
grabblng '"HELLO',
'GET 0O / HTTE/1.0°',
'GET / W0 H fL.orv,
“ Take alook at: GET 'GET / HITE/L1.0M0',

'GET /
' GET / HITE/1.0°',

'ore1000 + '"GET [/ HITE/L1.0°,
'"GET'"+' '*1000+'/ HITEB/1.0',
'GET '4'/'*10004' HITB/1.0',
'"GET f'+' '"#1000+'HITE/1.0',
'"GET / '+4'H'*1000+'TTE/1.0'",

REQUESTS
KNOWN TESTS.htm
file

. HTTE/1.0°,

T I v S vE A0S O
/asdfasdfasdfasdfasdi/../ GET ¢ +h/rELonnsL.or,
'GET / JrevarElo0o+r.0on,
'"BEAD /asdfasdfasdfasdfasdi/.. 'GET / JL'+'.1¥1000+'0",
HTTIE/l.0°", 'GET / FL.v+'Q"* 1000,
THERD | 'GET / HTTE/1.0' + ' ' * 1000,
P od o Fadadad ol fdddFf i HITR/L.0, '12345 GET / HITE/1.0°',
= "HEARD '12345 / HITPR/1.0°',
__.f . _-'r. £ Fad. ,_-' . _."E._";\‘EI':"_."_-'r - ,.-' . __.r Sl J ,_-' . ,_-' . __.r ] '\.__,; ] N #_."C
HITEs/1.0", "\O'*1000,
"HEAD /.. B/L.Q°" "WOQ'+'GET / HITP/1.0',
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Banner Grabbing Tool: Netcraft

Results for microsoft.com

Found 170 sites

Site e First seen Netblock oS
Report

vindows

(H

. waww.microsoft.com august 1995 microsoft corp

sarver 2003

Netcraft reports a site's
operating system, web server, . Supporkaucoaclcom
and netblock owner together . technet.microseft.com
with, if available, a graphical

view of the time since last

reboot for each of the . offica.microsoft.com
computers serving the site

(i

october 1997 microsoft corp unknown

vindows

server 2008

august 1999 microsoft corp

september = windows
microsoft corp
1988 server 2008

. msdn.microsoft.com

november

1998

(i

microsoft corp unknown

vindovas

server 2008

(i

update.microsoft.com febuary 2005 microsoft corp

- wvindows
vwen.update.microsoft.com may 2007 microsoft corp
server 2008

novembaer y windows
microsoft corp
2001 server 2003

M @

. go.microsoft.com

n

. windovs.microsoft.com june 1998 microsoft corp unknowmn

vaindows

[

. social.technet.microsoft.com august 2008 microsoft corp

server 2008
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Tools

IWI Serversiders.com f \  PRADS
: ) http://serversiders.com ‘ http://download.github.com
N e .
POf Banner Grabbing Tool : SINFP
' http://lcamtuf.coredump.cx http://www.gomor.org
."r> “,'.,"
. NetworkMiner =1l Xprobe
B ()' http://networkminer.sourceforge.net — http://space.dl.sourceforge.net
— ==
PSS 7 -,
= satori "L THC-AMAP
§ * http://myweb.cableone.net l-, le http://freeworld.thc.org
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Banner Grabbing Countermeasures:
Disabling or Changing Banner

IIS users can use
these tools to

disable or change
banner information 4

11S Lockdown Tool

http://microsoft.com

ServerMask

http://www.port80
software.com

Apache 2.x with
mod_headers module -
use a directive in
httpd.conf file to
change banner

Alternatively,
change the
ServerSignature
line to

Apache 1.3.x users
have to edit
definitions in

information Header
Server "New Server

set

httpd.h and
recompile Apache
to get the same

ServerSignat
ure Offin

Name“ e httpd.conf file
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Hiding File Extensions

Hiding file extensions is a good practice to mask
the technology generating dynamic pages

Apache users can use mod_negotiation directives

IIS users use tools such as PageXchanger to
manage the file extensions

http://cehvn (@R NEW S
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Hiding File Extensions from Webpages

File extensions provide information
about the underlying server technology,
attackers can use this information to
search vulnerabilities and launch attacks

o

Change application mappings such as
.asp with .htm or .foo, etc. to disguise
the identity of the servers

Apache users can use mod_negotiation
directives

[IS users use tools such as PageXchanger
to manage the file extensions
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Check for

CEH Scanning Methodology

Check for
Open
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Network topology
and OS vulnerabilities

Open ports and
running services

htto://cchun (i ER NEWS
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Vulnerability Scanning

Vulnerability scanning identifies vulnerabilities and weaknesses of a system and network in
order to determine how a system can be exploited

Application and
services

vulnerabilities

Application and
services

configuration errors

e
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Nessus: Screenshot

&4 Edit Policy

Policy | Options Crer\%ndds Plugin Selection | Network | Advanced

Number of hosts in parallel : |40
Number of checks inparaliel : 'S

Port scanner range :  default

Safe checks
[] pesignate hosts by their DNS name $ 0907706 04:39:35 FM - polkcyl | Dalete

[T Consider unscanned ports as closed B ol thernet cardbrand Kl
[[] Save knowledge base on disk
[7] Log details of the scan on the server gersealino

Port scanners to use: hitp (80/tw) The manufacturer can be deduced from the Ethernet OUL,

Nessus SNMP Scanner ntp (123judp)
Description :
[] Nessus SYN scanner
Nessus TCP scanner fip 1S Each atharnat MAC addrass starts with & 24-bi "Organizationaly

Unique Identifier”,
netstat portscanner (SS5H) epmap (1357tco) These CUI are regetered by IEEE,

netstat portscanner (WMI) Ir:e('b-o;«luu(s '(’,7,’;’;:’)
LU AR LS v, .
Ping the remote host weft-oe-29 (3263/kep) See also :

[] scan For LaBrea tarpitted hosts

Synopsis :

http:istandards. imen oraif aqsJOUT. himl

nstp-deta (16888 <p) bitoui/standards.jeee.or ol coputhioulndex shid
Idaps (636{tcp)

hitp-rpc-epmap (993 Risk factor :

L;“Mh (45254 /tcp) Nore
unknown (49224/tcp)
unknown (49184/tcp) .
unkaown (49170tcp) oM ouput

urkniown (49163REP) | | 1he following card manufacturees were Kenkified :

Stylesheet: Sact By Poct Detas

%, Scann progress...
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Vulnerability Scanning Tool: SAINT

Attackers can
detect the network
vulnerabilities
on any remote
target in a non-
intrusive manner

SAINT is also
known as Security
Administrator's
Integrated
Network Tool

4 Steps to a SAINT™ Scan

12 FIND TARGETS
HOST IS ALIVE <

2> PORT SCAN
HTTP SERVICE RUNNING <

st 3> HITP VULN. CHECK
ENGINE .

It gathers

information 1IS 5 VULNERABILITY!
regarding what E Fiooniias Rimenary.
type of OS is « Detailed Technical Reports

*Recommended Fixes

running and which «Trend Analysis

ports are open

http://www.saintcorporation.com
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@ GFI LANguard
Hle Tools Configure Help
Network Audit Dashboard | Configuration Utilities General
fatus 4} Scheduled Operations

v Security Status

Use this tabto gain visibility into 1o the most vulnerable computers and security status trends on your network

Network Security Level Computer Vulnerability Distribution ~ Most Vulnerable Computers

" " bil I . IP Adchess v Name = Operating System
Overall vulnarability leve 1521683237 WIN2GISERV  Windows Server 2003
. 1521683248 WINSERVA Windows Server 2003
High . "
) Mszaes3s  xPos Windows XP
[ SmamEEel 1521682006  W702 Windows 7
sz 1683245  xP1 Vindows

Resulting secunty level of your network
based on the secunty audts peformed
1o date

bility Trends Over Time

o
-
(©
=

O

E

et

e

O

Computer Count

o -
47222010 4/2472010 4/26/2010 4/28/2010 473002010 Su010 5/472010 5/6/2010 5/8/2010 5/1072010
Time

http://www.gfi.com
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Network Vulnerability
1l Retina v@ Nsauditor

[-d) http://www.eeye.com http://www.nsauditor.com

Network Security Inspector

http://www.sunbeltsoftware.com

Core Impact

http://www.coresecurity.com

s
(- ,;L‘g
1"’“% MBSA lul OpenVAS
<, A~ http://technet.microsoft.com "~ W http://www.openvas.org

:%' Shadow Security Scanner

http://www.safety-lab.com

Security Manager Plus

http://www.manageengine.com
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Check for

CEH Scanning Methodology

Check for
Open

Scan for
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LANsurveyor

VisioLANsurveyor automatically discovers your network and produces comprehensive and
easy-to-view network maps that can be exported into Microsoft Office

e - |
O Automatically discovers and diagrams network topology Qf
0y
. Generates network maps in Microsoft Office® Visio® ( M
. 1 W
. 1 L
/ . Detects new devices and modifications in network topology | /7
=1
Features . Performs inventory management for hardware and software assets x'm?
. Directly addresses PCl compliance and other regulatory requirements ";

Attackers use mapping tools for drawing network diagrams of vulnerable host to launch attack
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LANsurveyor: Screenshot

171 SolarWinds LANsurveyor - [Map 1] P=s OB ~%~|
& Fite Manage Monitor Report Tools Window Help
Br & (W e I PEEEO

p—r " t

\= C 2aETEeOXA@ED

Lt CtrieX

ry ol
28 ol Pos ol
AN cectan Crish e
STANGETAY
cunet @ o o . j =
F e 108020 -
v aleen nvame{2 ETAS STATE-ETAJ-04
Al Neon Responders e]2-Etay Statie-$18j-04
XP/2K/NT Neon Responders ap2s 108p39
ME/98/95 Neon Responders
Ls Mac OSX Neon Responders
;, A @) Scheduled Events Classic Mac OS Neon Responders
g; Gi by Alerts Linuix Nenn Respanders

& Create Node...

IP Routers

SNMP Nodes

SNMP Switches/Hubs
SIP (VoIP) Nodes
Retrospect Clients
Timbuktu Users

- ‘ -
STATIE-ETAJ-03 STATIEO1 1-ETAJ
Statie-E1a)-03 L) Statie0t 1-E1a¢ |
109040 = 109.0.26 =
STATIE-ETAJ-08 STATIE-ETAJ-06
Statie-Eaj-08 Statie-Etaj-05
10.9.0.34 109023

«

http://www.solarwinds.com
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Network

Bl Lanstate

http://www.10-strike.com

Insightix Visibility

http://www.insightix.com

FriendlyPinger

http://www.kilievich.com

Ipsonar

http://www.lumeta.com

http://cchwn (el EE NEWS
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CartoReso

http://cartoreso.campus.ecp.fr

Lan-Secure Switch Center

http://www.lan-secure.com

T HP OpenView Network Node
E AW
— Manager
Ul iU https://h10078.www1.hp.com

il
LIS

NetMapper

http://www.opnet.com
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Check for

CEH Scanning Methodology

Check for
Open

Scan for

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.
e
http://ceh.un % NEWS

Canified Ethical Hacker

TmREIRF  http:

i-train.com.vn
C

EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



Proxy Servers

) Proxyis a network computer that can serve as an intermediary for connecting
with other computers

O As a firewall, a proxy protects the local

network from outside access

Proxy servers can afford O O As an IP addresses multiplexer, a

some protection against e ° proxy allows the connection of a
hacking attacks number of computers to the Internet

when having only one IP address

Specialized proxy servers can filter O Proxy servers can be used (to
out the unwanted content, such as

some extent) to anonymize web
ads or 'unsuitable' material surfing
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Why Attackers Use Proxy Servers?

To hide the source IP address so that an attacker can hack
without any legal corollary

]

Attacker appears in a victim server's log files with a fake source

address of the proxy rather than with the attacker's actual address

O
O

To remotely access intranets and other website resources that
are normally off limits

the proxy server address

To interrupt all the requests sent by an attacker and transmit them
to a third destination, hence victims will only be able to identify

To use multiple proxy servers for scanning and attacking, making it
difficult for administrators to trace the real source of attack

e

E=
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Use of Proxies for Attack

Direct attack/ No proxies

Attacker

Israel Philipbines London

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

T E—
http://ceh.vn | o gl

NEWS 6 s_Tmasx  htp:
Cenified Ethical Hack er c

i-train.com.vn
EH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




How Does MultiProxy Work?

List of Proxy Servers

164.58.28.250:80

194 muja.pitt. washdctt.dsl.att.net:80
web.khi.is:20

customer-148-223-48-114 uninet.net. mx:80
163.24.133.117:80

paubrasil. mat.unb.br:8080 ——
Attacker 164.58.18.25:80 Ta rget
bpubl014 hgo se:3128
bpubl007.hgo.se:3128
www.reprokopia.se:8000
193.188.95.146:8080
193.220.32.246:80
gennet.gennet.ee:80
) * pandora.teimes.gr:8080 -
] [ ] || P— R mail.theweb co.uk:28000 e
o Jl & mail.theweb.co.uk:8838 e
/ ) & 194.6.1.215:80 A
== b 194.79 113 83:8080 A
& o ntbkp.naltec.co.il:2080 .
. 195.103.8.10:8080 .
» pools1-31 adsl.nordnet.fr:80 .
. pools1-98.adsl.nordnet.fr:80 B
o 195.167.64.193:80 *e
>, server.sztmargitgimi.sulinet.hu:20 .
> los.micros.com.pl:20 *
195.47.14.193:80 .
. mail.voltex.co.za:8080 B
& 196.23.147.34:80 4
196.40.43.34:80
lvsweb.lasvegasstock.com:8000

sessassanss

- 4

EO0n/n
(i

mme

0

MultiProxy running at

127.0.0.1:8088 Internet
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Free Proxy Servers

Free Proxy Servers

About 1,870,000 results (0.10 seconds)

ree - Public Proxy Servers. Anonymous Proxy. Proxy List ...
+ swuAy 4 Free is a free proxy list and proxy checker providing you with the best free proxi&s
over 7 years. Our sophisticated checking system measuras many ...
Proxy list - Country - Rating - Access time

ww . proxydfree.com/ - Cached - Simila

Free Proxy Server - Surf The Web Anonymously - Protect Your Privacy!
Surf the web anonymously \vnh our free  proxy server!
freeproxyserver net

Jason S: Complete list of Free Proxy Servers to access Blocked ...

20 May 2007 ... Well, well, well - | have today given a comprehensive list of Free proxy
server addresses that you can use to get access to blocked sites. ...

com compiete -proxy-servers-lo him ache Simular

Jsbi.blog

Free Proxy Servers - Rankings - All Sites
Free proxy Servers at TopFreeProxy com - Find Free Proxy Sites to browse the web
anonymously

ww topfreeproxy.conv - 14 hours ago

Proxy Lists.
COM offers the access to UK Proxy Server located in the United Kingdom of Great Bntain
Prices: from €6 5/month. Free Tnal: free trial accounts without .

samair.ru/proxy/ - Cached - Simila

Free Anonymous proxy Server
Welcome to YouHide.com - Free Anonymous Proxy Semvice! At this free proxy server you'l
be able to get around ﬁlewall that blocked you from visiting your ..

cony - ( 1€ simila

A search in Google lists thousands of free proxy servers
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Proxy Workbench

. Proxy workbench is a proxy server : Howtorun:

that resides inside the network : 8 Install proxy workbench
and monitors the connection, : @ Configure the client to use this proxy IP to
supports proxy chaining connect to port 8080
F‘.‘g_",f.-e":'l‘ WS dEl:Zﬁ
ﬁ JRE [
2 Morworneg Roai (12168168 7) P Pors R
= BJ @;';;;y';’ Ot o2 || Bt 10 enon pated [ Loubvet U
2 — h?;“’f Im_::::::r.\c; ;‘.y [:';‘,::.I = g IH;&fd:g:qe:'ﬂw:nU
SR I Poy wemm | 15, ooy o o
§# HITPS Presy - S Webll |orgn  WITP Py Pasz Though
G I T ke tecd A 3 - e —
User Proxy Server Internet o i fr
——=
fod. |  Delee Contige HTTPS bt pot 110 |
7 S rowm ks
5‘*-.":7 ) Ky Socketr: 0 >[ eni U Texriate: U Rehuse: OF  Thicke UF Darge: OB Logong UF B 1APM

http://www.tcpig.com
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Proxifier Tool: Create Chain of Proxy Servers

@
2
s, DEEd ™ & B @
Y ope o Application Target Time Bytes Sent Bytes Received »
( Proxifier is a program §
\ putty.exe 195.00.219.121:22 24:16 1091 107¢
. that allows network
( applications that do %mm P o x|
' not support workin @ Speciy one of mote prosy servers:
'} PP g wmplayer.eX | (uncheck prow to disable i) Server
. through proxy servers IP Addr 65.120.143.226 Pot: 80
QUTLOOK.EX ess. < < ¢
‘? to operate through an 2 [EA;.‘;Z:"% - 8';“" T:‘T";
.35.84.4 H
. HTTPS or SOCKS proxy 2 wviore exe [ 217.2191653 1080 SOCKS 5| - Protocol v
( or a chain of proxy 2 Connections [¥] 65120143226 80 HTTP O SOCKS Version5
[14:04] iexplore. exe - \ : -
servers 14:04] iexplore, ox6 - (O SOCKS Version 4
14:04] iexplore. exe - (&) HTTP {with SSL tunnel support)
14:04] iexplore.exe - Hint If you specify more than one proxy. connection:
14:04] iexplore. exe - throwgh a proxy chain. You can change the ordes of
14:04] iexplore.exe - using the anow buttons. Settings
[}:g 'WE P Appear as Intemet
:05] iexplote. exe - ; Aot v
148) e e Lok ][ He | [¥] Use authentication Exploer 6.0
v 00 10DIOrE, 8 S e T e e e e e Usa NTLM
[14:05] wplayer, exs - 80.70.224.5.1755 connaction established LS| usecnand (Y] skhentication
X [14:05] iexplore.exe - 216.239,51.93.80 connection closed (452 bytes sent, 3
[14:05] iexplore. exe - 216.233 53 104:80 connection closed (465 byres sent, Password: | ==
= [14:05] iexplore.exe - 81.22.35,114:80 connection closed (296 bytes sent, 73
[14:06] OUTLOOK EXE - 195.19.219.121:110 connection established
[14:06) iexplore. exe - 10.1.1.65:80 connection established ~
I OK %J [ Help ] Cancel
Ready ]

http://www.proxifier.com
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SocksChain

J SocksChain transmits the TCP/IP applications through a chain of proxy servers

Victim
Chain of Proxy Servers '?‘
= - =1 - = - =1 - = - =1 =
http://www.ufasoft.com :

http://cehvn (G S NEWS
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TOR (The Onion Routing)

Anonymity

Provides anonymous
communication over
Internet

g
¥

Security

Provides multiple
layers of security to
a message

%

Ensures the privacy of
both sender and
recipient of a message

A
Lod

Tor Proxy

The initiating onion
router, called a "Tor

client" determines the

path of transmission

9

Proxy Chain

Uses cooperating
proxy routers
throughout the
network

1A

Encryption

Encrypts and decrypts
all data packets using
public key encryption

©
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Ef) How Tor Works: 1 € Tornode Ef) How Tor Works: 2 25 Tornode

« « < unencrypted link ‘ « « = Unoncrypted link
— ONCryptod lnk — ONCryptod lnk

Alice Alice
wd wd [ PN + N

A A ;
- Step 1: Alice's Tor Step 2: Alice's Tor client

: client obtains a list picks a random path to
- - - - destination server. Green . - -
. :'d.:’?;cr:gde:ef::: + + e 3 links are encrypted, red + + 1 =
: 2 4 . Jane links are in the clear. Jane
-l [+ — — R+ [ -
Dave Bob Dave Bob
Ef) How Tor Works: 3 €7 Tornode
« + o unencrypted link
e — OnCrypted link
Alice

— wad
- Step 3: If at a later time, the Ol

user visits another site, H ‘

Alice's tor client selects a - -> e ‘ ~=

TOR Proxy | - — i —

encrypted, red links are In y 3

Chaining Software | &~ 2.8 8
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HTTP Tunneling Techniques

% %

2 HTTP Tunneling technology allows users to perform various Internet tasks
despite the restrictions imposed by firewalls

47

This is made possible by sending data through HTTP (port 80)

L : Racks of HTTP Tunnel Servers

Lormnnnnns »| Internet | eeeede

HTTP Tunnel Servers receive

= : AL and relay the data

or Firewall

End Users use HTTP-Tunnel to transmit
or receive data through Firewall

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn f'

e e e
e NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere S CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




http:

Why do I Need -

@ If the organization has blocked all the ports in your firewall and only allows port 80/443 and you want
to use FTP to connect to some remote server on the Internet

2 In this case, you can send your packets via http protocol

- INSIDE THE NETWORK port 23 3 OUTSIDE THE NETWORK
.I. ort 2.
rﬁ a bPort 21 m Remote server
' Port 79 s
~_ FTP Client Software ) s g X SR l
i Port 25 m A
‘ Port 110 m e :
V Port 500 E3 _— ::\F,’vr:,::elsd
Port 69 AL :
HTTP Tunneling client - = (‘ﬁ"
running on local port ) Port 80 B .............. > "»}/’ ........... -
; : Iy
peisi  port 443 S :
. sent via.
v HTTP =

- Firewall rules only
- allow port 80 and

FTP data is encapsulated in : tﬁ .:a_s.
http packet ' "o I
-‘-ﬁ

| Http tunneling server
443
\ software running

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

ceh.vn j TEEETES http://i-train.com.vn

-
e NEWS 6 f_TmaTm
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




Super Network Tunnel Tool

Slu! Setup

- (O[]

4

DragBox Help

Use Run Game With GameGuad Mode Use Real Remot

Niro PDF
Professional

Total Send Bytes:0 Send Speed 0.00KBps
Total Recy Bytes:0 Recy Speed 0. 00KBps
Chent Curtent Connections:0 Chent Total Theeads(include cached)0
My Local IP:1852.168.168.10 Only Impottant M

View System Toda|

711972010 7:59.30 PM - Log - Connect to tunnel server fail &
711972010 7:5
7N%r20107
71972010 7:59

9:30 PM - Log - Error:Socket Error # 10049 Cannot assign requested address
0 PM - Log - Try to connect to tunnel server

PM - Log - Connect to tunnel server fail

010 7:69:22 PM - Log - Error:Socket Error # 10049 Cannot assign requested ac

24
| £

@
a
®
»
@

7192010 7:69:22 PM - Log - Try 10 connect 10 tunnel server
11972010 7:569:.16 PM - Log - Connect to tunnel server fall

010 7:69:16 PM - Log - Error:Socket Error # 10048 Cannot assign requested address

7i
74
711972010 7:59:16 PM - Log - Try to connect to tunnel server

711972010 7:59:10 PM - Log - Connect to tunnel server fail

g 711972010 7:59:10 PM - Log - Error:Socket Error # 10049 Cannot assign requested address v
Plogtammh 1via Tunnel Config [Log and Status " nel | Game Setup Heip |
Wating

Disconnected Socket Error 210043 Cannot assign requested address

http://www.networktunnel.net
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Httptunnel for Windows

_) httptunnel creates a bidirectional virtual data connection tunnelled in HTTP requests. The
HTTP requests can be sent via an HTTP proxy if so desired

This can be useful for users behind the restrictive firewalls

T
If WWW access is allowed through an HTTP proxy, it is possible to use httptunnel and, say, ﬂ
telnet or PPP to connect to a computer outside the firewall P —

On the server, you must run hts. If you want to redirect all port 80 (http) traffic to port 23 (telnet),
it would go something like:

hts -F server.test.com:23 80

On the client you would run htc. If you are going through a proxy, the -P option is needed otherwise omit it.
htc -P proxy.corp.com:80 -F 22 server.test.com:80

Then telnet localhost and it will redirect the traffic out to port 80 on the proxy server and on to port 80 of the
server, then to port 23

http./fwww.neophob.com
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Additional HTTP Tunneling Tools

HTTP-Tunnel

@) Hep (@ Corbigure

Connections  Log

== EnterKey

| Speed Test | Diagrostics | About |

Key not found 0 KE Up/0 KB Dy

-

2 Mal Suppodt

Configuration
Prowy S erves
& Auto detect
" No Prowy, onlyp a Fuewal
" Spacily Praxy
Setver Name/IP Pot

Usemarme:

Passwoud

™ Minimize (Hide) on Stastup
Access Restictions

Turm this ON 10 slow 2 |Ps to use this HTTP-Tunnel
chent. Leave this OFF if pou only want to use
HTTP-Tunnel from programs unning on this PC

I~ Aflow up to wa |Ps to connect to HTTP-Turnel
Advanced Users

For advanced users cnly, please contact Support for nfo.
This oplion vall drashicaly mpeove performance ¥ & is
suppoted by your prony. This will work ONLY # you have
a peoxy. The connechion test does not test this ophion

I Proxy supports the "CONNECT" command

Defait Port

Concel |

HTTPort
=101 x|

Systern Proxy lport mappingl Aboutl Rngisterl

HTTP proxy to bypass (blank = direct or firewall)
Host name or IP address: Part:
I fo

[T Proxy requires authentication

Tet

Usermname: Password:

I I

Misc, options

Bypass mode:

L] 'Auto

User-Agent:
1€ 6.0

-

Use personal remote host at (blank = use public)

Host name or IP address: Port: Password:

_?’(—This button helps

http://www.http-tunnel.com

website unavailable
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SSH Tunneling

J Using OpenSSH you can tunnel all of the traffic from your local box to a

remote box that you have an account on

ssh —-f user@fjuggyboy.com -L
2000: juggyboy.com: 25 —-N

This essentially forwards the
- £ = backgroung mode local port 2000 to port 25 on

user@juggyboy . com = user name and server juggyboy.com encrypted

you are logging into Simply point your E-mail
-L 2000:juggyboy.com:25 = local- client to use localhost:2000 as
port:host:remote-port the SMTP server

-N = Do not execute the command on the remote
system
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SSL Proxy Tool

SSLproxy is a transparent proxy that exL?;i:rLC:;ng

can translate between encrypted and = sSL product

unencrypted data transport on socket

connections ' s
Whenshouldl ¥
use SSLProxy?

It also has a non-transparent mode

for automatic encryption-detection To evade IDS To cover the

systems attack path

on netbios

http://www.obdev.at

i Exploits = P  SSLProxy sseess >“\_~\;:/‘ ...... > IDS  sssuss )m E §

ESTABLISH SSL TUNNEL TO SEND EXPLOITS 7 m—"\
‘IIIIIIIIIIIIIIIllllllllllllllllIllIllllllllllllllllIlIlIllllllIlllllll’ M

INTERNET
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How to Run ?

Window 1: Client — Hacker Machine Run: Window 2: Client - Connect to 12.0.0.1 port 55
sslproxy -L127.0.0.1 -155 -R <some and send your exploits

remote IP> -r 443 -c¢ dummycert.pem » Example: telnet 127.0.0.1 55
-p ssl2 : » Thentype GET /

sslproxy_native_windows\Rele sslproxy -L127.8.8.1 -155 -R <{some
» 443 —c dummycert.pem —p Ss
The system cannot find the file specified.

C:\sslproxy\sslproxy_native_windows\Release>sslproxy -L127.06.0.1 -155 -R 64.147.
99.98 —» 443 -c¢ dummycert.pem —p ssl2
proxy ready, listening for connections
connection on fd=1932
: No verify locations, trying default
: Cert error: unknown error 20 in /C=US/0=Equifax/OU=Equifax Secure Certifica

: negotiated cipher: DES-CBC3-MD5
client: broken pipe <{(read>
jumping catch
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Proxy

Proxy Commander EA) FastProxySwitch
I http://www.dlao.com ‘ http://affinity-tools.com
i7"l GProxy . ProxyFinder
G U B http://gpass1.com ﬁﬂ. http://www.proxy-tool.com
(> = a
' Protoport Proxy Chain = I ProxyFinder Enterprise
: CT http://www.protoport.com E . http://www.proxy-tool.com
) | P ™1 Proxy-Pro Professional
=l http://www.proxyplus.cz v GateKee per
. l —— http://www.sysgenic.com
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Proxy

PR ProxyBag
http://psw.oclc.org L L li http://www.alcenia.com
e —
SurfStream

( ,E-'-I CC Proxy Server
http://software-files-l.cnet.com @ http://www.yzsoft.net

Proxy Switcher
|F’ =] http://www.proxyswitcher.com

Proxyswitcher Lite
http://www.proxyswitcher.com

tuny B

JAP Anonymity and Privacy
- ras _Q

http://anon.inf.tu-dresden.de

Free Prox
WA/ ;

http://www.sysgenic.com
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Anonymizers

Why use Anonymizer?
J An anonymizer removes all the

identifying information from the user’s
computers while the user surfs the
Internet

-J Anonymizers make activity on the
Internet untraceable

J Anonymizer tools allow you to bypass

% Bypass IDS
Internet censored websites - =

4 Accesses
# Government
restricted

ass
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Types of Anonymizers

Networked Anonymizers Single-point Anonymizers
They transfer communications through a They passes your surfing through a
network of Internet computers between single web site to protect your identify

you and the destination

Advantage: Complication of the
communications makes traffic analysis
complex

Advantage: User’s IP address and
related identifying information are
protected by the arms-length

. communications
Disadvantage: Any multi-node

network communications have some
degree of risk at each node for
compromise of confidentiality

Disadvantage: It offers less resistance
to the sophisticated traffic analysis
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Case: Bloggers Write Text Backwards
to Bypass Web Filters in China

“IF IT BOTHERS YOU THAT THE CHINA
GOVERNMENT DOES IT. IT SHOULD
BOTHER YOU WHEN YOUR CABLE COMPANY
DOES IT+"

. Copyright © by EC-Councll
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http:

Text Conversion to Avoid Filters

Manual Conversion

=  Manual text conversion is a type of classical
steganography, where text in natural language is
jumbled according to a predefined pattern known to
both sender and receiver

= |t can be used to bypass keyword based Internet
filtering but is not effective against URL or DNS
filtering techniques

Vertical text converter

Thin 190l can be cosversd ieto cedinary text HMengpal classical $hepal from Fight © left manser, and 1 incrane the appropriss wandart lne for readens, Yoo cam Forum, 10 speak defore the blog wol
Nshed by the coaversion, and th

e Forum, biog Boost. This can be an effectve procedunt to pervant tha she search filkeriag o€ certain torms. and
“sodd intovest. Try not fmt. By C OOKMARK

lnl’nhrp.Nu\(le

Yo no lonser aced o find this oese. 80.cosy 30  coov. VWP New tooks skealee. mae

+| Theuscof the wood | Two-line + fine bne ! Bonder ) Tradionsl coavenios [ 08 ) Cogy coamenia

3, e revzht below, you &z copy 16 Bz group, the blog & the isaide

lwleli|lw|]e|luld]|A
h c l 2
Dismissing privacy i = ] : h l i % - | 2 ? J
concerns, a judge | n | | ¢ | S | el u
ordered ._’ | s|lv|h|le|ltld]d
YouTube to disclose | ilel 0 1 8
who watches which I a d S { \}: d Y 2
video clips and when. | 2 e = | 0 ; 8 2
| h | 1L &

A petizen asked city posters cobumn Home

| formor |, | | |} tulsasee | | on the cse and | | this § | | to ntr

)

This tool can convert an ordinary
Chinese classical text from
horizontal to vertical patterns to
avoid firewall rules

Tool: Vertical Text Converter

(http.//www.cshbl.com)

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

ceh.vn

s NEWS

Canified Ethical Hacker

1

i-train.com.vn

3 I _.TREIN htt
\ CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




" Censorship Circumvention
Tool:

Psiphon is a censorship circumvention system
that allows users to bypass firewalls and access

blocked sites in countries where the Internet is
censored

i~ IV

It uses a secure, encrypted HTTP tunnel connection
to receive requests from psiphonite to psiphonode
Uncensored - imoi ne
Countries

who in turn then transports the results back to the
requested psophonite

y e
It acts as a web proxy for authenticated

psiphonites, the first service that even works on
mobile browsers

It bypass the content-filtering systems of

countries like China, North Korea, Iran, Saudi
Arabia, Egypt and others
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How Psiphon Works?

|
N
ﬂ l N g T x
=] EIS [, : &
Internet Uncensored Countries ': Internet Censored Countries
T |
o —

7 using HTTPS

Psiphon Tool

o
e

Psiphon user in China

Goc )816 m
Youl T3

TOwZ2mMN
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€
User Details ‘
I) -~ ]J = Unk:  https:ff————— e
Slp onl Users |Log Username: santaclaus
Screenshot ==~ 7w
Exit
Confirm password; eeesee
Full name: |Santa Claus

E-mail: northpole@gmail.co
< |

& YouTube - Broadcast Yourself. - Mozilla Firefox
File Edt View History Bookmarks

> C

Tools Help

v B C

QU Stumble!

http://ceh.vn

1

& ke ity @

ZpZ22pN2p S 2pP2 2P P3 2P P4 2P PS

O | http://www.youtube. .com/

©

@

GA

D

DS

s NEWS
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3

“ Sendto~
o ﬁ ‘https:ﬁ?&125.52.-025:44BIMWPORTﬁetch!htlp:Hw»-m.youtube.comj
G Q

loe @allrise @r o
I 2>
(TTTube

Home

Videos Ch

http://psiphon.ca
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How to Check if Your Website is
Blocked in ?

“"How do | find out if web users in China can access my website at xyz.com?”

(B

If you get a "Packets lost" error or there is a time-out while connecting to your site, chances are
that the site is restricted

Ping a server or web site using our network of over 30 monitonng stations worldwide

justp ping

www.dalallama com (0.9. www.yahoo.com)

Omline web baswdh phoy! remeie pboy a4 srrcer wr vl sAle weing vur sebeerh vath 10 sheuhyvbats

worldwide Ping to: www.dalailama.com
Location Result min.mt  avg.m max.m P
@.9. yahoo.ocom or €6.94.234.13
Sinoacor Sinaapore O 216 ) L 260 9
Ping: wew.dalallawa cow (Chmad NSSRLL/vne dalaibama. conl) SHRJRROre, Sgapars. Okay 2364 49,9 2009
Amsterdam?, Netherlands Okay 100.7 1008 1013
Flonda, US A Okay 388 39.0 393
Amsterdam3, Netherfands Okay 100.5 100.5 1006
Hong Kong, China Qkay 2281 229 4
Sydnay, Austrabia Okay 208.3 209.0
a, O :—x Munchen, Germany Okay 1179 1186 1190
Vencouver, Cansda: Skay .8 ~ = A 0a & 108 8 1
Yrakow, Polasd Okay 133.6 3 Cologne, Germany Okay 108.6 108.8 093
Londom, United Kingdom Ckay 2.3 %53 204.32.176.583 " r
Madzid, Spain Okay 124.8 1251 204.95_175 81 New York, US A Okay 237 239 241

Just Ping Watch Mouse

(http://www.just-ping.com) (http://www.watchmouse.com)
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G-Zapper

6. G-Zapper Q:— @

@ Google sets a cookie on users’ system with a
‘What is G-Zapper

unique identifier that enables them to track

users’ web activities such as: fa<epgles: rotectiig Vou S saxch S 3 ace
Did you know - Google stores a unique identifier in a cookie on your PC, which allows
@ them to track the keywords you search for. G-Zapper will set a privacy setting to block

L Search Keywords and habits this cookie in your web browser and protect your Google search history.

2.  Search results
i] A Google Tracking ID exists on your PC.

Your Google 1D: 3274c2e5651e5/46
Google instalied the cookie on' Thursday, August 11, 2005 08:25:29 AM

‘Your searches have been tracked for 185 daps

3. Websites visited

2 Google cookies expire in two years
: . "1 You have 200 Google searches saved in Intemet Explorer and 22 in Mozilla Firefox
2 Information from Google cookies can be used A
as evidence in a court of law How to Use It
- S . 5 & To delete the Google cookie, click the Delete button.
=  This is what Googlels |0g mlght look like when h’“’ A new cookie will be assigned the next time vou visit Google. obscuring vous identity
from past searches

you search for “PORSCHE”

To block and delete the search cookies, click the Block Cookie button.
[Gmail, Adsense, and other search features will be unavaiable with the cookie blocked)

inktomil-lng.server.ntl.com -

28/Jan/2010 11:16:32 bitp /ey durmsofiveate com
http://www.google.com/search?g=PORSCH
[aock Cookie] [oele«e Cookie] [Test oooge] Exit

E" - MSIE 8.0; Windows NT 7.0 - '

http://www.dummysoftware.com
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(m s
B Mowser
anaa

|
http://www.mowser.com

=X Anonymizer
| ;
o '@ http://anonymizer.com
oy
Tf ) Anonymous Web Surfing Tool The Cloak
R ® http://www.anonymous-surfing.com http://www.the-cloak.com
Hide Your IP Address

http://www.hideyouripaddress.net

‘} IDsecure

——

=4
S

A
—_—

http://www.idzap.com

JAP Anonymity and Privacy
http://anon.inf.tu-dresden.de

@ Guardster

http://www.guardster.com

http://cchwn (el EE NEWS
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Spoofing IP Address :Q

IP spoofing refers to the procedure of an attacker
changing his or her IP address so that he or she
appears to be someone else

Attacker sending a
packet with a spoofed
address 7.7.7.7

When the victim replies to the address;-it goes
back to the spoofed address and not to the
attacker’s real address

Victim IP Sddress

5.5.5.5 Real address

7.7.1.7
IP spoofing using Hping2:

Hping2 www.juggyboy.com -a 7.7.7.7

You will not be able to complete the three-way handshake and open a successful TCP connection by
spoofing an IP address
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IP Spoofing Detection Techniques:
Direct TTL Probes

2 Sending a packet to the claimed host will resultin a reply, if the TTL in the reply
is not the same as the packet being checked, it is a spoofed packet

) This technique is successful when attacker is in a different subnet

Sending a packet with - - j','{(.__,-__-{ﬁ
spoofed 10.0.0.5IP=TTL13 /" . y p ()
R R Y R R RN RN R R RN R R RN R RN Y ) "EnEaEmEREERNEEEENEENEEEEEEEEEEE \?'-—-‘f
Qf,\ﬂ’._,.-"‘ w
Attacker 0 I T
AL e o arget
(Spoofed Address 10.0.0.5) ap?f\f,--" \? <V
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IP Spoofing Detection Techniques:
IP Identification Number

.J Sending a probe packet to the claimed host will result in a reply, if the IP ID number in the
reply is not in the near value as the packet being checked, it is a spoofed packet

1 This technique is successful even if the attacker is in the same subnet

Sending a packet with

spoofed 10.0.0.5 IP - IP ID 2586 /"~ ' : ,

Attacker AT e Target
(Spoofed Address aqadf: ‘‘‘‘‘‘‘‘‘‘ \ o~
'\{\% ,"" 'd"‘ OFJ
10.0.0.5) T el
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IP Spoofing Detection Techniques: TCP
Flow Control Method

. If attacker is sending spoofed packets, he will not receive the target's ACK-packets and will
not respond with SYN+ACK packet

| If the attacker does not stop sending packets after the initial window size is exhausted, most
probably the packets are spoofed

Sending a SYN packet
with spoofed 10.0.0.5 IP "
..................................... \ T TL LT LTI

A k 05 s
ttacker 0095
A0
(Spoofed Address o ‘ee\ Target
10.0.0.5] C{.Q"B-("‘f ““““
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IP Spoofing Countermeasures

Encryption
Encrypt all network
traffic ; ;

Egress Filtering

Limit Access

Limit access to
configuration information
on a machine

Ingress Filtering

Use router filters to prevent
packets from entering your
network

Use filters to prevent
packets from leaving
your network

Sequence Number

Use random initial
sequence numbers

Copyright ® by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

e

E=
http://ceh.vn f'

e e e
e NEWS 6 I . TmRAEIR http://i-train.com.vn
Fere S CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Check for | Check for
‘ Open

Scanning Penetration Testing

Draw
Network

T
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Scanning Pen Testing

] The objective of penetration testing a network for scanning attempts is to determine the network
security posture by identifying live systems, discovering open ports, associated services and
grabbing system banners from a remote location simulating a network hacking attempt

5

The penetration testing report will help system administrators to:

@ | Close unused ports

Troubleshoot service
configuration errors

Cortiied | Eical  Madher
Ea——
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Perform Port
scanning

\ 4
Perform Banner
Grabbing/0S
Fingerprinting

Scanning Pen Testing

Use tools such as Angry
IP Scanner, Nmap,
Netscan, etc.

Use tools such as Nmap,

G masonansd Netscan Tools Pro, UDP
Scanner, etc.
4 h
Use tools such as
7

Telnet, Netcraft, ‘
Xprobe, Satori, etc. ' -

Check for the live hosts using tools such as Angry IP Scanner, SolarWinds Engineer’s toolset, Colasoft Ping,
Utility Ping, Nmap, Netscan, etc.

Check for open ports using tools such as Nmap, Netscan Tools Pro, Net Tools Suite Pack, UDP Scanner, etc.

Perform banner grabbing/OS fingerprinting using tools such as Telnet, Netcraft, Xprobe, Satori, etc.
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shesand

\4
Scan for Use tools such as Nessus,
S >  SAINT, GFI LANGuard,
vulnerability ,
Core Impact, etc.
\4
Draw network Use tools such as LAN
diagrams paa surveyor, Ipsonar,
- CartoReso, etc.
v

Use tools such as
Prepare proxies  .::ooooo »  Proxifier, SocksChain,
SSL Proxy, Proxy+, etc.

4

findings ,//

Document all the

Scanning Pen Testing

!

@ Scan for vulnerabilities using tools such as
Nessus, SAINT, GFI LANGuard, Core Impact,
Nsauditor, MBSA, etc.

© Draw network diagrams of the vulnerability
hosts using tools such as LAN surveyor,
Ipsonar, CartoReso, NetMapper, etc.

© Prepare proxies using tools such as Proxifier,
SocksChain, SSL Proxy, Proxy+, Gproxy,
ProxyFinder, etc.

© Document all the findings
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Module s

A =
- U Scanning is one of the three components of intelligence gathering for an attacker

U The objective of scanning is to discover live systems, active/running ports, the operating
systems, and the services running on the network

(U FTP bounce scanning is a type of port scanning which makes use of the Bounce attack
vulnerability in FTP servers

U War dialing involves the use of a program in conjunction with a modem to penetrate the
modem-based systems of an organization by continually dialing in

W OS fingerprinting is the method to determine the operating system that is running on the
target system

U Proxy is a network computer that can serve as an intermediary for connecting with other
computers

U A chain of proxies can be created to evade the traceback of the attacker.... i R

Copyright ® by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

@) nguyen dinhnguyet

TEEETERS http://i-train.com.vn

:
htto://cehvn (gl Er NEW S 6 z
CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design

Canified Ethical Hacker




Quotes

L The only problem with Microsoft is that they have no taste. They
have absolutely no taste. And what that means is, | don't mean it in
a small way | mean’t it in a big way. JJ

- Steve Jobs,
CEO, Apple Inc.
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