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SECURITY NEWS

q 21t May 2010, Chicago, lllinois

Battle Against Data Theft

There is a general misconception that cyber-criminals select only high
worth users and the majority of internet users underestimate the risk

of illegal access to their data.

In a recent survey conducted by Avira, 10% of Internet users confirmed they had
been victims of some form of data theft, of whom 4% had suffered actual
financial loss and the remaining 6% had been victims of identity theft.

As cyber-criminals become more ingenious, detection of unusual behavior or
reduced system performance is mow only possible with extensive security
protection.

Greater sophistication of potentially unwanted applications (PUAs) means their
presence remains undetectad for longer and small pay-offs are far more frequent

that users belisve.

Data theft from e-mail and online accounts (Facebook and eBay) or careless
responses to online scams may be all that is required.

http:/fwww.itweb.coza
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Module Flow
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What is Footprinting?

Footprinting refers to uncovering and collecting as much information as possible
about a target network

Collect basic information
about the target and its

network

Determine the Operating
system used, platforms running,
web server versions etc.

. ‘

o¥nnnn

Performed by techniques
such as Whois, DNS, network
and organizational queries

Find vulnerabilities and
exploits for launching
attacks
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Objectives of Footprinting

= Domain name = N
= Internal domain names

= Network blocks

= |P addresses of the reachable systems
Collect Network ¢ = Rogue wehsites/private websites

Infoermation = TCPand UDP services running

= System architecture
= Remote system type
= System names

= Passwords

i = Employee details : = Address and phone numbers
— = (Organization's website = Background on the organization
Collect Organization’s = Company directory ! = News articles/press releases

Infarmation
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IModule Flow
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Footprinting Threats

B Attackers gathers valuable system-level information such as account details,
opelatlng swtem and other software versions, server names, and database schema
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Module Flow

Footprinting

Footprinting
Concepts

Footprinting
Threats

Methodology

Footprinting

Footprinting
Tools

Countermeasures

Footprinting
Pen Testing

http://ceh.vn

Copyright © by F-Ceancil
All Rights Reserved. Reproduction is Strictly Prohibited.

)
Cenified Ethical Hacker _6 S

http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




Footprinting Methodology

! J@r ]
¢

Network
 Footprinting
Website E-mail
Footprinting Footprinting
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Finding a Company’s URL

) Search for the target company in a search engine such as Google or Bing

oogle

*4 Everything
i Mews
A Blogs

* | More

The wab

F-'EQES from India
Ay time

Latest

Past 4 days
Standard wview
Timeling

* Mare search tools

Web |mages Maps DNews Orkt Books Gmail morg v Wab History | Search setlings | Sign in

microsoff Search

Abcut 159,000,000 resuls (0,12 seconds)

Microsoft Carporation
ain wile fur produsl ||'|".'|| |a|.||."| ww.'l'. ansl e

wyew microsoft com
Download Center 5 ways 1o speed up yvour PC
T Home Micresclt Windows: Windows 7
Downdoads Intermel Explorer §
g Office

| Search microscficom |

Micragsoft Downibad Cantsr

Search All Download CenterSearch Microsoft. com ... Microsoft Office Compatibility Pack far
VWord, Excel, and PowerPonl File Formats ...

wnw, microsoll com'dowmloadsien’detaull aspx - Cached - Similar

Microsoft - Wikipedia, the free encyclopedia

Microsolt Corporation (FASDALD: MSFT_ HKEX 4338) is a publc multinational carporation
based in Redmond, Washingtan, LISA that develops mamrfau:tures

a@n wakapadia argiwikiMicrosol - 11 hours ago - Cact
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Locate

Internal URLs provide an insight into different departments and business units in an organization

-
< You may find an internal company’s URL by trial and error method

. Tools to search internal URLs:

http://news.netcraft.com
http:/fwww.webmaster-a.com/link-extractor-internal.php

Support. office. | windows.
microaoft.com microsoft.com microsoft.com
. o A madn. -
microsoft.com .
W microsoft.com .
F F Y
technet. update. | | - search.
microsoft.com microsoft.com

microsoft.com
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Public and Restricted Websites

Identify a company’s private and public websites

B Aope - Moz Pavtas

B Appie Developer - Meois Mewtex
Bl i e Hgeny Gesbvude Teds e M B e Hgtery @veheuds Tese ey
n & C &[] wtpoiemvappiecen = [ it | “ e o 0
Mot Vided @ Gotning Quted 5, Latet Hoallrws M EC-ConcIMal | | Login Mavdoor B Frve locad Sessch Sogi
L oyl

] v dedeso splecom

Mot Vidad B0 Gotting Datad o Latwdt Haadbms 1 TCCaomd M Lages Mawder [0 Fowe boces h-;t g
[ Agpbe Cevetopes
= [ Developes
y Design. Code. Build. Innovate.
The Beatles. Now on iTunes. Here's where

all happens for Apple dev

L R e

Public website
http://www.apple.com

http://developer.apple.com
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Search for

| D Nl

Meakw wins O Sewver Wowld
Cop 1 Jagun. hoeva 2002

“. -n— |

Updates made to the website
Employee database
Press releases

Contact information

. Search for a company’s

information in major search ,
engines, such as Google or | & ]
Bing

Use complex keywords to
search about a company

. Extract archive and mirror
website

. Search the weh
3. People search

. Competitive intelligence
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Tools to Extract Company’s Data

ﬁ Web Data Extractor (http://www.webextractor.com)

& \Web Data Extractor extracts the targeted company’s contact data (email, phone,
fax) from the Internet

SpiderFoot (http://www.binarypool.com)

& SpiderFoot is a domain footprinting tool which will serape the websites on that
domain, as well as search Google, Netcraft, Whois, and DNS to collect the
company information

ﬁ Robtex (http://www.robtex.com)

& Robtex utilites erawl the Internet using the useragent "robtexbot,” mainly to get
title and meta information
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Footprinting Through Search Engines

.J Attackers use search engines to extract information about a target such as technology platforms,

employee details, login pages, intranet portals, etc. which helps in performing social engineering
and other types of advanced system attacks

J Search engine cache may provide sensitive information that has been removed from the World
Wide Web (WWW)

Gaogle o

O Show all  ®Only from indea

G l 1 Web | Images Videos News Maps More
00QlIe NG
L
Sln‘:: | bl 8

7 S
b -, A

Googhe Search | frn Fesing Lucky

n sfeed m Hindi Beegali Tolugy Marwthi Tarmd Gugarsti Marnads

YaHoO!,

Web Images Video Local Shopping News More

Search
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Collect Information
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People Search

The people search returns the

Premium Public Records ¢
following information about a person:

| people

' LN < BillU Clinton (aas 7)

— 94044 PACFICA, CA - yi¢

J|
2/ Residential addresses < Bl Lo aze a2 .
| ] E'__“."r':a,:u
g Contact numbers San Mateo, CA - i scbareund
7 ) 100 ent €S for Bil Clinton found in

() Date of birth Mizzour, Arizon, Gececas, Ckishom,

1 E-mail addresses Your Report:

[ | | Your Search:
T4l : : 7 : m Name Lori Ortiz
. “J Satellite pictures of the private residences Daosid Seakit 153500 9ok
¥ emad » : g
Repont = Way
QEGIERE Bellevue, WA
DeathRecords  » 98004
~ ' S| ] s Phane Number. (€26) 56600
p, ) C Divor ce Records Aliases ol
l) { Z) Samatha Oniz
V \] S B S View All ’ Age 37
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People Search Using http://pipl.com

pipl

- P'pl uses a teChmque known The most comprehensive people search on the web
as “the deep web” to extract

information about people Name Email Username Phone 7% Business

The term “"deep web" refers T oty Sisk’ Cotatry
to a vast repository of
underlying content, such as
documents in online
databases that general-
purpose web crawlers
cannot reach

| Search | Clear

What's so different about pipl?

Terms Privacy Duectory Contact

2006-2010 Pipt
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People Search

Address Email Secial Securny 8 Social Net Search
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Online Services

G‘% Yahoo People Search Address.com
’ http://people.yahoo.com http://www.address.com
p A
| 1=l 1| 123 People Search favd ii/!' Zaba Search
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——
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oy O hetos R , : . )
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- - w
o
People Finders : ., People Lookup
http://www.peoplefinders.com - 4 https://wwiv.peoplelookup.com
-~
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Gather Information from
Financial Services

Google Finance Yahoo Finance
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Footprinting Through

’ : Network Administrator, Active Directory, Citrix,
You can gather a company’s Job ID Exchange
1712365546706 e
infrastructure details from 42319173004 Job Description:
| jOb postings Location » Design and implement technical solutions on the Windows

Boca Raton, FL 33487

Job Status
ITfSofware Development

latform to support business requirements

o [Support exdsting Windows Infrastructure  Including: Active
Directory 2003, SMS, SUS, Cilrix Metaframe, SQL Server, SOL
Clusters, Exchange 55, Exchange 2003, VM Ware, Verilas
backup somware, Accounl and server security, Disaster
Recovery senices, RAID technologies, and Fibre/SAN disk

solutions.
"% Apply Now
Job Experience:
Become a Fan on * 5 0r more years expenience working in IT implementing and
facebook. supporting a global business
* Prior expernence in supporting a global Windows server and
> JOb requ"-ements Domain Infrastructure

Experience implementing and supporting Active Directory, Cilrix
Metaframe, SOL Server, SOL Clugter, DNS, DHOP, WING, and
'S ’ . Exchange 2003 in an Enterprise environment

” Employee S proflle Very stlgng systems troubleshooting skills

Experience in providing 24-hour support to a global enterpnise
as part of an on-call rotation

Effective interparsonal skills with the ability o be persuasive
Other skills. Building Effective Teams, Action Oriented Peer

» Hardware information

o . N Relationships, Customer Focus, Priority Sefling, Problem
» Software information Soking, end Dusiness Acnen
« Bachelord€™s Degree or equivalent expenence
k ) * MCSE (2003) certification a plus, Citrx Certification a plus
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Monitoring Target Using Alerts

B Google Alerts is a content monitoring service that automatically notifies users when new
content from news, web, blogs, video and/or discussion groups matches a set of search
terms selected by the user and stored by the Google Alerts service

Google Alerts help in monitoring a developing news story and keeping current on a
competitor or industry

Google alerts

Search
terms Preview results

Track your interests on the Web,
Type Evenhing

SignUp» Login» -

How often once a day

Email length.  upto 20 results

Your emanl

| Create Alert
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Footprinting IVMiethodology

Internet

5509

WHOIS
Footprinting

 Footprinting

Google
Hacking
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Competitive Intelligence Gathering

“Business moves fast. Product cycles are measured in months, not years. Partners become rivals quicker

than you can say “breach of contract.” So how can you possibly hope to keep up with your competitors if
you can't keep an eye on them?”

The competitive intelligence is non-

Competitive intelligence is the process of
interfering and subtle in nature

identifying, gathering, analyzing, verifying,
and using information about your competitors
from resources such as the Internet
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Competitive Intelligence Gathering

Compare your products with your competitors’

Pull up a list of competing companies in the market

Extract salespersons’ war stories on how deals are won
and lost in the competitive arena

Analyze your market positioning compared to the
competitors

Produce a profile of the CEO and the entire management
staff of the competitor
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Competitive Intelligence - When Did this
Company Begin? How Did it Develop?

P Visit These Sites

T 01. EDGAR Datahase
- H-"". _:j
http://www.sec.gov/edgar.shtml
_— 02. Hoovers

Where is it !
located? )
i

]
1«: How did it http://www.hoovers.com

i develop?
f 03. LexisMexis

hitp://www.lexisnexis.com

04. Dun & Bradstreet

_______

http://www.dnb.com
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Competitive Intelligence - What
are the Company's Plans?

ABI/INFORM Global (http://www.proguest.com )
Factiva (http://factiva.com)
Business Wire (http://www.businesswire.com)

Market Watch (http://www.marketwatch.com)

Websitez (http://websitez.com)
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Competitive

“Your company
conducts terrible
business”

“Your company
is great”

‘.........

‘..'.......

v

Nelson
Ihe Wall Euromonitor CBSMarketWatch
Street Transcript Market Place

i http://www.nelsoninfo
http://www.twst.com rmation.com

http://www.euromoni http://cbs.marketwatch.
tor.com com
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Tools

(PR ) -

"ﬁu SEC Info Business Wire

- http://www.secinfo.com http://home.businesswire.com
[RAERARATAY

@’ C-SPAN yT' ~|  ChoicePoint Online

http://www.cspan.org —— ’ http://www.choicepointonline.com

"‘ﬂ CNN Money Compan
r_JL‘ Y pany T , Web Investigator
E = Research pos http://www.web-investigator.net
http://money.cnn.com N

,-L . Forbes 500 E'DJ@(—']I st
]

WWW http://wwsw.forbes.com (o) http://online.barrons.com
_
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Competitive Intelligence

GCARMRHA T

N
the only investigations con

with a tean decicatedl o .
0 the pharmaceutical workiee

Practioes

)
Industry ?f. .0; :

Decisions Built on Intelligence™

- 10w
- e s b b

o o s e bt Mgt
S I

o ek o B ot m— |

http://www.carratu.com

http://www.fuld.com

DATAMONITOR e bunt ot Butinmns ibsrmsion

INRNGE WO PEIPEAE 4 ANDI) 2 ) jmes
Global Logistics and Express b A0
Partaer with us te snderstand,
or d praw in bew ¥ 1k L

§ am
Ly

NV

Brimrte vy ol i el b ey

CONSULTING

L ) L R bt T

EUGECENTER

RESEARUHSTURE

Proees
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Footprinting VMiethodology

N
Internet Competitive
Footprinting Intelligence

" L ;’@r ]
|
DNS

Network
Footprinting

Footprinting
Website
Footprinting

Footprinting
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WHOIS Lookup

WHOIS databases are maintained by Regional Internet Registries and contain the personal

information of domain owners
WHOIS Lookup Tools

http://www.tamos.com
http://netcraft.com
http://www.whois.net
http://www.iptools.com

¢

Attackers Look for

Physical location

WHOIS Query Returns

1. Domain name details

2. Contact details of
domain owner

3. Domain name servers

4, NetRange

{
&
s '

Regional Internet Registr
noE EISTY Telephone number

S R

i
ATNIC Email address

. ARI
z N Technical and administrative
3. APNIC contacts
4. LACNIC, RIPE NCC
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WHOIS Lookup Result Analysis

! Registrant:

rta rgetcompany (targetcompany-DOM)
‘p Street Address

City, Province

yesre

§tate, Pin, Country

(V5IX  techrentactMIRINDIA.CIN

Domain Name: targetcompany.COM

Emain secvars An Listed order
HE1 L WERDES (A Clee

W53 WEDLSPIA. COM

Administrative Contact:

04, 23X 140 201
204000, 1AL Y01

Surname, Name (éNIDNo-ORG) targetcompany@domain.com \
targetcompany (targetcompa ny-DOM) # Street Address
City, Province, State, Pin, Country
Telephone: XXXXX Fax XXXXX

Technical Contact:

Surname, Name (SNIDNo-ORG)

targetcompany@domain.com
targetcompany (targetcompany-DOM) # Street Address

City, Province, State, Pin, Country
Telephone: XXX Fax XXXXX j
NG
Domain servers in listed order:
NS1.WEBHOST.COM
NS2 .WEBHOST .COM

).9.9.99 0.9.45 0.9.49 9.9.4

X0, X200 XXX . XXX
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WHOIS
Lookup Tools:
SmartWhois 3 icmi

& 192000 -105.255.2552..,
& 195141230 - 1951445,
& 195.14.1280-195.14...
5 4 2001:0468:081t::0053
& 2001:0868:: - 2001:0465-...
& 2001:0468:000:: - 20...
o @ 20518111266
S bucherch

2|48 -% -0 &

P, host or domaine @ online.fr, money.de
Results X

Free SAS / ProXad
8, rue de la wille |"Eveque
75008 Paris

g Admirnustrative Contact for ProXad

B SmartWhois is a useful

network information utility

that allows you to look up all

the available information
about an IP address,
hostname, or domain

It also provides information

& money.de

& munchen.com
& onlinefr

& tamos.com
& yaru

& zdnetcom

& norog.com
& orw.com

& Exljp

phone: +33173 50 2000
fax: +3317350 2501

m 2proxad.n

Techmcal Centact for ProXad
Free SAS / ProXad

& rue de la vills I"Eveque
75008 Pans

phone: +33173 50 2000
fax +33173%02501

. i Kl

about country, state or
province, city, name of the
network provider,
administrator, and technical
support contact information

freensl-g20 free.fr [212.27 60.19)
freens2-g20 free.fr [212.27.60.20]

Google Page Rank: 7
/ Alexs Traffic Rank 16129

l i Crested: 29/12/2008
Updsted: nhyvernet« npe@con freefr

Source whois.nicfr

http://www.tamos.com
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ap
"

Sam Spade
http://samspade.org
—

My IP Suite

http://www.sabsoft.com

“ N  CountryWhois 3‘& LanWhols
= -

http://www.tamos.com 3 R http://lantricks.com

http://www.conceiva.com http://lapshins.com

-4
NetRanger Whois .é Lapshins Whois

4
Alchemy Eye E i WebFerret
http://www.alchemy-lab.com http://www.webferret.com
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Online Tools

A ﬁ] i
N Whois Whois Lookup

http://www.iptoois.com

. http://tools.whois.net
- : .
=t Better Whois - {_“ Gegk Whois
) http://www.betterwhois.com =3 http://www.geektools.com
v e
\_J - . o \ - -
S%%  Arin Whois Database Search %)  Network Solutions Whois
2y a it/ fwiois. arin.net 4 http://www.networksolutions.com
'

WY DomainTools [ﬁ AutoWhois
w http://www.domaintools.com UUB http://centralops.net
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Footprinting Methodology

Internet Campetitive
Footprinting Intelligence

Network
Footprinting

E-mail
Footprinting

Footprinting

http://ceh.vn

All Rights Reserved. Reproduction is Strictly Prohibited
EF NEWE

nified Ethical Hacker ; e

http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




http://ceh.vn

DNS Record Type

Extracting DNS Information

DNS Records provide important information
about location and type of servers

A - Points to a host’s IP address

MX - Points to domain’s mail server

NS - Points to host’s name server

CNAME - Canonical naming allows aliases to a host

SOA - Indicate authority for domain

SRV - Service records

PTR - Maps IP address to a hostname

RP - Responsible person

Gaaaaaaaaad@

HINFO - Host information record includes CPU type and OS
Interrogation

B http://www.dnsstuff.com
Tools

B http://network-tools.com
@ http://www.checkdns.net

B hittp://www.iptools.com
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Extracting

CheckDNS.NET is testing microsoft.com

CheckDNS.NET is asking root servers about authoritative NS for domain

Got DNS list for ‘microsoft.com’ from e.gtld-servers.net or e.gtld-servers.net or e.gtid-servers.net or e.gtld-servers.net or e.gtid-servers.net
L5 ) Found NS record: nsl.msft.net{65 55,37 62], was resolved to IP address by e gtld-servers.net ©
® round NS record: ns2.msft.net{64.4.59.173], was resolved to IP address by e.gtld-servers.net ©
a Found NS record: ns3.msft.net{213.199.161.77], was resolved to IP address by e.gtid-servers.net L2
B Found NS record: nsd.msft.net{207 46.75.254), was resolved to IP address by e.gtld-servers.net L
O Found NS record: nsS.msft.net{65.55.226.140], was resolved to IP address by e.gtid-servers.net &
Domain has S DNS server(s) ©

a DNS server nsl.msft.net[65.55.37.62] is alive and authoritative for domain microsoft.com ©
O pns cerver ns2.msft.net(64 .4.59.173) is alive and authoritative for domain microsoft.com @
O ons server ns3.msft.net(213.199.161.77) is alive and authoritative for domain microsoft.com @
O pns server nsd msft.net[207.46.75,254] is alive and authoritative for domain microsoft.com @
O ons server nsS.msft.net[65.55.226.140] is alive and authoritative for domain microsoft.com L

e S server(s) are alive ©

CheckDNS.NET checks if all NS have the same version

All S your servers have the same zone version 2010070903 o

http://www.checkdns.net
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Interrogation Tools

Netinspector
http://www.globware.com

=

:r ﬂ:

. €% NsLookup
.

http://www.kloth.net

(et
DigDug, DNS Analyzer &’ MSR Strider URL Tracer
http://www.edge-security.com http://research.microsoft.com
H
j——:fh\ I WherelSIP

http://www.whereisip.com

Dnsmap

http://www.linuxhaxor.net
»

Multiple Addresses
—

li’f; ?;l DNS Tool
http://www.checkdns.net i

http://www.hendricom.com
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Interrogation Online Tools

|
. Online DNS Tools r|ﬂ m Better Whois
e httpfwenw gjoxdns.com e hittp:/ fwmnw_betterwhois.com
e T
r j-. Professional Toolset P~ Geek Whois
y hetpsffwew dnsstuff.com [{— hetp:/fwanw. geektools.com
M DNS Record (. Mozzle Domain Name Pro
http:ffnetwork-tools.com - jl hittp: S wmnwmozzie com
[—
7l = . ,
I Check DNS [ Domain Information Groper
httpffwww checkdns.net 1= hittpsfwmnw_kloth.net
[ —
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Footprinting Methodology

Internet . Competitive
Footprinting Intelligence

DNS
Footprinting Footprinting

E-mail
Footprinting

Footprinting

http://ceh.vn
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s 01000101101_(?“'

o=
\

Locate the
Network Range

-,

©

&
&
=
=

o -~ f 4

1. Find the range of IP addresses
2. Use ARIN whois database

search tool

You can find the range of IP addresses
and the subnet mask used by the target
organization from Regional Internet
Registry (RIR)

C[EH

http://ceh.vn

NEWS

e —
[] EH
Canified Ethical Hacker

al®
2"

Network Whois record

Queried whois.arin.net with "n 207.46.232.182" ...

NetRange:
CIDR:
OriginAS:
NetName -
NetHandle:
Parent:
NetType:
NameServer:
NameServer:
NameServer:
NameServer:
NameServer:
RegDate:
Updated:
Ref:
207-46-0-0-1
Orgilame :
Orgld:
Address:
City:
StateProv:
PostalCode:
Country:
RegDate:
Updated:
Ref:

OrgAbuseEmail -
OrgAbuseRef :

207.46.0.0 - 207.46.255.255
207.46.0.0/16

MICROSOFT-GLOBAL-NET
NET-207-46-0-0-1
NET-207-0-0-0-0
Direct Assignment
NS2 MSFT _NET

NS4 MSFT _NET

NS1 MSFT NET

NS5 .MSFT _NET

NS3 .MSFT _NET
1997-03-31
2004-12-09

http: //whois_arin. net/rest/net/NET-

Microsoft Corp

MSFT

One Microsoft Way

Redmond

WA

98052

Us

1998-07-10

2009-11-10
http://whois_arin_net/rest/org/MSFT

: ABUSE231-ARIN

Abuse
+1-425-882-8080
abusefhotmail .com

http://whois. arin.net/rest/poc/ABUSE231-ARTN
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Traceroute

IP Source Router Hop Router Hop Router Hop Destination Host

~ ICMP Echo request TIL=1
oo.o-.o..---.n-‘--nnq* ..................................................................... > zé
E
L ‘ e . I.Illlll.lll.l.ll ‘ hessunnssnnsnsnsnnen | LT
W, | ( : 20
ICMP error message w N N

Aulll.......l.l-..ll...loliil.l-..l.'

coe ICMP Echo request TTL=2 x

L.s  ICMP Echo request TL=3 X" > (o]
B Ty D T

St Nt S E k
T PPITINN | PYTCYRRIOTPRNIE ) OTOIITIN - | SPPPPTRRITRTITY)
- | & OOB

ICMP error message

ICMP Echo request TTL=4

e T PP PP PP PR R =

209

[

Traceroute programs work on the concept of ICMP protocol and use the TTL field in the header
of ICMP packets to discover the routers on the path to a target host
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Traceroute

Attackers conduct traceroute to extract information about: network topology,
trusted routers, and firewall locations

For example: after running several traceroutes, an attacker might obtain the
following information:

@ traceroute 1.10.10.20, second to last hop is 1.10.10.1

@ traceroute 1.10.20.10, third to last hop is 1.10.10.1z

# traceroute 1.10.20.10, second to last hop is 1.10.10.50

® traceroute 1.10.20.15, third to last hop is 1.10.10.1

® traceroute 1.10.20.15, second to last hop is 1.10.10.50

By putting this information together, attackers can draw the network diagram

20.20.10.20
Bastion Host

1.10.20.10
Web Server

[ »
\ : -e : -’i.qkd
-.”o v WIS (SRt e '_‘&Jﬁ
/ @ ) : [T S
1.10.10.50 1.10.20.50
Hacker 220103 Firewall Firewall

Router

1.10.20.15
Mail Server
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Traceroute Tool: 3D Traceroute

* @ Irace |QTLD: Commercial

Browesr Whoktundmele  Tooks  Eingtelungen  Uber

Legende

alz Lute

¥ Hep|IP | Hostname| ke A
192.168.111.105 192.168111.105
21792465 con24-65 a1 fim tessalink de
2179241 tesraink. NOC hopes you.ergop thes traceroute
21260 202 225 000104 frankfut 1 celox de
134222104 81 fimers1-p0u-1003 DE ewrcangs net
134.22210433 fize-21-20u-1001 DE. eurcengs.net
12422223013 lednerou 1001 NL ewrosngs. net

@ 1MI223542 evr-bed 02 rat. greeitngt
9 2811715 ewr-coe {1 rel guest net
0 28171176 evr-core {3 rat quest nat
/9
v
> v

26171818 descoee {2 rel. geest.nst
2 2061718222 205171 8222
A06171.251.34 dep bede 02 inet qeest not

oo
481002539 :efr:.zﬂ
Prgte * [*}: * me hittp://www.d3tr.de
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Traceroute Tool: LoriotPro

A LorlotPro - Trace Route Discover

Trace Rocte Discove
Tixce X [;__l MaxHeps |2 Treout
] ONS Resolve
[] Append LariotPio Dasctcry with nesy enty
[T] Put rse ariry i exsitiong netwerk, of dumery
[7]) Chuede fer SHMP ‘prbse’ ared wrsalie chocuvm scarwnng fos thes reestings § e
Serd savple: 3

MHops MeRTT s AvogRTTme | MaRTTms | CuRRTT me Name
moo - ps ¢ N 11010 Request tmecut
moo2 - ¢ . . 11010 Raques! timecut
003 125161845 125161845
mood N5N320673 NSNIA673
= 005 531631658 591631658
= 006 1160739 11607339
|00? 2 NE0 314 Ne0M4
™ 008 11608450 11608450
009 652815 216623135
010 2166.23.38 21662938
o 23 9 2166856 2166866
n2 28280153163 2098 240133165
n3 27464082 207464082
04 207 46 4067 207 464067
ns 074643218 74643218
018 2 07464719 2074647191
n? 1022018 10.22018
‘ = . 4 11010 Request treout
11010 Request treout
11010 Raquest timeout
11010 Reques treout
11010 Request timecut
11010 Request trmecut
11010 Raguest trecut
11010 Request trecut

w

BULEE

http//www. loriotpro.comy
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Traceroute Tool: Path Analyzer Pro

Ieano Path Analyzer Pro (&)
. - — - . mh - -
0 ’ “0 "ﬁ ~ } ‘\b ‘\ (‘3 0
g Evony ' ) = N \
4 Arget  WWW.GeogR Com = port Smart < Trace Conmtruous Trace
Frandnl e <
e Report -~ ™5 Synoosis (5 Ourts ) Geo |y log @ Stats
(Chig NAT-friendly — : )
_uee
Sowce Port
™ Random
Tracing Mede T - = < L
PR . c——E
®) Defautt
Q Adaprve oo 1P Address Hostname ASN Neowors Name Wioss Lamency  |Avg Latency Sid Dev
() TN Packets Only 1 1017171 ocal-tewall 000 | 137 027
2 101401 10.140.1 ooo | . 0.76
Achencad frobe Datats 3 OBI0.I4I0!  ©9.10.14X0} IITF] IRRDC0@-10- . 000 | air 0.ro
Length of packet 4 17222438210 1722248210 000 ¥ L s ] 122
- $ 1722248120 172.2248.129 000 W .02 539
W Serart 6 €8l0léa7 mefledir02 -ge 205 rd 2e cox met 23773 MRRDC-€8-10 ooo | a0 160
7 6810251 o Abbe JO2 - 50000 0.2 Ay Cox net 28773 NETBRLE-ATRDC 000 1 1900 121
Litetime 5 13454848 v1495.mpd03 02 atlas cogentcocom 174 PSINET-82-54 000 N 2301 1653
P 154%c6142 8- 2.0cr02 deall atias cogentco com 174 PUNET 254 000 L IFT¥IY 2078
800 : reilivecends 10 1545402 14-3.4p001 deal 2 atlas cogenmcocom 174 PSINET 8254 000 TN 2584 2496
11 15454566 w3497 wpd0Lliad 0L rlas cogentcocom 174 PSINET-82-5¢ 000 ' 20.16
Type -of Service 12 38.104.56.50 opondns demarc Cogenico com 174 PHINETA 000 N 2.
13 2086932230  google Awvipation opendad com 36690 OPENDNS-MET-2 000 1 0451 s
%) Unspecined
_I Minimze-Delay
Maxirsum TTL
20 <)
it Sequence Number
™ Rargom
Advanced Tracing Detals
TargetPort % TARCET OPEN
http://www.pathanalyzer.com
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Tools

]

N 71 VisualRoute Trace {LW| GEOSpider

hitp:ffvizvalroute visuahwore. com http:ffwan.oreware. com

vTrace T Magic NetTrace

hitp:/ffvirace.pl http:/fwan tialsoft.com

-

Visual IP Trace

http:/fwana visualiptrace.com

3d Visual Trace Route
hitp: /Y vwana 3dsamp.com

2oy ——
o Trout = Patrice Zwenger Traceroute
hitp: /Y wanw foundstone_ com http:/{patrice-zwenger.co.cc

[ [ [ =]

Copyright € by F-Gauncil
All Rights Reserved. Reproducticn is Strictly Prohibited.

S )
http://ceh.vn % NEWS -3 'g.T=xzr http://i-train.com.vn
Fonen S e CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




Tools

1
m AnalogX HyperTrace ;’ng

aa Layer Four Traceroute
http://www.analogx.com ' _.4:\ http://pwhois.org
- _(‘~‘
Tcp Trace Route F Ping Plotter
http://michael.toren.net F— http://wwv.pingplotter.com
Network Systems Traceroute & Tracepath
= http://www.net.princeton.edu -% http://whatismyipaddress.com
|

\ W Roadkil's Trace Route ‘ ‘

http://www.roadkil.net [

[ =Y Ping-Probe
‘ http://www.ping-probe.com
(-]
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Footprinting Miethodology

= W
Internet Campetitive
Footprinting

Intelligence
= € ,\;2

WHOIS DNS
Footprinting Footprinting

E-mail
Footprinting
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Mirroring Entire Website

Web mirroring tools allows you to download a website to a local directory, building recursively
all directories, HTML, images, flash, videos and other files from the server to your computer

BEEx EEx

G Q http//waww.juggyboy.com O O C:\juggyboy.com

Boyv.com Bov.com

Original Website

AR NN XA
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Entire Website Tools

= —
 Weget L Website Ripper Copier
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_\ld r
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=) http://calluna-software.com ’ fnrnm l http://softbytelabs.com
— —_—
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7 ) WinWSD had Reamweaver
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Extract Website Information from
http://www.archive.org

INTRERRRT AR CMIVY

augachmaeng

Searched for hitp/\www.microsoft.com
Archived Results from Jan 01, 1996 - latest

Internet Archive Wayback Machine allows you to visit archived
versions of Web sites

Enter Web Address: 3124 Az,

v_Search Compare Aschive Pages

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010
263 pages 139 pages 30 pages 169 pages 375pages 278pages 209 pages 133 pages 7 pages 1 pages
Jan 03 2001 = Jan 21,2002 ™ Jan 30,2003 = Jan 10,2004 * Jjan 04 2005 ™ Jan 01,2008 = Jan 02 2007 Jan01,2008 Jui23 2009 ™ Fab23 2010
Jan 03, 2001 * Jan 25 2002 * Feb 08,2003 * Jan 17, 2004 * Jan 10,2005 * Jan 01,2006 * Jan 03,2007 Jan 02 2008 * Jul 23,2009 *
Jan 04 2001 Jan 27 2002 * Feb20 2003 ™ Jan 24 2004 * Jan 14 2005 * Jan 01,2006 * Jap 07, 2007 = Jan 03 2008 Oct 18 2009 *
Jan 09,2001  Jun 03,2002 * [43r21,.2003 = Eeb 02,2004 = Jan 15,2003 * Jan 01,2006 = Jan 07,2007 = Jan 04,2008 * Oct 18,2009 *
Jan 06 2001 ™ Jun 04 2002 ™ Mar24 2003 ™ Fab07.2004 ™ Jan 16,2005 Jan01. 2008 ™ Jan08. 2007 Jan 04 2008 " Oct26.2009 *
L_Q_Q__ZQQ_'&LQLZD_QZ Mar28 2003 = Feb 08,2004 Jan 17,2005 * Jan 01, 2006 * Jan 09 2007 * Jan 05 2008 Oct27 2009
an 1 JuiD1.2002 " Apr11 2003 Feb09 2004 Jsn 18 2005 * Jan 02 2006 ™ Jan 12 2007 * Jan 06 2008 Oct27 2009 *
11_93.29_. Jul 02,2002 M3y 06 2003 * Feb 14, 2004 * Jan 19, 2005 * Jan 02 2006 * Jan 14 2007 Jan 08 2008
Jan 08,2001 " Jul02.2002 May13.2003 ™ Feb21.2004 1an 20,2005 ™ Jan 02 2006 * Jan17.2007 Jan 00, 2008 *
J20.08,.2001 = Jui 03,2002 = May29 2003 = Fab23.2004 Jan21.2005 ™ Jan 02,2006 = Jan25.2007 Jan 09 2008 ™
Jan 08 2001 * Jul 04 2002  Jun 18,2003 * Mar06 2004 Jan 22 2005 * Jan 02 2006 * Jan 26 2007 Jan 10 2008
Jan 18,2001 * Jul 07,2002 = Jun 18,2003 = Mar 13,2004 * Jan 23,2005 * Jan " Jan28,2007 Jan 10,2008 *
430 18,2001 * Jul 08,2002 Jun23.2003 ™ Mar25.2004 ™ Jan 24 2005 * Jan 03,2006 ™ Jan 29,2007 Jan11, 2008 *
0.2 * Jul09.2002 = Jun2d 2 * Apr01,2004 = Jan 25,2005 = Jan 03 2006 = Jan 30, 2007 * Jan 12,2008

Feb 02 2001 ™ Jul 11,2002 * Jul 17,2003 * Apr 10 2004 = Jan 26, 2005 ™ Jan 04 2006 Feb01. 2007 Jan17.2008
Eed 02 2001 * Jul 12 2002 Aug 05 ZQQQ Apr15. 2004 = Jan 27 2005 * Jan 04 2006 * Feb 02 2007 * Jan 18 2008

Feb24, 2001 ™ Jul 13,2002 Aug07.2003 ™ Apr18,.2004 = J3n 29 2005 * Jan 04 2006 * Feb 02 2007 * Jan 19,2008

Feb28 2001 ™ Jul 14 2002 Sep25.2002 * ua, 18 2004 * Jan 29 2005 * Jan 05 2006 * Fab 03 2007 Jan 19 2008 *
Mar 01,2001 * Jul 152002 Oct01.2003 * May22 2004 Jan30 2005 * Jan05 2006 * Feb04 2007 Jan21,2008 *
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Monitoring Web Updates Using Website Watcher

) General [3]
L Mageanes
o Pegwy
peivate [1)
= Programming

Bookmarks: 95 [4)

NOVWWHWENODE YD .-

.
>

Tools Scipt Options  View Help
8 che [ 3

FE Neme » URL

+ + DR wawetch Di\wswatch
news//asp.membente. news//ap.me
WebSte-Watcher - Dow.. hetpe//www.at.
WebSke-Watcher - Sup..  hapu//www.asi
WSW Forum RSS hetpe//www.as
www webste-watcher.c..  hetpy//www.ai
W SRR Wateha L. heIpy/agneL e

o New v 4]

B WebSite- Watcher - Download

Bawv

Last change

2030-04-02 12:5805

20100401 095147

2000-04-01 124554

20100401 12:46:88 OK, phpBB2 P
2000-04-01 110353 OK
20000401 125248  OK
20080708 1322% O«

Last check

20800401 ..
20100421 ..
0100441 ..
2010-08.01 .
010-08-3

2000-04-01 ..
20000708 ..

th(' 2 fde//1PJproy wiwstch/ere/config/bockment/demo_wis v @ & | i Version®

Systam: 2000, XP, Vigta, 7, Sef
yersion Migtery

I you mstal & new varsc
Version over the oid one

Download our other products

Local Website Archive 13.1.1
Archive web pages for future reference

Page Tedt  Amshyris

wobsite-[JEITENES2010 (10.0)
(2ave) [Gweror] (.0m8)

03-Feb-2010

3003/2008

”

WD - ot st
W

Web page with l

highlighted changes and

highlighted keywords {blue)
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Footprinting IVMiethodology

Internet
Footprinting

WHOIS
Footprinting

Network
Footprinting
Website
 Footprinting
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Tracking Email Communications

E-mail tracking is a method to monitor and spy the delivered e-mails to the intended
recipient

m When the email was received and read
o

Whether or not the recipient visited
05 any links
ny links sent to them
Track PDF and other types of
attachments
Set messages to expire after a
specified time

Copyright © by F5-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

S .
http://ceh.vn % NEWS 6 'g_T=xz=r http://i-train.com.vn
e smetnese < . CEH, MCITP, CCNA, CCNP, VMware sPhere, LPl, Web Design




e tmee By e By [ ren g 6 e o

Thab vt 8 s gy ) # fon —es | et

. - esbem ——
e mNTE o a0 e v sl

eMailTrackerPro
http://wwwiemailtrackerpro.com

5020 s v 40 01 Pt o

reea e

” -

Wl W0 | Windows Live Hotmail

Bl
® 3un
Te 18 - enipiertEaxample 4
M orafis
L |
M Track with DigTheyReadl:
Deleted -
18 =2
J B @) rootstyle~ Fontszer B 1 U
Toda

— DidTheyReadIt
=N http://www.didtheyreadit.com

% Calendar

Tools

Re@dNotify &%

T T,
3, Isible Trackng 4

_ﬂ Ensured + Retractable |45
¢ Seif-Destructing -+
& Block Print & Copy 5
[=8 Certified + Notarized |45
i Iranslate Larguage 43

Read Notify
http:/fwww readnotify.com

&, =
Visit Personal Tracking Page
Plug:in Options Nelp
s e rnace et sty e | 2
g ey 3 . fa 543
. . = SEAN U ISR WASIN 3PN A SLIN N DR ‘ ' .
PoliteMail TR S il T STy~ AT W
htto:/fwvwew. v R
politemail.com
“»-F o
S S ; -

http://ceh.vn

All Rights Reserved. Reproduction is Strictly Prohibited.

ey NEXWS

Canified Ethical Hacker

[ 2

http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design




VisualRoute Trace

. T L I "
[ra— GEO Splder
i http:/fvisualroute. visualware.com | http:/fwan oreware.com
» vTrace
- http:ffvtrace_pl

|ﬂm|| |

wa b PEP

Magic NetTrace

http:/fwaw tialsoft.com

3d Visual Trace Route

Visual IP Trace
httpfwwnw. 3dsnmp.com % http:ffwaw visualiptroce. com
H Trout - Patrice Zwenger Traceroute
; http:/fwwew. foundstone.com L= | http:/fpatrice-zweenger.co.cc
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Footprinting Methodology

=Y

Internet Competitive
Footprinting
NS,

Intelligence

f
., =l
WHOIS DNS Network
Footprinting Footprinting Footprinting
Website E-mail
 Footprinting Footprinting
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Footprint Using Google Hacking
Techniques

Google hacking is a It detects websites It uses Google
term that refers to that are vulnerable operators to locate

the art of creating to numerous specific strings of
complex search exploits and text within the
engine queries vulnerabilities search results

101010

010101
101
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What a Hacker Can Do With
Google Hacking?

Advisories
and server

Error messages that
contain sensitive
vulnerabilities information

Pages containing
network or

vulnerability data

Files containing
passwords

Pages containing

Sensitive
logon portals

directories
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Google Operators

m Shows the version of the web page that Google has in its cache
[1link:] Lists web pages that hawve links to the specified web page
[related: ] Lists web pages that are "similar” to a specified web page.
Google supports - . c
several advanced [info:] Will present some information that Google has about that web page
operators that
help in modifying Tetle=a]] If you include [site:] in your query, Google restricts the results to those websites in
the search . the given domain
[allintitle:] If you start a query with [allintitle:], Google restricts the results to those with all of
. the query words in the title
. . . Iif you include [intitle:] in your query, Google restricts the results to documents
containing that word in the title
[allinurl:] If you start a query with [allinurl:], Google restricts the results to those with all of
. the query words in the wrl
errile] If you include [inurl:] in your query, Google restricts the results to documents
: containing that word in the wr
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Finding Resources using Google
Advance Operator

o

r[intitlc=_':intranet inurl:intranet Web Images Videos Maps News Shopping Gmail more v Sign in
+intext:"human resources”]:
It allows you not only to access a GO()Sle intile intranet inurlintranet +intext *human reso Advanced Seaich Eeanch
company’s private network, but also
provides the employee listings and =

S . Wel Show otio Results 1- 10 of about 49,800 for intitlesintranet inwl:intranet +int

other sensitive information that can eb Q ons esults of about 49,800 for intitle:inttanet inurl:inttanet +inte
be |pcreq;bly useful for any social btiaiiot: Hoinen Resouices ¥

Lengmee”ng endeavor ) Inside the Office of Commissioner of Higher Education

ichefintranet/hr htm - Cached 3

Department of Personnel - Intranet Center »€
The Department of Human Resources Intranet is only available to people on the GOVhet
network. This can be by direct connection, or through dial up directly ...
fintranetindex php - Cached - ar

‘ Intranet Site »¢
h : 11 Jun 2009 ... Human Resources & Organizational Effectiveness - HROE ... recrutment
and hiring, human resources and employee relations, compensation and ...

intranet library )

Colorado Intranet Human Resources »
‘77 Colorado Intranet: Human Resources. Employee Benefits and Resources. Ag Learn
provides education services for USDA employees, contractors, parners, ...
intranet/personnel/perps htm - 3
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Google Hacking Tool: Google Hacking
Database (GHDB)

http://www.hackersforcharity.org

Kenys food for work
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E MetaGoofil . '—EL Google Cartography
http://wwiv.edge-security.com i ¥ http://richard. jones.name
‘ : : -
(ﬁ\ Goolink Scanner G Google Hack Honeypot
] / http://waiv.ghacks.net 3 http://ghh.sourceforge.net
e e
!
. \
- SiteDigger GMapCatcher
http://waww.foundstone.com ﬁ_‘ http://code.google.com
w m Google Hacks BiLE Suite
L M http://code.google.com http://wwav.sensepost.com
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IModule Flow

Footprinting

Footprinting
Concepts

Footprinting
Threats

Methodology

Footprinting

Footprinting
Tools

Countermeasures

Footprinting
Pen Testing
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Tools

5 |
PrTe Prefix Whols : NetScanTools Pro
3 s http://pwhois.org e http://www.netscantools.com
= DMitry (Deepmagic v |
v e “ P | Netmask
ﬁ Information Gathe"ng TOOI) ‘L/ L http://www.phenoelit-us.org
- http://waviv.mor-pah.net )
3
r ’._—L Tctrace L= 1 ) Maltego
http://wwav.phenoelit-us.org | http://www.paterva.com
- Autonomous System &
y [E_\_' ~ Host
‘ Scanner(ASS) ‘ —F 9 http://linux.die.net
http://wwav.phenoelit-us.org } =
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Tools

[ =1
v DNS DIGGER - Domain Name Analyzer
s 90 http://wwav.dnsdigger.com - http://www.domainpunch.com
/=1 Dig Web Interface s Trellian
8 J http://wwwv.digwebinterface.com { http://ci.treliian.com
(=P Domain Research Tool (DRT) A Spiderzilla
E http://www.domainresearchtool.com ‘ ¢ | e http://spiderzilla.mozdev.org
. [‘ N
Domaininspect : Compete
e http://wwav.antssoft.com : ;‘ = http://searchanalytics.compete.com
1 &=
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Tools

= =)
' 1 Touchgraph [ ActiveWhois
3 http://www.touchgraph.com = http://wwav._johnru.com
A==
theHarvester — Advanced Administrative Tool
http://www.edge-security.com ‘ ’ http://wwav.glocksoft.com
= ( )
.| Spyfu J\ 4\  Subdomainer
,‘r http://www.spyfu.com L i ‘ http://www.edge-security.com
T CallerIP 9 Alchemy Network Tool
- http://www.callerippro.com l_‘]—‘ http://vwww.alchemy-lab.com
— |
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Module Flow

Footprinting

Footprinting
Concepts

Footprinting
Threats

Methodology

Footprinting

Footprinting
Tools

Countermeasures

Footprinting
Pen Testing
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1. Configure routers to restrict the responses to footprinting requests
2. Configure web servers to avoid information leakage and disable unwanted
protocols

B R AR R R R R AR R R R AR R R R AR R R R PR R RN R R R R RN R R R R AR R R R

3. Lock the poris with the suitable firewall configuration
4. Use an IDS that can be configured to refuse suspicious traffic and pick
up footprinting patterns

LI R R e T R R R T e R T R e R R SR R R I T T E T R R T R R T T T T

101010

5. Evaluate the information before publishing it on the website/Internet

L R TR LYY

6. Perform footprinting techniques and remove any sensitive information found

7. Prevent search engines from caching a webpage and use anonymous registration
services

R R R R AR EE AR AR AR R AR R R AR B R R R R R R R R R
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Module Flow

Footprinting

Footprinting Footprinting
Concepts Threats Methodology

Footprinting

Footprinting
Tools

Countermeasures

Footprinting
Pen Testing
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Footprinting Pen Testing

@ @

€ Footprinting pen test is used to determine organization’s publicly available information on
the Internet such as network architecture, operating systems, applications and users

€ The tester attempts to gather as much information as possible about the target
organization from internet and other publicly accessible sources 7
7

Prevent information

leakage

Footprinting Pen | -

testing helps ‘ ] .l .
administrator to: 4 ——

Prevent social
engineering attempts

=

|

Prevent DNS record
retrieval from publically
available servers
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set proper
authorization

Define the scope of
the assessment

v -
Use tools such as Web
P efr:ortm !::.ernet tereesf=P> Data Extractor, Link
otprinting Extractor, etc.
v
s e Use tools such as
a ; er ct?mp IV eree deeed SEC Info, Business
intelligence Wire, C-SPAN, etc.
\ 4
Use tools such as
Perform \.Nl-!OIS S e »  SmartWhois, Alchemy
fingerprinting Eye, etc

Footprinting

Get proper authorization and define the
scope of the assessment

Perform Internet footprinting using tools
such as Web Data Extractor, Link Extractor,
etc

Gather Competitive intelligence using tools
such as SEC Info, Business Wire, C-SPAN, etc

Perform WHOIS fingerprinting using tools
such as SmartWhois, Alchemy Eye, etc
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Footprinting Pen Testing

Use tools such as
Netlnspector, b Sy
NsLookup, etc.

" Perform email

footprinting = Perform email footprinting using tools such as
Metinspector, NsLookup, etc.

~  Perform wehsite footprinting using tools such as 3D

Use tools such as 3D Traceroute, LoriotPro, etc.

| PR Perform website
Traceroute, ..
LoriotPro. etc 'Fﬂﬂtpl'lﬂtlﬂz = Perform network footprinting using tool such as
! - . HTTrack Web Site Copier, Wget, etc.
v
| h =~ Perform DMNS footprinting using tools such as
Use tools such as Perform network eMailTrackerPro, PoliteMail, etc.

HTTrack Web Site %€=

Copier, Wget, etc. f'untprlntlng = Perform Google hacking using tools such as GHDE,
S : MetaGoofil, SiteDigger, etc.
Y
= At the end of pen testing document all the findings
U;f t,l‘}T‘:"E i““'; ...  PerformDNS
elvialllrackerrro
. . ’ footprintin
PoliteMail, etc. otp £ L J
v

Use tools such as
GHDB, MetaGoofil, <"
SiteDigger, etc.

Perform Google
hacking
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IModule

O Footprinting refers to uncovering and collecting as much information as possible about a
target of attack

O  WHOIS databases are maintained by Regional Internet Registries and contains the
personal information of domain owners

O DNS Records provide important information about location and type of servers
O Personal information can be found using online people search services

O You can establish email communication with the target company and track the emails to
extract information such as location of the recipient and mail servers

O Competitive intelligence gathering is the process of gathering information about your
competitors from resources such as the Internet
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Quotes

3 you know the enemy and know yourself you need
not fear the results of a hundred battles 77

- Sun Tzu,
Ancient Chinese
Strategist and
Philosopher
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